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32RMy oz Lizjdsr j oBjlStSHT

les 1ROMIsjteud 2dz §todd3j dej de" MdzjHize P dj wired f

Go;
Solidity.
[ S sdzdzd Isj dz' dztf Ofigls j te 31 Rdz f tod o3 dzj dz d3d StSHT
stedff sts) tots CSP. s 3t tsdzj dzls stcdfIsts) tots dmyf sdz' L L

Ctcdf ssf tetso O2H Jj t60.
1 tod CtedflssctcOW dud MS d A s jteOydw a ftesdmn ts
stcdfssOHOfIsjtc or L™ o0ydsd dij st ldsts tff tel3s gf O A Hz jddc O .
st sdzj dzls stedflsts) es dMfsd Likzjlsmw Hdzw o1 -
sfjteOyd?2:
dblsj desdW¥W dSOydd d ftetseo jtebd yJ desmisdesmisd ;
{BdMmfjujddj StdidHjdydod dshmisd.

[jssH' stdflss) ts CSP dMfsd L% Ilshv o 0@de st
I ws 1R [ OMmdfdygRedON g MSCdy dBIlstHT tcj Odzd
fdzj Hizs h s ©EMMd2MSddd MisOdH OlsOBd SEdflssd s

1. pdzestedlsd3 o yd mdzj-¥zd dzC ydz@ uig 2@tz C 8 Odz 9 Mtssls
JJduouv 1-934/11 [u20123dr Azl stcd3Oyd tsdzdzOW O f s d
LONdIO ddaW sted3Oydd. AkzdzS ydw ~"ihdtcse Oded W e .

2. pdzestedls 3 Wstocdddtetso Odegdw d fHteseo jteCd 1 dzj CIstets
l stcijBtsoOdedw BRLOPLAY | [BO.1REBHicEZOYJ s5dedzOW |
stcdf ssctcOW dyj Ms Ow L O IO ddW stedzOyd (. 1
Ldzj Clstetsdzdzs? yqdUteseots?2 fsHf dimde.

3. pdzestcdlsdzs h diVteE@pOdifetser 9 Oded W H Odzdz" n d or
toj Odzd L s Odz o Motslse jlsmise dd -8 8 u dfiply Bdg'e O dzg &
gdW stedsOydd. 10 dlsO CtedflstsctcOW dyj MG OWe.

[ d&zv HBfMisdy j ddv Cdhi dhenmo o M lscfWalrK )s,dz! I8 @Y
5B dZOHOj I fdzjHEs h did Mo 5230@R8.D2], ©f dnOddz &q o

3215 ¢ &z Ol Oydtsdzdz j MoPBW:Mlso O Odz¢ st Is &3O

1) [ OfMh kOB ek j dsfls! & wlstded WS Edsdlzj e d@s ol L
dglzs fls ! Odedstedls B3O € sdzfj dzk M O.

2) [ OMh kOB sk j BsMls! (5 CEdd ybfE0ksk&Ods By
stcOdzt OCyd2 HMisOsydts ko jddyuj ddw ¢ tsdzd yj
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3) 1 SHHj Y SO ttjyd®BO ©OMYtejHjd dds?2 fdhlsj dr
dzj o' ff tsdzdzd d3" :

- 4jlsBtsis@®jIs BjLIEOL dzts

- ltesf 2M¢ dzOv My s desMils! Milsd BJ ME tsdzj YydzO;

- wjlsy BjLBY OMdAZO;

- o sizsedw Mmilbd f sflstsw dadzO;

- I L@y des Yy dzlstcOdzd L 59 Odzdets] OH BB dzd istcd tots o

- 1 jteiHOYO ddW stedzgOydd B J MY dzOIs dzO;

- IMmy ELrdzr d oMy COdZOdzr MmMewirLd dHJ dzlsdydz .

4 [lsfklsflsodj jHdds?2 ksySd HsejdY ddd b§t

5)1 0dzdydd c¢dmbsstedd bkfmfj-0e o bkfMztedw- &OM
sCEMmls! doj ©OMMBOkiedeOjlsmw $OC o0Oydasj 1 CHh

LOsadMmdls tsls Odzctstedls 3@ QetOda jodein g id dzolzts ¥ iy iz ey d3r
EftwwOodzj dedw d fted dej st HJ dzy dedzsdz S sdzd yd mlse y Ey

3229 ts2Mlsa © Bj LY OmMEp®/MIsd Odze sted Is diz0

1) sCOLOIsjdz Mlsets OkIsj fktzd ydalsthtsdJ & j dzismE g dz €
oL By dtsfls! 5§ 6] HA jddglise 2 & NIAC OYj fdsyj iz v e d
9 J todats 2 .

2) | dedwdzedj HOdzdzr 7 o dezlsted yj ¥ s5uS di da@izddasgid ¢
et ©OMYYld & jHdddy, Sttt j 6ftjH]
Csltster &3 ltjBljl Hsftsdddlsjd d& i &jit BjL

3) 1 sMssWdedEizlsise dj HGYsdddlsjd d & c¢mjSie]lk
OB MO dzd Y jdzeCBAE SRdz® yj 2 Hdzw §sHT dMOded™ B C
e 2 Mezyo2 dzy §shdjHse Olsj & dshls! B 0O2 I
fjeoj©w0, CostwOwIlfdt oqdjlss(f ®dz Lot oy@ f dzg
Clstster 2 BkHjls dMisd LsoOl! MW HdY hdWiesse

4) ] sL sy desfls! ©OMMudlsOls! vyjdkz oL d&skO Mmdls
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331lstsi3f tsdzaj dzgls o jJH JjdadV twOMftcjHjdzj dedetsets toj
b tetso j @GO sygsdglsd Csfdd tt

ttcOL 2 f Mmdzj LOfEMCO ws1 R [OMlsjtoyj2d dzOyd
[OfMmMlsjtoyj2de. 1 BOT | BAZCd, f§odizyjdd j ©ls Httkzcd
Odze sted s dzlz, 1G] i) O dzdzats i3Iz

1 OyoOdz! dz" 2 BdztsS tt dd3jjls desdizjte ¢cO0e d {LIsts jH
1 OyoOdz! dz" 2 BdzsC ¢ Zdzd € Odzj dz Hdzv MjiIsd. ] sj Sk
MeoRf d@dadas s CtsH] S sdeMisOdzlsts? .

1 OyoOdz! dz" 2 BdzsC tt oSkl Usls ofy MWheiwt eff diCstatls k2 L «

1 dzZs€¢ BEHJI oCdztyydz 9 tt btd ¢t jMmdd td § st
sBXZOHOjIs tetsdz' ¥ B3O2 dzj tc.

[ mMdzd o fsyjMmig Mdd-ttsddL Owq§d diizddzAyiitdz] dfs
BdzsC s, Ists MisidHndsdejudiaf] S tsfiglz Iz Rtsdpte j C Isdese s WiteOc d3j o
ftosHsdy OjIsmw M Httkzedr kL d¢zse.

[ BtcOBSICO dzsor 7 IstOdat OS yd?2

sbteOdzsL OCydvw dBtsy s BrIs! o Hobkr MMmlstswdzdwn:
- vteOdzL OCydw dzj tSBtcOBBISOdZO: IstcOdzL OC ydqdw dzO
- UteOdzLt OS ydw tsBtOBBISORZO: IsttOdzL OC ydw Bt OB
[BtcOBBISCO IstcOdzL OC yd2 wodzw jIlsfpw yOfls: 8 MsL HO
J dz0 y O dzj SBtOBBISCd IsttOdat OCyd?2 Jge2 dgj 16 ¥ ¢
Mtsslse jIsMisoakzjls Mtsmistswdzeds MmdMmilsj dzr , ¢ OL Odzdzts d3iz
sBtcOBBISSCd IstcOdzL OC yd?2 Hdzw desotsets BizsSC O BEHJjIs
LOf dMOdets © L OGBdzsoatsS BdzsC O. t $itsdSHSO dyptszny'j Is  Hndzti)ds t
Hdzw ofj2 MmMilsd.
[O2dzjte BjteYlIls oMy stcOdzL OCydd diL fz2dzO IsteOd
Mz HEE N dd3 tsSBOL t5A3:
-1t BlsftcOoadlsjdze d oBL dzOGtOYHjdzd¥ (IsteOdzL O
o dOYodzy Mmydmsc o) ;
- rdzv CON e IslEA IstcOdzL OCydd Mtwclsdokze Ismw
AstoRBJtetso Odzd ] GlsMtelsdieso Odzdetsets dBBOMMdo O & Ote
COYHB2 IttOdzL OCydd o J tedz .
Itsdzj ] YtsHtesBdzs Odzetstodlsdy SHEOBsIsCd IsteOdaL OC y
1 sfdzy btsets COC IstcOdzL OC ydw o Cdzt yj dzg©@ o B dzis¢
MudlsOjlsmw dLd3j dzv dedz" 5 ( stcOdzL OC ydwvw BtcOBSIsOdzO) .

[t sLHOddj] desotsets BdZSSC O HdzW ¢

¢dze sted sz’ MEdHOwRdY § d& D@, GAY d o dz
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[ ftejnjdjddi Ctdfidhzho PR MdgysdY : dsH datstc @
ojtmdd ¢

lted (o jteCj CowiejClsdshisd onsSHWh jes B dsS
MstczCIskter BlEsC O MisOdzH Ots

- 1 Octsdziso ¢ : MtcCIskEtc® L Ozt C O Mtstslse jlis
LdzOyj dedv ftstslse jIsflseokzs h jets Isdf © HOdzdz = ;

- v MBS IsteOdet OCyd?2 dBsyjls B Is! flkMmlsr oz, Jf
Mse dzOMmdzes MisOdzH Otcls Iz, L dz2Oy 4 dzd j W { fiptsidg 19 0 jlsldcifls
sdf s HOdzdz" = ;

- efdMsS LOctdzsco S s Odz IsjtcdzOlsdodzr » B dz€ 5
LOectsdzso € d MW stcdzdtetso Odz Mse dzOMdzts MiIsOdzH O
Mstslse jIsMisakzs h dr Isdftse HOdzdz = .

Itsdzj j YtsHioB dets Odze tsted BB dgei@B sls' € sdgfpj dzeimiz MO

332.stsBYf sdzgj dzls B M j yddedw Mjlsjossets oL OddAd
COMYtejHj dzj dedzs G5 toj j Mistc O

Kjdz2 COYHBEB kinds@ [MABsjdgiengdzglde 1 dzv L Issets kL j
Mdlsd [ Ofmlsj ui2dz, EMsOdzOo dzdo OjIs f dzd d&3d MmtsJ H d dzj dz
lted LOfEMC] EBELjdZ fsHmsjHddY jlsfy € MisOtlstsar
Milsd dMisd LEzjlsmMy &ODHBoffBHdsHSsdzBadNmd € Di sco\
EmMsOdetso dzj dedd Mtsj Hddzj dedw I HE BEZL ZOGRd dhifsd Lk

P sdm¢ EyOmbddSse fMmjld

1 sdmM¢ EyoOmbsddSse Milsd L OCds yojlsmw o itkztwddC
[ OMmMisjteyj2dz, HHfGEOBEd § &zl ddv UDP Mmtstseh j ddWw
L dzr dzf sBratsHddBT Htd d&OYOdzZ ttOBBIST ZL dzO, CtSGH
BOteh tczlsdL Oydd MsmisOeo dzvw jlsmw ftcd ¢sBRtsHjE& Milsd
fjtod HOydMtzdff © MisOlstseor 7 kL dztso :

- 1J4iMEBdzr €8 MisOtelssor 7 kL dztse B Wodzj dzf € tsdz
- Htej MO MIsOlstso™ 7 kL dzse dBseclzls BT Is! £COL O
- wlsOtelstsor j kZLdz d&Btsekzls Brils! HtsBOodzj dz@ ofs

slsObtor j kLd' dhmftsd Lkskshy NS ds ydlsj d dats

) sfdzj @OYUOLO tOBIST bkLjd §oHfMsjHddyjlsfv ¢
oSLOLONOjl MidmNss i HdgEY dHslsEkn jssifkkH i)k Otls s 5
Clstsls foskbsCsd dNfsd Lkjlshy HhY §ohssw ddscs ¢
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1 Of etsf) dzO tsB dzOtelzy j dzgdj detso ' m kL dztse ftetsd M- tSH
9 lsOBdzdyj dzgj dBjdzjj 25 kL dztgodz HiP dEcdss Isigstc rfdsd THLSS Ly
RAM d fdhjlkfmw o dBE Od'tediz ¥ lSEOBIdAs d @ O lj toh j dad d tcC
MEnteOdYs kMY d&0 HdmMS d dmisd Lkskshmy §wed MdjHEzs

LertsH fMmjlkd
[BAttH Mmjlkd thkh jmsodv jkmMv 1 fosksfteihhdNode

qHj delsd¥ S Olststetse Cdzv yj?2 bLdses dmMfsd Lbkskshy § ke
bL zOkEts fsedlssotsj gmMSds yorhjj RIR Rjhj2 §ksdd

distance (n G, n F) = gost256(n Q) XOR gost256(n B

vLdr fted dMficdeLBoOddery fslsssdzO RtOdyls
stsMjHddj kLdr ReOdvishvY o IsOB ddyjndslsgd)lsd & 4
i <256, bk COyHGHEsRL 2@ jQlsd&ssH dORSHY h d 1 ve &0
kL &zO.

Node Discovery ftlssStsdz dmni dpprsdz jiss Hki te d1s6 |
SlsmMtstelsdtetso Odzgdz" = 5 fteddzydgfkz: MOdZ 2 dzj HO9 dzts 9 ¢
Ctsdzyd .

r dzv Wostediddtotso Odzdw IsOBdzdy" dL o j Misddjr daLedgtipls dz
s BddYO02hdh drLeojMmlsde 7 ddf ko s8#&EOGkzs ez O Sdsof |
Mtslse jIsMlso ks h d2 MmMdtsls. [ Mmdzd o MmMhtslsy odijdaij k L C
[ Mdzd Mdztsls EkxJ MsHijtydls LOfdhd, tsasj ddoskr 2 fHtOhy dz
fOCjls. { Mdzd Blo jlsO dajls, sts ELjdz MmMydkojilsmw d
HtsB Qo dzvgj sipckafidzdNy J dL o jMmisder = G tetsh jdedzr = kL dztse
Bdzdy 02hdr drLejMmlsdzr = J BBz kL dzO=R .

[ dzw W stcdiddteso Odzdw IsOBdzdyr dL o jMmlsdegr » kL d&zse (
smih j Mise dzv j Is ¥ ndf.5f MEdEsEtcd Is i3z

~ . <1A ~ . <2/°\
. ) 4 )

:: pingr 0 ° * " e
| C pongn oo T " e

t Mz stedlsds §s5dMS O kL dse
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JfdMOdedj h OB Odzcidiaf OB OIdME O kL daso
v OB dAiIy@®ed OdkzetedlsBO fsdmMEO kL dztse .

i/

1. |1 bL jd 1 § i’ gy L ifs i j dadd ¢ O.

2. |2 1 © Mtsteping Hadjjdz 2 ilse j yOppiy Msfipded j dad j g 1 dzj
Mssehpidgd j2L i dz 2 EHO&ZYW jlsw dL MfdmMe O kL dztsy
3. |3 vLjdz 1 LOfttOPdoeOjls MdmMmss kL dztse, mMsmd H dZ
ECOLT 90 jIsfpw o L Oifdeasldyj . wtsBh j dad J

4. | 4 VLjdz 2 BfttOQodvwjls MfdmMtsS kL dse, MmMtMmjHddn
 LOftetsj (M OWNeighbprs wtstsB N j dzd

1 OCNelghborsB ZH jIs fsmdzOdz 2L dzz 1 o Istsd3 mdzz yo, ,
pongtsise jIs ( Ctlstster 2 WisH YEBHEGS sts)s @ FHMmdzj Hdz

206 {fdmOded J

Node Discovery Mmtteh jddw f§tsfmr &zos Isqfv UDP f O

packet = packet - header || packet - data

1 OCEEOES SO

packet - header = hash || signature || packet - type
hash = gost256(signatur e || packet - type || packet - data)
signature = sign(packet - type || packet - data)

1d3%4d ftedejHjdets B dMOded] § OtcOd3j Isteso L OG sdzts o

hash- dmMf sdz' L 2] Ismw H dzw sts6 s, Ylstser tslsdzd yOlIs!
dmf sdz L e ls sHddz UDP ff stels;

sgnaturel f sSHfH@®? j IsO kL dzsdz, © odH] BOMMdoe O BO2ISE
packettypei B O2Is, tfftjHjdvehd2 Isdf Mmtsseh j dad v .

[ Odzdz" § § OC JsO:

[ Odedz" j, Ctlbtster j dHEl MteOLEZ ftMmdz] L Otdktse O

Pingf ©¢C:j Is
packet - type = 0x01
packet - data = [version, from, to, expiration] version = 4 from = [sender - ip, sender - udp- port,
sender - tcp - port] to = [recipient - ip, recipient - udp- por t, 0]
expiration’ 9 to j d@3W o UNI X WtstedzOlsj . 1 OC jIsr 9 tcj d3w

sSBtcOB OIsT 9 O Isfmw .

VL Jfds dzlz yOIlsj dz2 tslseo j yO4dls dz0 § OC Jj Is -ptsdzlgy AlO<CdE'ls
HtsB Qo d Ws!ls fclOjpdfls j dz2 o MmMetss IsOBdzdykz dLe jMmisdzr 7 1L

({ Mdzd CAdBEISO oL Od dBBsH j 2 Mise W M ELdsd lsftcOo dLk
Hsf sdzdzd Isj dzt dets ff sfypr &zOj Isfqw ping HO0C]jlIs.

Pongf OC:J Is
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packet - type = 0x02
packet - data = [to, ping - hash, expiration]

Pong #0OCjls wWoadzw jlsiqw wslso jlssds dz2O ping §0O0C, ls.

pinghashi Htsdzy j dz B" Is! t©QOoe jdz hash MmMtsslse jlsMmiseolkzs h ]
dedestedtclz j sfyw .

FindNodetf ©C:j Is

packet - type = 0x03
packet - data = [target, expiration]

[ Odzdz 2 T OF e d dzt sted3O Yy dzd @2 zd ez daz aOds g tdz
slso jIsdls! fOCjIstsd3 Wistcd3OIsO Nei ghbors, Clstster 2 M1
dLoejMmilsder » kL dzse ¢ LOftetsh jdzdegsdzdz t arget .

10¢JjIs Neighbors BEHJIS mdzOdz kL dzk 9 9 ®tzdgH fipd
pongslse jls LO fsmdzjHdd] 12 yoOfmtse.

Neighborsf ©¢:j Is

packet - type = 0x04
packet - data = [nodes, expiration]
nodes = [[ip, udp -port,tcp - port, node -id], ... ]

Nei ghbors f0Cjls wWodzw jlsmw wlso jlstsds dzO Fi ndNo
L dfslo dztsC Odz! dets?2 IsOBdzdy" dLo jMmisder 7 EZLdzse € L Oft

10C¢jIls Neighbors BERHJjI fmdzOdz L diz o Istsd Mmd
pongslse jIs L O ftsmdzjHdd] 12 yOfmtse.

b MsOdzso €O Mjlkjotsets M Hddsj dad W

VL Jjdz dddyddtlzjls Mt Hgdz] dd 9 J Mis tzL ZsSWBL dzso Is Op fi
Lssls kL jdz EHOMY jlsfw dL lsOBddyr dLejMmisdr & kL dts

1l sfpdzy EMlsOdztse dzj dzgdw MtsjHddzj dedw kL dzr Bsckzls
dzs B 52 d3ts d3j dzls Disigopredt fi5jydgdlsi B ' Is! Discdmipdz@xt .P, reason: P]
MssBh jdadj © dzgjdLBjydesdg tsIsCdz¥ yjdedd kL dzO, GHJ

- X0l S sH MtssBh j dad v ;

- reason ( s ydtsdzOdz! dets) ftod yddzO tsils€ dzs yj ded w .
I sL sy dz’ § ftedudde tsilsCdzé yg dedWw:

- Ox00i L Off tetsh j dzdets] SlsMmts Hddzj dzd § ;

- Ox0lish dBS O TCP ffisHfpdMmlsj d&3" ;

- Ox02i dzOtekh jdzd j ftetslstsC 5dzO;

- Ox03iB My tsdzj L detsy MBsj HJdzj dzd J ;

- OX04i fpdzd h S tsd5 dsdetsG s Mty H g dzj dzq 2 ;
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- OxO5ifMsjHddej dzdjy kX J EmMlsOdese dzj dats;
- Ox06i dzgj Mso A3y MIsddzr § o jtemdd P2P ftooltl tsdss;
- Ox07idzj ftsdzeyd dz dHJ dz2sdW S Olstste € dz¥ yoO kL dzO;
- Ox08io" ansadeO 2L MdMmilsj d&3" ;
- Ox091 dzj sy dHOdzdz" 2 dHj dalsdWdSOltste Cdzs yo kL dzO ( dz
fszzyjd fted ftejHr Hizh jd MsjHddjddd) ;
- Ox0aidHjdelsdW dSC Olstste Szt Yo kL dzO § sHC dzt yj dedw fts
HOdzdzs e 5 L dzO (st | MO dtisidszazig By Nisj H o dgv § Isfw
- OxObi s ©2 30Okl ftod §odizyjddd MmMtsseh jddw (It jMmis
e jddwv) ;
- Ox10iHteze Ow ftoedyd dzO, fifftg et SdyddDY H dzv  f S H
Ping[0x02: Pli L Of tetsfp dz® dzj d3j Hdzj dzdzr 2 Pong Bleajls.
Pong[Ox03:Plislsea jIs dzO Ping §0OG&Jjls.

¢ dzh tetsdzd L Oydw St d2 (1t &0 esfjr EyOfmlsddS On

VLt dzj SBRGHIBE §sdzydl! §oidHsse Olsj d' dats ik
fsHlso jeyHnjddw IsjSkhjats iSdadsdenzg@h Y 06 @y asOR i
fdztsy detsfls? & : Total DiHdi clatbQ Gdr dag A sUE g B dsS. 5o
e stedlsds Mddm esdedL Oydd {1 :

- 190 kL dzO figtd@sOxesthteifgaigd v Mtsj Hddaj dedwv  ff sfyr dz
mMsmMisswdzedd (Status message), Csltstets 9 G
Di fficulfDy), dOHG" LOctsdtss 0 dOdqdzkzyh jcei

- VL dz L 2O A g s eTD B tsdz! h j . I sftcOQodzv jIs
B dz "dd3 L dzOUjdedjd3 TD;

- 1 8CO jM! RBihd e yYjisySoOn "jihj2, Cokttr
LOftetsfdls: N BdsStse dhysd Lkvw [2jihd, ft
LOftcON do Ols! E HEkzeBEts kL dzO.

ldd3j 6 OdzG sted s 3O fiyif dprddizdtifa Oy d d 1 ¢
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28

L OB dBf71yOcd OdzestedIlsdBO Mdder tetsdzed L Oydd ¢t .

i/
1.1 |uLjdk 1 M &Ojlk feseh jddj Mo B@ss Mefhls v da

206 {fdmOded J

2.2 |viLjdz 2 f6fr Ojls feseh jddj Mo Bigtess Ml s dag

3. |3 { hMdzd B h OW fledzteElOdzdmiB'tsdz! h j tBM j2 Mdztsy detsfls d
My dMmtsS " jhj2, datser Aot gz @B=LCzO 2, kL dzz 2 (f
{ Mdzd Bh OW | flpdzEORMIB'sdz! h j BM j2 My dshisd
mMfdmse ~4hj?2, dzsor o Hdzw kL dZzO 1, L dziz 1.
u stsB " NeldBlpckHashes.

4.4 JuLjd 2 LOfwONdoOjlk LOcsdEssCd B dG&RMekHeaders |

5. |5 vLjdz 1 otLOotONOjIs LOctsdzise ¢ d B dztBlotkbeademdzy L (

6. |6 vLdjdz 2 LOfttONdoOjls MfdmMSd ItcOdL OCyd2 d
BdzsC tso . uCGetBlBckEodiEs j

7. |7 vLjdz 1 oLotOhNOjls My dMmS dslts @iz OB dap® ¢ A iz
¢ sts5B " Blde§fBpdies

utstsBh jdzd j 8 Misfistsw dzd d

Status  [+0x00: P, protocolVersion: P, networkld: P, td: P, bestHash: B_32, genesisHash: B_32]

{4 dMmOdzed J mR=QiBjdd y O
v OB dAiJF d MOtedzj 2 MstsBh jdzedw s MsMmistsw dzd (.

UlleZJ {1 dMmOdzd J

1. | 0x00 stsH, M C(Bbttttsets dzOyddzOj smw MmMstse n j dad .

2. | protocolVersion |1 j tedw sl sdkzO kL dzO, HdzW HOdzdzisG 5
PV62).

3. | networkld RHJdsdWdSOlste MJiIsd.

4. |t [BhOW My dshls: d&zyh j?2 yifsuyusSd BdsCt

5. | bestHash mjh d&ezyhjcets BACO.

6. | genesisHash mjh dzO0yoOdz dzséts BdzsC O ¢t .

stsBh jdzdj s dzser m B dzsC On
Mmjh ddsoasets BdzBEC O (ddzd detser n BdzZsECtse)  tsfmr dzO

] smdzj His9 Ols j dzt dzts s L Octsdziso C 59 BIizs¢ 59 L Of tc
mMsse M j dzd 2 Get Bl ockHeader s/ Bl ockHea®hé€ds .IstcO@zB O
mfdmcd Odz! Isj tedzOIlsd o dz' = BdzsC 59) f sz yoO,4 Ismw
GetBlockBodies/BlockBodies.
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10 tesf)r 20 §tsdzzyjdd) BdsCte tOMfwjHj dvs s
fMsd Hddzj ded™ Hdzv ©WOMY toj HJ dzj ded Vv dzOchridBLdRd Isdd iy Idsdda3

NewBlockHashes [+0x01: P, [hash_0: B_32, number_0: P], [hash_1: B_32, number_1: P], ...]

utssBh jdzdj MBHjteydls MfdmMss "jhj2 dser 7 B dzt
B dzd Bz s B SHASH dsotsd B &S| .

{§dMmOded § ) RisBjdZ y O
v OB d&EIYA (MOded ] §sdzj?2 Msseh jddW 5 detse’ & BdsCOL.

y 1 t5dzj {fdMmOded §
1. | 0x01 stsHip Ctlttttets dOyddzoj sfqw Mtstseh
BdkztsC tso .

2. | [hash_0:B 32, number O:AFmj " L Octsdzso C O BdzcC O, {tteWHCtSo T 2

3. | é é

b stsB M jLdgdf jidatpckHeaders

GetBlockHeaders  [+0x03: P, block: { P , B_32 }, maxHeaders: P, skip: P, reverse: Pin {0, 1
}H

{1 dMOdzd J i fi=aipjdHf y ©
v OB A YT dMOdzd § 1 sEfPDY iSO 0 §sdizyj dd) 0fdnhco

11/1t5d2ci {fdmOded §
1. | 0x03 stsH M Cobttetse s dzOOF fis v O dntsdzts & § iz
2. | block 1 sdiBite BdzEC O ddzd ~rdh, dz2OyddzOw m ¢Cts
3. | maxHeaders [ OC M B3Odz! dets] S tsdzdyj mMlseots tSYyYdHOJ d3F =
4. | skip 4Cdz s BAdzsSC s s kzMmisdls: , dzOyd dzO
5. | reverse 0: LOGtsdzto Cd BdzsCtseo o otsMratHWH j 3
ftsdzj bl ock;
1: LOGeGtsdztco Cd BdzsCtse o otsMatHWHh j
fsdzy bl ock.
ststsBh g jls dzO Get Bl ockHeader s:
BlockHeaders  [+0x04, blockHeader_0, blockHeader_1, ...] i MstsBh j-tefp jIs dzO Get Bl ockHe

sstsBn j dzd J MsH jtey dIs mMfdmts¢ LOctsdztso € 59 B dzt
ZHtse dzj Is o tstc WGelBlockHedddxss fidzts s B M j dzd j  dytOylsj'ls dedj et ctds
Mz yoj, JMmdzd kL jdz dzai dd3d J Is GetBivdkiteaders zH tso dzj Iso Ste
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{1 dMmOded J M Ri=s@Bjd2Ef y ©
v OB &Y ®dMOded § 1 tsdzdsds o fj tst©8 Mjsdzdf  MS 55 L O sdzso § 5o

y 1 t5dzj {fdMmOded §

1. | Ox04 stsi), S Bltesets dz2Oyd dzOJ sfmw Mstse h j dad
2. | blockHeader_0 1 Ocsdzso s BAzsSC O 9 MISOdzH Otglsdatsdz W
3. | é é

4 stsB N jLdad jtc BipckBa@ies:

GetBlockBodies ~ [+0x05, hash_0: B_32, hash_1: B 32, ...] i Mstse h j-oz@§ te s f) BlogkBodies

{ §dmOdzd § i fysis]def y O

vOBdB- @ dMOdedd U sdzd DY@ Gad Y dedj MYdMEse SO
Odz' sjtedzOdodzr R B dZsSS S0 .

g 1 sdzj {fdmodad J

1. | Ox05 stsH, f Ctkttttsets dOQEOfHls d fitdk Y
2. | hash_0 mjh Bdzts€ O.

3. | é é

ustsBh j-tsldgfgij Is dzO Get Bl ockBodi es:

BlockBodies  [+0x06, [transactions_0, uncles_0], ...] i Motseh j-tzf 9 jIs dzO Get Bl oc k Bjodi

stssBh jdzadj MtsHjtydls MfdmMed ItcOdet OCyd2 d MY «
WstedzOIsj, Ctlstster | L GEBlodkBideds tow s s L jOdgdeis Mdgtsy j Is  dzj
ddtetttOydd t MtsHjtey dhid3sds Bzt tse o Mkzkyoj, JjMhdd k
GetBlockBodies

{ §dmOdzd § i fasaip]de y O
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v OB iVT MOded j 1 tsdzdsds off ts©s Mjsdzd)f d S Okd IlsteOdaL OF Yy«

i/

1. | Ox06 stsHip CBlttesets dzOyddzOj sfmw MmMstse h j
My dMC OB Odz' IsjtedzOlIsdodzg" = B dZSS S .

2. | [transactions O, uncles Qe f d M€ SteOdzL OCyd2 d MmMfdmse Odz' |
W Bsted3OIs § .

) sdzj {1 dmOdz J

3. |é é

l{ B3 dz stc Ozt Mt B OMIsded ¢ OB Milsd 5 TLS

SSEHO o f Iz dzj IstcOdzL OC yd 2 f swodzws Isfw detso r j
Transactionsiz L d&zOd3, ) S tlstste’ &3 kMisOdatse dzj dets Mtsj v  dzj dzd |
o' n kwOdl OCydd o MisOdHOEIsdsd HA&Y IteOdL O yd 2
ELdzz, jMmdzd L dzOjls, vyt &O Htkesd kL dj dj fislkde O daLloa
sl et kL &0 ddod §sh Ok teOd. 0Syds {kssdz kL

Transactions [ +0x02: P, [nonce: P, receivingAddr ess: B_20, value:

ststsBh jdzdd MBHjteydls dBdded sz ds sSHdzz IsteOdzsL O ydeo .
{ § dMOdzd j fmRis@BejdtDy O
v OB dZPY S d MOdedj ftsdzj?2 ftod tsBd3j daj IsteOdeL OC ydw ozd .

u,/ltsdzj {1 dMmOdzd J

1. | 0x02 S BH, M CBltstsets dzOyd dzO,
StcOdzL OC ydw a3 .

2. /[ nonce: P, receiving|lutOdzgt OCydw o MmlsOdzH Otcls dats

3. | é é

333s i sdzj dzs iy tsdzdzj dz@K O ted S dzOH dz’ 7

[t BOEIS dals 6 OC Is T

4 BOBBdsEOCl fojHmisOodY jls fEs 26 dAiHE) . ¢ g S
f) 5Ot dzls tc EXod wod i t y, W sfdmrdidi fipy dis ‘futsta dodisctzY j s toj Odzg L t
Wl dzC yd .

HSLHOMGIS CiipE@BE SO o Cd* yOjls o Mmjsw MmdjHEs " ]
- [ dinOpkoRctsdzls OS50 d&zO wLr Cj Solidity;
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- s ddzv yd¥tse BWMIs [ jLEzd sOsd Ctsdif ddzv yd
WO2dz MtsHjteydls Hoetdydse 2 CBH, olsstcts?2 WO
I nterfalsiziig@®GBORE.5 ABRBlvascri pt BOj§ Istsf g
Wizd€ yd2¢ idgotsB®C IsO d S0 sd H & 'zidd | afBtOdgls/ty O Shlsk:
- 1EBdzd S OYyfs ddisdg@E s © o [ 1 . r dzv  IsSsts dzls teuydstdss
dzj sBrSHd B f sdzOls lslstdd betc O Gzy D€ yd di  HACR
f sz yj dzdzr 2 dzO ftoj H'toHEAl | 3Otz® s 2 ¢ deff sfgiz h J
gdzd dedyjcets dzgj E2SOLTr90QOjlsfmMw. 10 tsBOBBISE
sStcOdzL OC ydd) l OHtj MO lsftcOo dlsj dzv OxpHzjHdEdS,
vydteiL dzj Slststetsj oty i3 IteOdzL OC ydw BEZHJ IS
MBEOLlsdzlstc OC IsO BEZHjIs MtsL HOdz Mto. L dz®dzy dzddfH dg,j
tow o dzts dzj k€ O ©Odids tc Bsls MeIdHssls ML HOdz M dzj L

StEHO -CisiggRlss L Of MOdz o (1, & dzgj Bz cfissdisste ASald

kh jflse s h§ t5dzlinty@clssds By jIs oL O BsSH | 2flso S50 Ols!
CdzstcOC Is .

s WikdzS ydCds disds@Els © By dzs B Ol MW He k&Y

S YjtjL wdll 5¢ 2k QEEsddgO0Cls0. 1 1 kstd Mk
ftesdMrtsHYIS dzgO EZLdzj, GHJj o' Ltse ftesdL otsH]
ftosdmMatsHdls daj d3j Hdzj dedets. 1 " ydmdzj dedw (9 1Is§

- vYjtejLr BHYdMOdzdzz® IsteOdzt OC yd¥ . U tc Odzy @ y
fiesdmMasHdls M dzj CBlststes? LOHJ Y CB2) , o B
stcOdzL OCydd ¢ dzOIsdls ( Mistsd d3tsmls 1] OLO) LO
fnd30kisdzls tc ©OC Is O.

H BOBBdsEOCl &y jls fkh jfsese O §8C0O Mmkh j
MEOEs dzls e OCIsj Br O B Hjdzj 20 WkdSydw, & sdtsdasOs
[ OCOY WhkdSydw GftjHjdj 0, It sBOh j dad j
Hi2flo d§ & iFEOREIs O.

SSH MEOEEEOCI0 Memistsdls dLls s dg s o OB iz WzsH
s jtOoyds ddzd HOddz j.i | b tedidhjSdE(dsj yzsh O yd S &,
fsmdj HEo Olsj dz' des o' fsczdzgy j 3" 7 8§ jwOYd2 HE Isjn
fesdL82HY s MBSO ddzd dzj Bizeg Isq dz dAdstizoyrj mizr  d dzfn

steOdzL OC yd d -Cots dgldstaiO Shjsi¥ teols” f tsdzdzw j sfqw o dzzlsted E V M
L dzO, ftddshmis: ¥ dJLtdzdtese OdzO0, ylbt L dOyojls, yls
C Mmibd, WO2dasets?2 MdMhisj dd ddzddhY ddazydsdy @zedtssc G
gd3j j Is BcectcOdzd yj dedz’ 2 HESEsAGO CGs Onlge 2 S dsdf  fuslg@tels f toj H
BJLSfOMdes o' f sdzdgW Is' dgj ftetse jtoj dadegr 2 CtsH dL ftetsd

=
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 omuil StBdmMidd L O orf ftsdzdzj dzdz’ j ¢ jteOydd

rdzv COYHB2 o' ff txfdedz] fdeldsR M lsofizjjdsOytsf te § H § dzj dzdzOW
Csdzdyd mMsej JHddedy | OL O.

] Ot sts dzOL 9 Odzdj f dzOlr L O or fsdzdzajdadj, S tilststol
LO COYHE®Y B jttOydr o t1. 10OL eSEkfOjlsmMw L O B(
10 d BOLBO" j IstsC j dz tcOL H j dzj dz M J yd odz dets, it
or yd mdzd s § dz' dzr d3d EmMstcts? Mise Od3d , Cslstster § gdd ¢ Is
1 dzj Clstetst dzgj eedd, MstsddsMmMis! BtstczHso OdedW ) , bplsfgus
9 tjLikzd IsOlj tr dsydy = Mddz. AjdO0 1 O0L0O0 WOSIsdyy
sBtcOB OIS 9 Ols! IsteOdzL OCydd f Btsdzj j dedL C 82 yJ dets?
fsCkzf Ols! M Jyd odz' dzts: ZO OHtej Mj H s dzy ddtstedB ™ B to !
stcOdzL OCydd 4 OL Ooaltsd®kBOdudi Méd fs¢kfOjlsmy L O vy

SOYHOVW IstcOdzL OS ydw HEsd dzO 9 C dz6 yOls! o MmMiBvw d
Mse dzOMj dz § dzOIsdIls: . [ O2dzj tc' Bsckls B OB ChstOdst O lds'te
qzd ftesdcdestedtetso Ols! IsteOdzL OS yds . [ fpdzd tBNM jj 't
h O Odzq , 9" Lo Odedz" &3 IstcOdeL OCydj2 (9¢Cdzs yow dMmnt
Mstseh jddw), &id' "] ddzd t©Oe dzs g 'OL ©OriadBri@Is dza @R lisf
Csdzduyjfmlsets [ OLO ftejor "Ojls S OL Odadzr 2 e 3 ls, Ists
slsC O™ 8 @8 sfyw  d&zOL OH, BO22dzjte Bjteyls SCs®RIMMmd:
or ydmdzj dzgd2 (Stslsster j§ BECkzls t5ozQ O dUTHIO M dzdH sdis ¢
Missd ii3sMmlis! dzi M tsdz! L B9 Odzdztscts | OL O oat5L 9tcOM Of Isw
o IsteOdL OSydd (d s Cslststes?2 | OL Bfd Sk djd HEv

ssddmmdw hBsyjls Brls! dOydmdz dz2O o Holkzn w©WOL df
- ) ZOl® o' ydimdzj dzdw, dzgjSBABHI®R j HdY eor fsd
- 1 &ZOO LO &BjMmss o (1t (f OISO dzOyd mdzw j Isfyw

[ dzv COYHB2 fjttOydd EVM tsftejH,jdzjdes MEtsdz C s
AjJdzO LOoadMmdls s § teBYMinhtSitsdgtisdotis j o telgjdsjsdads H d dzts  H ¢
fdtedMmr zOj ¢3s? ddev steBOYdd d JORYIsd, dMmfsd L] Bt
fOoRvIisd MY sdhdic@ jjshve MY Sdzdzj dzd § dzOydmdzy j smw oL

sCtsdz €5 jHddzdy | OL O § s®hygd ¢ dzd -4 sy GEREA k
syjddls:, dmyisd Lezv WEdSydr IS APl d4s)1 R [ Ofmlsjt
Mgz dzdtez jIs or § tsdzdzj dzd StcOhzdzOE QY § O d dzfl § fifta it My s
otsLOotON OjIs BBy desydetsy SCtsdzd yd Mlsets 4 OL O.

stsdzygf yy OL © 99 jHjdO, COC LOMNJIO ®©Is DDoS Ol
Hsdzy § dz2 § dzOIsd Is! LO CO3YHT2 tjfmkztem, Cslstster 2 s
fjtej Mmr d&zOj 3" 7 btcOdet OCyd?2 d L O ~tOdgj dzdj H Odade =
ftodolasHS] Istsdgz, vyl Mjls! oltejBdzv jls Btsdz hd?2 GBI
10L d kejdzdyjdd f dzOlsr fteddzjtcdets ot steyd tsdzOdz

I sdzj j  f SH e s EuMss 7 Bdd Is ds
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I 5L dssy desfls: f jtoj dzej Mjdedw d ©BEKOBBISd Ml

[ dzv f jtojdaj pj dedy BdzsCts0 L BHdeséts tt(1)- o
CdzlstcOCIs, I1SOC t52] taflsgs W gFtdd®o tc ] OdzdL 2 j s Odze
10 oaatsH WEkEd€ ydvw fddsseQ MdS@ fhakOdafsdzOj Is B-tzs§L nt d
ftesdLotHdls ofmy dtBatHd®B j fHtwse jttd. [Mmdd WEd
HOdzdz" | B BdsSjy n dLr tt1(1) BERHEI 9Cdzt yjdzr o B

A= ST AV D

334stsBBf sdzgj dzls oL OddBEsH j2Mlsadwy M Ctedflssmtc] |

Jod CudflscwO¥duimSds ©fjwOjdvh (effBBESO
sedflssOHOfIsjte oar LT o0jls djsBatsHdd j WedSydd St
sedflssOnHOflsjte dMifsd LkjlsMy COC ddalsj oW j2f -+
HS1R dMitsd LEjlk (sl ddsjteWj2Mm, O sSd §jtjHOjl
ANzdzC ydd Cted tpls @H@sYdls jftasch f dfind d fetse jteCd ¢ tsH
s dmMOdz” o (&GOAEY jdedW

335s B3 sdzj dzgls OHtej MOYdd EyoOmlsdedStso Mmjlsj o
byyls LOteOls dzO@ o' ftsdzdzj dzd j IstcOdeL OC yd 2

l 5L dZ2ZOctcOY Hjdedj] dB@EO2dzjtc®O, dgOM jHNMN jets degsor 2 B d
MeMmisOo dzv s h d 7 :

- 1 @Oy Hjdd] BRSSO dZOydmdzw jlsmw 5 BOL O™ A

- 10 CSOYH"2 oCdzs yJoozdz" 2 LOctsdzsoats¢ Odzt Isj tedzO|
Csddztse ( BOSC Md d@3Odz! dets 2 L Octsdzsoa €O Odz! Isj todz

- I L dzZOGcte O H j dad § L O or ff sdzdzj dzd J stcOdzsL OC Y
o 5LEdB@> H j dzd j dzi dZmaplinEti FEcOWEfQBbdd §Blstc]
Bsd3j dzls ML HOddY B dsS O.

- I 5L d2OGtcOyHjded] ©® BOLBoara CtsddzOr dzOyd mdzw

I fkky0j, jfmdad BdsS MoHjtydks LOcskssSddOd
BO2 dzj eso, d&OM jHN dR Odr lsjtedzOldody j BdSSd dzOyd

| sCOLOIjd Msets MsBMise j dzdetslsd OHtej MO

SOYHT 2 FZyoOmlsdzd € f sz yojls 0Ok Cdzt yd 2: L O

Messeh jdd2) d lsCtrilsr2 Cd¢y (dmydsdf s Hetdsiid') .H ddves f
Bdls R1hO SlCter ssets Cadzs yO wWodwes lsfw OHtej Msd Eyo
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SOYHM2 Bt MtsH ]ty dlIs:
- dHtej M dO2dzj 6O Hdzv d2Oydmdzj dzdvw o tsL dzZOG O H

- 1 BHYdMOddy 2 BdsC (BO22dzitc sHEdMr 90jls Bd
SH L ZOYdzts o lsfiph)ls Od@g @z o Ajssstes iz § tod dzOH
fsksh ' ¥ C(olttses BdsS B' d&z § s5HY dfoda

[dzv Istsets Ylstss" ffstsBh jdzfj B' dzs tsBteOB tsls O dat
dzi e dIsd di3dz" d3 € dz¥ ytsd3. RL tHfdimd BGHdSL dOydats ot
MjCtejdsdzr @, M fodBsh! s Chtttsets MtstsBh jddj B dzfs

336 st sdzj dzls oL OddBEsH j2Mlseadwy M ftsdz L s Ols,

Rdzls jtoW j2f) Hdzw tOBBISr ) [OMjteyj2ds tej OdzdL 2§
Mz Hzs hdR o jteOyd?2:
- VHBBdsGB yYlsjdzgdWw HOdzgdz" = dL [ Ofmlsj teyg 2 dg;

- tOoLBizsSdefse Y Cikdzlyj 2 dzj ectseo (ydtedL API  fJ
- atsLHOddY, YoHfdmMd d ittt d IttOd 0 yd?2

- 1 sHYdMd L OHOdzdz" » HOdzdzr = L OHOdzdz" d3 ¢ dzt ytsc
Ctod flastslzls § 2 dzj 6] ) ;

- zdWtcso OdzdW HOdzdzr 7 L OHOdzdz" 5 MjtelsdW d < Olstsdz

- tOmMh dWtcseo ™ 9 Odedj L Ohad W(tetste dO dirldn dkts eHdoflzdatzO dzd y
Ctod flastslzls | 2 dgj tej ) .

[d&zv Hsfskf O € APl d ftpldes i jols € skt @ | dgdy 3 Is
kOS d | PC MsCjlsr. uttlkejlkiise jdadzs, HIY HBMsEY C
TCP fsSjlk.

Ifj WkdSvydd, dmMisd tkshdj Sedibsfic sBEOL 5o
fjejHOjls dn o CSP. itdjj (sSHoss@gw YdSydd Ced

wOd APl &0 dzdL Ct5ds kesodsj dMisd Lkzjls JSON R
HOdzdz" j| ® JSON RPC CoHdEbksbmvyhn BRI Hdkh] tdss Hs)
BB sl j SO web3.js, Hshkf ¢ OFstsdEiERdds iz djls)
©OBslsO ) ISkdpddfis®&EE A MEedo j Hj dzO

3.3.7.5 ts 31 ts dfhitizlist

gl jyqdodz df @ dzlfk@Eb, Ctlstster 2 o9 MO ddzdtetse Odz
Bdzs¢ tOMmMftejHjdzj dzdesets toj j MisteO.  ROHS)dEBSafONS JsCOO IsACtad L €
LOfEMC ] s 1R [ OMlsjteyy 2 da.

Whitelist MmMtsHjteydls:
T RHJdZsdW¥W S Olsiste Cdzf K@ . f htog iz tiz] BB 2B H fif 3
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T ¢fdMmes¢ dgH] dZsd¥ dS Olsstetso Cdzt yJj ? L dzts g
dHj dzsdW¥W dS Oltstc® ¢S O @LIEZO o MdBOtcls

T RHJdZsdWJECOlstste Cdz¢ yo sz L s Olsj dzW  OH O3

T e dimsS dHJjdzZlsdW S Olststetse € dds Q@ 19 ts tff tisadz! W s

1T "deS yqdsdzOdz H dzw Ef tcOo dzj dzd W d §tsdzkzyd
CsdzlstcOC Isj .

Whitelist dmfisd Lzjlsmy f&d:

T vimsOdeso dzj dzedd TLS MsjHddzj dzdWw By HE kL

T 1O0dzdHOyYydd BdZBEC tsO .

1 e BOEBdIstcOCIls Whitelist' O HEfEMCOjls ot
fl fsdish! s ©OLo jtlsr o Odzgd W dztso 52 fyjlsd.
dzj sBrsHd BB, dOfteddiit, o MzEyoj (B tts

[ dzw f sdzlz yj ded v H Qdzdz" -, Clstster j in ddewhiehsty
tcj Odzd L 59 Odzdzts ¢ Whitelist, ¢ sty Sz dalsig ¥ Ismpw  Mmdzj iz M dJ d3d Ist
oL otc0ls fshls s wyeddaski GBMOB1c | Mk
f sz yj dzdj o tej d@3j dzdi getCSreabanTyetzfty | d@H toH H)EDO o dzj |
9 MfteOo sydad ¢ ;
f tsdzlz yj dzdf |jstRémdeditiptl  MsC OHtj Mtse kL dzse M tetsd
i sdzkz yj dzd JistMinerslispf d Ms¢ OHtcj Mse kL dzse M ttsd

[jlsH' ©ftjHjdjd oNetfewhi uyedilt §WHtalidisosts§ dzj dz

338s i tsdzj dzls stdflsts) B

st tsd dzls stedflss) s M sd ) jlsd®y ddzy o0 of dsz
- OkEEdWdSOydY d fse jSO yj dshsdshlsd:;

- {BdMmMyiuddedy CtdeV dHJ dzyd Odz! detsfylsd .
[jstH' stdfls) ts CSP dhMfsd L% lshmv o 0@k st

339) tCOBEd 2 CodfdjSih cujttoadm §jjHOY
mMstseh j dzd 2 e .

H4S)1 g OMIsjteyJ2dz 9Cdzé yojgls o Mot MtsmMisOe { tets
CsdeW j H] deyd Odzt dz" » Missshljgagd)2.¢é ( HOdzj j
]l MeMmMisOs 1s dwlsu o9ntHWI ddyJjEZCOLOdedz J € sdits
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s s sdzj dzls ¢stsdestesdzy d EfteOodzj dzd¥ Hisfskzy s

sty daj dgls stdstesdy d ftOodj ddv HEMskzfsd f

- JjHiddY BtteOddL Oydsdedes?2 MistckzClskzter EyOfmls
Eyomlsded S so Mmjild o¢dz¥ yoO, ls:

11 jtejujd 6teddazifdss Mjlkd, o Csbt
[ Oflsj oy 2 dz

T 1 Jjtejyujds sif ez L 580 0dzdL Oyd2 kyOfmlsded € o

- ljnjdd] doisttdOydsdd = sBi jClGo, st
HEC b dgifipeles® | ded ™ &5, dzOSSHWh oY o d&sS Od dat

- JjHjdd) 0o HeMskzfO HdvY dd¥ stedOydsddy A

- okl dzlsdW d Oy@Go ssted L Oydw ) yofmisd o jHJ dad
EyoOmlsded S s Mmdlsd.

[TdMOMR i dzv oL OdBsH j2fMsadw i Ctiftsdzj dzlstsdy ¢
ftcedoj e p e zd3j dzls § - R9A0 10017 ¢us)1 R [ OMmlsjtoyy ? da
ftosctcORBBd MisOe .

|s sstfefsdals 1 jtoj HOYUd Stda jHjdydOdz dr 7 Mmtstseh j

stsiisf dzj dzls 1 jtej HOYd CtsdeW jHjdeydOdz: dgf 7 ftstsBh §
- OL &3 M j dzd j CtsW j Hj iyttt jdatzh2 WeO2 dzbs®S Odz' d
st 6 Odztlz WANlsidzd $ O Mjlsd;
- LOftes  §odkkzyj dj ¢ s-ipbiel gd @@dHzdiss S0 T dz
st 6 Odzdz PAMlsfdzd € © Mmj Isd ;
- LOftes d fsdzzyj ded j ¢ shipiVisisHhjjdezddR0 dis Isdz ziH GVdE 2ck
- QobtstedL Oydw HsfsEfO fted LOSHtesMOR -t
mMsse M j dzd 2 .

[T dMOMR B dzv oL OddsH j2Miseadw thdwe sdizf & dzjc @ls wzgs dzd
ftcdojpjdtsClzdgj dzlsj Orluc®R200107cues ) R [ OfMmlsj teyd 2 da.
ftesetcOBRBBI MisOe .

s s sdzj dzls ¢ s sy diJSels. sted f ss) tots

Sl sdzd dzls stedf sl tets d MY sdz' -] lstdn@y dHAzY 190 ff dis-az
- dkkjdsd¥dcOoydy d (e j©wCO yj dshlsdshlsd;
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- JBdMmMyiuddedy CtdeW dHJ deyd Odz! detsfylsd .
[jssHT stdfls) ts CSP dMfsd L% Ilshv o 0@dke st

34vovwLd M HEekzed®Bd e tOBBOB]
4SS 1ROMIsjteyj2dz oL OdBBHI2AMsozjIs & yYyOMmMlsd o' cte
ftedC dzOH dzr 3d f tetsG tc O d3d30 3 .

[TdMOdedy dj ~OdzedL d@gso Hdzv oL OddBsHj2AMlsadw M d
® HBClZzd3j dzlsj -Orlu (OR2. 00011 Oc7e s 1 R [ OMlis j tedgdet® dizs tf tdzt€ dste @sd?

[ dzv or f sdzdgj dzgdv CtedflsscteOW dJuyuiMEédr ftoj cSBLOL S
Codfssftcso O2Hjte cstedflsts] totse .



39

ARul) [ 270 f 31 UIMIURY[HSR[ Hl [T HU.

stejBtsoOdzdw € Ijrddud Mz (Off OtcOlsdzsdzz) tsB
- s jtcOlsdo dzOY fORWIs @ dzgj Bidejd 16 1 ;

- HdMSEBsoats] HesMistcOdzmlsats: 200 | B
- Csdzdyjfmsets WH jte ftesyj MsteO: dzj d3j daj j 4

[ dzv ws1R [OMbjteyj?2dz MO2Lddze 8 sy Mhstek
ZOSsfdlsj dzvds ftedo jHjdz ded ) 4 .

[ dded 3Odz! dg" 2 yjdzjots?2 5Bl | WOV wEdEQUHA]I8'sY
¥ st d3lz dzj :

Vmin=N1*V1+V2, G H J

Ni-stsdzd yj mMlsoats IstceOdzL OC yd2, Ctbtstes odjh Ojls d

Vi-dtcjHd2d?2 Bl Jd&3 § OBWIsd, dzgj sBatsHddB 2 Hd&Y [t

Vo-[ Bl Jd8 §OBBWIsd Hdzw EMmsOadzsEfdsadgt R O &ty

t OMmMydls MO2Lddzc O HdzW ftesd3 M dzj dedets?2 + C Mf zE Ol O

- wtejHdz] ] Stdzdyj MmMlsets BdzsCtse o Hjdz : 100;
- dtejHdd?2 GBI Jd&B fOBWIsd, dgjtsBrtsSHA 2 Hdzv -
14

- [Bl jd&3 fOdvIsd Hdzv fElsOdasd &do ulzfaesg @V n (L
Vmn= 365*5*100*0,003+3,033 = 550,533 1.
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51317 {1 R 17¢1t1tuv1s89

lri s d LOGlkzZLSCO s 1R [OMjteyj2dze smizh j Mise dz

] SHtctsB dats § s dMOdsd J CtsdzOdzH  ff tod @ jOHLj dAs1l 90 1H ts¢
[OMisjteyj2dz. ( StsoatsHMse 5 OHEBY dzdsit OEEdst)ts @ &gl A8 tg &
CHS1R [ Ofgls j oy j 2 da. it ¢ sosHMise 5 208 3 teiAf] OfisldediEs ssds.
rvcrR.0TO01 91 03 cdgs)1 R [ OfMmlsjteyy 2 da. t EC s sSHMIs ¢
BJLE OMmdesisd. 1 dtelszOdzr dz" j Mmtej HT &.



41

6.l mfr13r roér11 3¢

6.1L.MOKLOCI e, StcOddLOydy d fsHcslkss O

] itsHdgr 3 HOdede" 3 Hdzv dws 1R [ OfMlsjteyj 2dz wodzws
1) vteOdt OCydd ftsdz L soOlsj dzj 2 .
2) 1B8REd StdilscwOWdyjmMSdE oj-oddL Bso .

6.2.A sted3Ols, SfIdmMOdd) d MfsmMts C(SHJs O

l sdz L 59 Olsj @ Mmisyisto Rl 2 dz MSLHO¥ s L OftesfMmr z0
dqdzls jteW j 2 ftsdz L s0 Olsj dzv . steOdzL OCydw ftej HiMlsOo dz
MsH jteydls Mtstseh jdedj s Hdtsets dHjdsdW¥WdS Ottt
Cdzt yO ftsdz' L tso Osy jdalsdoV £ Plstste S dz¥ yO ftdz' L s Olsj
dHjdelsdW dC Olsstetsdy Cdzé YO fsdz) L 5o OB sdzbicOBBD. d dHJ

steOdzL OCydd Br 90Ot ls IsteYyn oadHBO:
1) vtcOdzL G dgw sH vt f SHdBEe Ijrndtsdktsecdyj MC
2) v tc OdzL @%sy VO disfGjts difdgQimddc OC Is O;
3 vtcOdzL BT YyfsH KBjilssHO MEzh-§ GiBEOCEOs MAizOKls
steOdzL OC ydw MmMesHjteydls MdzjHEzs hdj f tsdzw:

"transaction  ":{

"nonce" : "int",

"gasPrice" : "int",

"gasLimit" : "int",

"to" : "address"

"value" : "int",

"v" : "byte",

"r" : "256 bit unsign ed int",
"s" : "256 bit unsigned int",

"data" : "byte array"

{1 dMOded J { t5dzdi ) Ris@BOHHAPA y d d
s OB &P MOdzd j ftsdzj?2 ISttOdat S ydd.

Ulls&J udf {fdmoded J
1. | Nonce int stsdzd yj Mise ts steOdzL OS yd 2, {
account dHj dzsd ¥ d S OBk QBld y j fls
Codzlstc OC Ists o fMtsL H Odzdz" A fn 1
nonce 1dBBAtsH] H dzW ftoj HES GOM
o st totsd L eplayajtatdyf v (
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'y l sdzj |vdf {fdmOded §

2. | gasPrice | int AKjdzO LO 1 0O0L (MzdidkiO o tsL dzOCG te
cslktses f ZOLdIs . [BT ydsts jH
or ftsdzdzj dzd®* BHddS2 OolstsdizOIsd
SH dzsSG 5 h Oc O 19 YH IEEAS 'dzff v . f) dzt
9" ydmdzj dedv lsckzls Mistsdls! Hst

3. | gasLimit | int [ OCdg@dz! dzts Ctsdzd yd Mlso s JNO)
or f sdzdzj dzdw IstcOdzL OC yd d .

4. |to address RHjdzlsdWdS Olstste ¢ dzs yO f sdzt L
dHJj dzglsd W d ¢ Klstsdigs tdr@igCldas.

5 |wvr,s "v": "byte" Cdzj o34 dzlsT fsHf dmd, dHJ dzlsd W

"r":"256 bit unsigned int"| f sHIse jteyx HOB h dj jets dzOd3j toj dag
"s":"256 bitunsignedint{t t L OW o dzj dzgdzs 3z sdzlz yOls j dz¥ .
6. | value int AjdzO tsBtcOBtsIsCd IstcOdzsL OC ydd ¢
7. | data byte array - ltesdLobdz dzgsy MtstseBh jdzdd R
I L Wk d-qdils h)od®k® R R ;
stsH ftod M L-CHEOMEteO ShisEd.tc ls
I sdzy BBtsyjls Brils! flkMmlsr &3

) sHf M IkOd OSydd fsdLosHdlsMy fdzj HkY h dds

1) 1 Odedz" | IsteOdzL ©OCydd RLP CtsHdtolzs Ismw. I O dzdz
nonce, gasPrice, gasLimit, toyvalue, data, chainld 9 (Bdzyy HEBSBOO Iz

JidmOdzedy RLP ity dctso Odzd v

chaindi dHj dzsdW S Olstste My Isd [ OMisj ey ? de: §J4to
Cdzlstc©OC IsO.

2) {6 HOdzdz" =, §BdZEyjdeder = dO "POcj 1 o' ydmdz
34112012 (uw2B6edB G

Y mih fesufdmroOjlsmw d fsHfdMm! HisBOs dzv jsiiw
wWhkdSydwy stdfflstsl es: crypto_csp. Sign().

JLOdBsHj2Misoadw fd LsoOlsjdY ) ws)rR [ OMmisjtey
Cedilbsceo¥dujmsdn WekdSyd?2. stdflsscwo¥dui nsd,
jeld¥dydese Odzdzts2 € tod f Is toctftef Ostisch Ugjtsi SOSP . B B dzd 515 j €
sedflssceOtdui Mo BdBddBlsjCO foHmejHddw jlsf
dMisd LsoOddY StedibsceOVdujmMSdr s jcoyd?2.
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lzmfri3acr ror 3t

71MOLOCj e, StecOddLOydy d fsHEcskss O

I T AsHdy &3 HGRERGHISH @Y 2d “odv sy MY steddes

72N 56d30ls, sSfdmMOdd) d MfsmMtss C(tSHJs O

gW stedzd totso OdzdzO?2 tt MsHjtey dls tBtOB IS Odzdz §
SOYHM?2 Bdizs¢ MHjteydls &BOlj BOdyj Mis] HBSC OEOKQP d
sts, vyt BdzsS WwWodw jlsmw {tsfmdzjHtseOlsjdzjds ftejH HEZN

[ Odzdzs ] BOIsj Oy MEtsj HBSCOL Oj dzd Mlsets tsB dzOH
- [Olj&kOIdyujMisj] HBCOLOIjd Msoats HBKBEE dzO

- RABJW  BOLJ BOBSdUI ME ]  HUSEOL Oy 'dz! fylg alass ) lsizjzt
O dd desfls! jets dzORGyH,j ddY wldshdlsj d d
tt BBXZOHOjI Mos2fMboatd yYj zsmisdesMmisd H Odadz = .
yj sflsdesfls! (1 dzj St oo W lshw.

I ws1R [ OMisjteyd 2d § te] Hsteftpddy s ta}jj ditts MHseadd® Mldsdff G OU
- 1 OMmftcj Hj dzj dedz" 2 toj j Mists.

s ts dzls tc ts dz! Yyd zsmlsdzsmisd HOdzdz" = ©WOMY tej HJ dzf
Mddem esdzdL Oydd HOdzdz = : fMtsL H Odzdz" J zts € O dz!
stcOdzL OCydd ftesatsHWIs € tsdzlstectsdz! Y p oztsiirHs o@isii |
Csfde 1t stsdzy €ts o MAzEyoj bEMmf Jjh dets? 1 totse
oCdz6 yojls o MmMiBw e jtcCk ftsMmdzj Hise Olsj dz'
McH jtey Oy o LOEdEZsoC] P G ddgjtme a@lhtgds
Mils stcts daRO HisEIAEOH Ols! C i dj-2, togep M te @Az B fizts & &
Csfdd tj MO dzj ftesdLotsHdIlsmw.

- Whitelist kL dtse.
1 OLdtelzjIlsmw az0 Istsd3, Yylsts Whiteli st MtsL H
tcOMf esMistcOdgY jIsmw 5 L dzOd3 o {fdatdy)jjdbyfipg oL @
tcOMmMf esMmistcOdzj dzd v , sts ELjdz M dL d3j dzv dedz" d3 «
L dztse dLdBijdedls Rjh BdSCO), daj Moy il -Ihd &
Bdzs¢ s BERHEIS ttOL dzd yoOIls!: mw .

SOYHM22 BdtsE 9 (1 MmMomistia&gE sty » yomksji?2 (M
1) 1 Oe sz 5¢ B dzsC O.



2) uf dMmMs ¢

stcOdzeL OC ydd

My dms¢
e dmss

steOdzL ©OC yd 2,

IsSteOdzsL O yd?2
LOGtsdzco C 59
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o ¢ dzt Y4 dazdz" n B dzts €
sBtcOB OIsr 9 Odzd i+ .
o B&sCj BEHjl fkfMmsr .

Odz Isj tedzOIs d o dz'

9

Odz' sjtedzOdodzr ° BdksSStSe, MYIMsSS LOCEdES SIS

aa

on-1

3’H|="'o"\o»

-

|
-

—

C * *

[X ~on

" h * e
= %
Et he ™t

t dMEezBEse | 30 B dzsC ts9 .
721) Ocsdztoas¢ B dzs§C O
JidmOdedd § sdzj 21 MdP OB dziPay OO B 5E O
s OB dZRYPf  MOdzed ) fsdzi2 LOCBdZBa C O B O.
'y 1 sdzj {fdmOded §
1. | parentHash 256BdIlsdzr 2 R"jh HtwjHh Mok h jets (tetsHdIlsj df
fsHY dMd B &S Oextradbadz jiifls’ o O Eezj stsd S
2. |ommersHash [256B dIlsdz" 2 i MEdMEO LOctdzceo Ctso Odz' Isj te
(ddzd s hi
ddzd uncl
3. |beneficile0BdlsdzdH j dzlsdW d ¢ Olstste ¢ dzs yO fsdz' L tso Ols
coinbas{osL dZOGtOYHjded]J LO MBBLHOd] B dZESCO.
miner)
4. | stateRoot 2568 dIsdz" 2 " jh € SakdePatrisisity tdzjLoddd Mtsfls sw dzd W
COC ofpj bteOdet OCydd BtcOBISOd d WddzOd
5. | transactionsRoo 2568 d Isdz" 2 7 j h C cMeddg Pasiciasi j oLl de®@ IstcOdzL OC y
(Ctsdzj ydz' 2 kL jidete Odete@Ssy divj tefjle G d S O s to
6. | receiptsRoot 256B dlsdz" 2 R jh € sMeddg PdtricidsH o jdz@® € 9 d Is @ dzyizf
(Stsded ydzr 2 kL jdg o d bs@®dztpd W j et bOIso j to H § dzd

stceOdzL OCydd duL

MIdmME O IstcOdzL OC yd?2 H Odzdzts

[ f) dzds O Bz s S bs,to

Bdzs G 59
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U/leZJ {fdMmOded §
7. |1l ogsBl o(anddz Istc 1 dzlz 3O, MemlsOo dzj dedz" 2 dtL gdzH j € fi
bloom) Cdzte YO fosdzr L 59 O Jdzvdzsd sa )06 ts &ts s tstc O O {fj i

CodlsOdzydd Hdzw COYHB2 IteOdzL OSydd dL MY

8. | difficulty 4SOV tedztsy L dzOUJ ded J , [2tedz® jdatzd ji dasty >pgsla) Is &
tioctso dgv Mmdztsy desflsd ftej HM HENMNjmesamd tcsH dIs | da

9. | number S Odvtedzsy L dz2Oyj dedj, BteWHSCBO"™ 2 dzsd3j to

10. | gasLimit HCOdvtedets] L dzOyj dedd, IsjCkhj ke dzddsdilskz

11.| gasUsed 4 ¢ Odzv todzts § L dzOyJ dad § , 94 M 1 OL, dmy s
9 G dzs Yy dzdz" = o B dzZSG .

12.| timestamp S Odvwtsdstsj L dzOyj dzd j , o tWnixEYW z dzQ iokefn izj ded W
9" ydmaozj dzedv B dzts$ O) .

13.|extraData ( d g} tetsdL ®d sdz! dz" 2 d3OfMMmMde BO2Ists9, fMtsH j toy ON

extra) LIssdidz B dzts € Iz ] stedcddzOdz! dets? 9 jtefmdd

Ld&2Oyj dedd ko jdzdyjdss Hts 97 BO2Is. 1 jteor j
BdzsC O, ftshmdzjHkzsh Pk FBEHEGHBO-Hit®] PC sd
MuyudlsoOjlsmwy sIs L Ocdkse €O, 9 dxtmBais, s d3if tzH: {d
BO2dzj o, dzOh jHN d2 1 Issls B¢ .

14.| mixHash 2568 d Is dz" 2 aAd HSC OL ™ 9 ot 2 (L lts o dgJr figkkdsd]
HsMisOlstsydets] SCdzdyj Msets or ydfmdzj ded2 H dzw

15.| nonce 648 d Is dz" 2 nd b, HSC OL ' o GixHagh? , ( plsts d3B fi) stz

HsMisOltsydets] SCdzdyj Msets or ydfmdzj ded2 H dzw

1 sHfdMm! LOGtsdzZso CO B dzsC O tdfGatgdg: o sHIsmw Mmdzj H Iz

1) 1 Odzdz" J LOGCtsdzsoa €O BizsC O RLP CtHdtekz® Isfqw
¢ tsH d tc 5 o padgtfHash, uncleHash, coinbase, stateRoot, transactionsRoot,
receiptRoot, bloom, difficulty, number, gasLimit, gasUsed, timestammg ff jtco " A
BO2IsOextfaPatey §JMOdzdj RLP s dtcse Oded W

2) [ls HOddz 7, fodzyjdd » d&O hOcj 1 offwdd
34112012 ( u2bBBEdB ¢

A mjh fsHfdmr oa0jIsmw d §sHY dMm: H ts Bx@aDdt | g figw
fsHfdimd dmftsd tkzjlsmw WEkdSydwyw sttdfflts] tofs:

ZOcd2 IsHddzOS s Htod § sdzlzyj ded d:

ndNhO LOGCBdZco C O twsHdIsj dz' fiplotsdttts BdisC@® (df tdfc
B¢ O) ;



- ndMhO H
Bdzts$C O) .

l COYHT2

- stateRooti - § N
- transactionsRooti - j h

- receiptsRooti 7 j h

Mg h

Hlt] o 0.

fsfdzj Hse Olsj dz' desfylsd, o

BJ ] Ilsim

7.2.2.4 f s €

ClsO

bSO kteOdL OSyqdd,

yofmis:
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& fsHfdhd LOCtdkssaCO BESEO

LOGBdizso 58S BizSC O o9natsHdIs Isted R~ jNMNO

Ctedz) otseGs kL &zO Mer kl e Pat

Ctstcdz] otse s kL dzO Mer kl e Patri

sSls BO2Istseo 52

steOdzL OC yd 2

BdztsC O stc OdzL O

Menjtydls Mmfdmst

Clsstes?

o Cdz¢ Yy dedets?2 ®

fMtsL H ©fpdkdO B d3y O

(fted

Cstedz] o Bets kL dzO MBdisisv elzd R a thd ifdsij at
ri
Ci

CtsdzgS Olsd dzOydd ¢ dz¢ yO

¢
stceOdzL OCydd tBtO

B dg(Sd, fd&

v OB AZBUPY dMOdzd ] ftsdzj 2 IsteOdzt OSydd, o€ dz¥ yj dzdats?

UlleZJ vdf {fdmOded §

1. | nonce |int stdzduyj mMisets IsteOdeL OC yd2, f sMdzOdzdz ~
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fcolststodzse s
oMy tetsdL o § H
(replay attack);




90

i - s B a3y 5dzf
U/hOG [ 4 2 Mlso ( Jfdmoded l asHdz § H Odzd Il T atsHdz | HO( fted dzd d3O¥
Zuyomisd.
- codeHashi s jh EVM - storageRoot-n j h
HOdzdzts 6 15 Cstodej o SE 5 |
sj mdesdztse d yJ f Mer kl e Patr
(o Mz yOJ- Clsstets] € BBH
CBdElsttOCIsO) . MsH j oy d dBBts §
AntcOdzd dzd P © H
IsJ rdesdzts e d U
fMyy sO©. myh
BO2 stso 52
Ctsdzf Ols d dzO Yy ¢
Ldz2Oyd dedw €t
ZL dzO;
- codeHashi =~ jh E
CBHO H |
IsJ rdetsdzts e d U
My s© (o f
CBdlstcOCIsO) .
8. |008 |vd3j dz' M dIsjuvd3j dg' M Is: 1 20y dzd J Msdiuvj mdzsdzse d yd M d| s 5 i3 sdzj dals
B O dzO dzfm sjrdesdzse dyud MEBS|tcOL d3j to IstcOdzL OC Y| sdz! L s Olsj dzv  frj d MY tsdzdzj dzg
IS n desdzs G| Mt q’ﬁ]Odﬁﬂlsmsq’dzl@sfr]lsJUJ:dzsdzsgq,lumgdg BOkOdMd L O twdftcd S dzOH dzr
5 MyuJlsO [tOL d&34 to IStGOdZLogUISdZJLBSGISJdZW i stcOdzL OC ydlgneg § ©§ € s B s dzj dzlg
SteOdzL OC Yy (| OL/ BO22Is) . dzts dzf ts dsbafatfcesramce nonce storageRoot OHtej MOyYydd
storageRoot codeHasl) , G H codeHash) , GHJ: 2yofmlsded ¢ o

MdIsd otsets
oLOdhBBHJ 2
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g/

hOc

[ 4 2mlsoe (

{fdmOded |

I AsHdz j HOdz

ITAsHdE j HOC

s 5By 5dzj
f tod ded O
zyomlsd,

- balance- € tsdzd yj fmls

- nonced dzafcountonce-

O H O dzdzts &3
sjndsdsedyyf

Cdzd yd Mlso s Is
f smdzOdzdzr = M
dHj dzlsd W d € Ols 5
fsdz L tso Olsj dzv
dHj dzlsd W d € OIs 5
CodzlstaQGslsiAd y J f
Md30%ksdzlstc OC Is s
ML HOdzdz" = T
dHj dzisd & PS¢ DRE
CdzZstcOCIsO.
dzj sB R tSH d BB H
ftcd HSlIso tcON j d
fcolststcdzs e ts
osMmMftesdL o j HJ
attack);

- balance- ¢ tsdzd yJj f
vt dzO H Odzq
ISJ r desdzts 6 d U
fuy Isd;

- nonced dzafcountonce
-Ctsdzd yd Mlse s
SteOdzL OC yd 2,
f sfdzOdzdz" ~
dHj dzisd¥W d<S ON
fsdz L so Olsj ¢
dHjdzlsdW dS Ol
M d30%ktsdzls O ¢ 15
Csdzd yd Miso s
CdzstcOS Istse
l { et
dHj dzlsdW d<S ON
M d3O%tsdzls tc O ¢ 15
[ Odzdzts j ff s5dzj
dzj sB R tsH d B
ftcl HBlso tcON j
f o lststcdats 6 1S
oM tetsdL o J H
(replay attack);
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i - s B a3y 5dzf
g/ h O [ 4 2Mmlsoe Jfdmoded l asHdz § H Odzd Il T atsHdz | HO( fted dzd d3O¥
Zuyomisd.
- storageRoot-n j N - storageRoot-n j h
Ctstedzy otsgts 1 d Ctstedzy 9o tsegts |
Mer kl e Patri Mer kl e Patr
Colstetsj S BHC( Cobtetsj § BH
MEH ity dis] - MH ) ddis]
H Odzdzts G ts AntcOdzd dzd P © H
sj mdetsdztse d yJ f Isj mdetsdztsce d U
mih BjtsjIsi@P I Myy IsOG. mJh
CtsdzC Olsd dzOyd d BO2Istso 52
LdzOyd dedw € tstg Ctsdzf Ols d dzO Yy ¢
- codeHashi = j N EVM LdZO’L{:J deq v &t
H O dzdzis € f5 PL &O;
sj mdesdztse d yg f - codeHashi =7 jh E
(o MddzzyO0j Mmd CtsH O H
CodzstcOC s0) . Isj - detsdztsce d y
My s© (o f
Csdzlstc0OCIs0) .
9. |009 |uso jtohdllutsea jteh jdedj Hjtdujrdesdzsedui MSdi|vjmndesdzsedyj M d s s tsdzj dals

fjtejotsH

dL

fMdzj e P dr H

10§ dzt h d s
lsj ndzsdzts e d U
myy 0 My df
L dzOyJ dzd § , |
steOdzL OS ydd ;

fsdz L soOIlsjdzj?2 H
balance nonce storageRoot
codeHash) , GHJ :

- balance-¢ tsdzd yd fgls
dzO H O dzdzts d3
sj mdesdztse d yJ f

fsdz Ltso Olsj dzj 2
e jteh jddvw (]t
balance nonce storageRoot
codeHaslh) , GHJ :

d My tdzdzj dad
ftcd € dzOH dz’
C sd3tf tsdzj dals
OHtej MOYdd
ZyOflsded € ts
mMilsj atsets
oLOdhBBHJ 2
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i . s 5By tsdzj
g/, [ 4 2Mmlsoe JfdmOdzd J l asHdz § H Odzd lTotsHde | HO( § ted dzd B3O*
(ONef
Zyofmlisd.
2.1 dzd dHJ dzl - nonced dzafcountonce- - balance- € ts dzd s f
Cdzg yO f sdz Csdzd yd Mlsoa s 15 vt dO H Odz

f sdzz yOlsj dzw
fEh jmiselzjls,
J et

3ve jdazdydls:!
Isj mdetsdztse d yg
Muy s©  dOyd
L dzOyd dzd 4§ , |
stceOdzL OC ydd ;

4.1 fdzd ftoddz
dqHJ dzlsdW ¢ Ol
fsdz L soOIsijlsd
dqHj dzlsd¥W ¢ Ol
fn d30%cts dzls tc O € Is
9" §f sdzdzd Is* -
Codzlstc OC Is @ts g
J ot dmy tsdzdg
fsC0O dzaj L OC

5.1 Mz yoyj ., -
CodzlstcOC Is
o dzlz Istc§ dzdzj 4
HOdzdz" ~, Ists
f zOIsd Is L O
dets o t5 2 d dz¥
f sd3j My dzdats 2

q

- storageRoot-n j N

f smdzOdzdzr =
dHj dzlsdW d¢ Olsts
fsdz' L ts9 Olsj dzv
dHj dzisd W d ¢ Ols =
CodzlstaQ@GslsiAd y J f
Md30%ksdzlstc OC Is s
MtsL HOdzdz" = M)
dHj dzisd W d ¢ Ols =
C s dzldst®@O C 1 O dzdzl
dzj sB R tSH d BB H
ftcd HSlIso tcON j d
fsolsstedats g ts

osMmMftesdL o j HJ
attack);

Cotedzd o s5e 5 1 d
Mer kl e Patr.i
Colststetsj € SH(
MsHjtey dBts] =
H Odzdzts G 15

sJ rdetsdztse d yJd f
mjh Bjtejlsmw
C sdsldaizOydd ¢
LdzOyd dzedw € tstg

IS4 mdzsdztsGe d U
fuy Isd;

- nonced dzafcountonce
-Csdzd yg Mlso s
SteOdzL OC yd 2,
f smdzOdzdzr = i
dHj dzisd¥W d<S ON
fsdz L so Olsj ¢
dHjdzlsdW dS Ol
M d30%ktsdzls O ¢ 15
Csdzd yd Miso s
CodzstcOC Ists o,
fl { sts@ts
dHj dzlsdW d<S ON
n d3O%tldstis OC Is O
[ Odzdzts j ff s5dzj
dzj sB R tsH d B
ftcl HBlso tcON j
fsolststcdats G 15
oM tetsdL o J H
(replay attack);
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i/

hOc

[ 4 2mlsoe (

{fdmOded |

I AsHdz j HOdz

ITAsHdE j HOC

s 5By 5dzj
f tod ded O
zyomlsd,

- codeHashi s jh EVM
H Odzdzts G t5

sj mdesdztse d yJ f
(o mdzlz yO -

CsdzstcOC 5 0) .

- storageRoot-n j h
Ctstedzj otsa s 4
Mer kl e Patr
Colststetsj € st
MsHi e d B3]
AntcOdzd dzd P © H
Isj mdetsdztsce d U
fMyy sO©. myh
BO2Istso 52
CsdzC OlIsd dzOyd
Ldz2Oyd dedw €t
ZL dzO;

- codeHashi =~ jh E
CBHO H |
IS4 mdztsdztsc d U
My o (e f
CsdzlstcOC IsO) .

10.

010

H sl
74t

vtl(
H dzw

vt Hisfls Ols tsy dz
Yy dmoOdad v H Mg
fjtejottH O, 4 ydzc
sSBO Emazse dw:

vteOdzL OC ydw, W
sfdmoeiz o .

Ujmdesdzsedyj Mmed?2
fsdz) L so O jdzv s
f J tod o tsH@lancentendzy
storageRoot codeHasl) , G H

ste

{jLEkd OIsT
Hisfls Ol sydzsfls d
fjtcjotsHO.

S 53y 5dzj dals
d MY tsdzdzj dzd
fted S dzOH dz’
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i/

hOc

[ 4 2mlsoe (

{fdmOded |

I AsHdz j HOdz

1T AtsHd j

H O

s 5By 5dzj
f tod ded O
zyomlsd,

] 20 ud dzqd J
Isjrdesdztse d yg f
Yy dmOded v B
tc Qo dzts Y4 dzd
steOdzL OC ydd,
steOdzL OC ydd;

1 dzOu 4 dzd gasLimit
steOdzL OC yd d
tcOo dzs (| OL
stcOdzL OC ydd
o f sdzdzj dzd |
CodelstcOC s O
ntcOdzj dzd § n)
[ Odzdzts§ f tsdzd
f.13des. OB dzAfly ©

- balance- € tsdzd yj fmls

O H O dzdzts &3
sjndsdsedyyf

- nonced dzafcountonce-

Ctsdzd yd Mlso s Is
f smdzOdzdzr = M
dHj dzlsdW d¢ Olst
fsdz’ L ts9 Olsj dzv
dHj dzisd W d ¢ Ols =
CodzlstaQGslsiAd y J f
Md30%ksdzlstc OC Is s
ML HOdzdz" = T
dHj dzisd W d ¢ Ols
Cdzlstc OC Is Ofs dzjr
dzj sB R tSH d BB H
ftcd HSlIso tcON j d
fcolststcdzs e ts
osMmMftesdL o j HJ
attack);
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i/

hOc

[ 4 2mlsoe (

{fdmOded |

TsHd j HOdzd

1T AtsHd j

H O

s 5By 5dzj
f tod ded O
zyomlsd,

- storageRoot-n j N
(stedzj 9SG 15
Mer kl e Patri
Colststetsy € SH (
MsHi ey dBs] n
H Odzdzts G ts
sj mdetsdztse d yJ f
mjh BjtejlIlsmw
Ctsdz€ Ols d dzGy ddd
LdzOyd dedw € tstg

- codeHashi 7 j h
H Odzdzts G ts
Isj mdetsdztse d yg f
(9 fmdzlz yO -
CodzstcOC s0) .

L od

EVM

11.

011

[sCOlsqls!
fjtjotsH

( Mdzd dzO Isj - dats dz

My d mOded
H dzw
dL d3j dzj dzd v ,
hoej 009

dzj H 5]

e j teh j dzd

mtsy

sls¢ Ols

JIstedyOlsj dz dz" 2 to
ftotso jtcCd HESMISOIs
fjtejotsHO.

Ul mdesdzsedyd MSdJd
f sdz! L tsef@ldnjddzj 2Mts g
1 J tej o tsHbAlancefntndey

storageRoot codeHas!) G H

- balance-¢ tsdzd yd Mmls
dzO H O dzdzts d3
sJ rdetsdztse d yJ f

vjndsdseduj MS(d
fsd jEg Ols i) s
dL o3 dgj dzed W d3d o

( ¢ tshdt#nce nonce

storageRoot codeHash) , ¢

- balance- € tsdzd yJj fm

vt dz0

j o dsdsedy]

muy Isg ;

H O dac

s s a3t tsdzj dzls
d My tdzdzj dzd
f tcod ¢ dzOH dz
C st sdzj dzls
OHtej MOydd
ZyoOmlsded €
Milsl otsets
oLOdhBBHJ 2
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g/

hOc

[ 4 2mlsoe (

{fdmOded |

I AsHdz j HOdz

Il T atsHdz §J HO(

s 5By 5dzj
f tod ded O
zyomlsd,

- nonced dzafcountonce-
Ctsdzd yd Mlso 5 Is
f smdzOdzdzr =
dHj dzlsdW d¢ Olsts
fsdz' L ts9 Olsj dzv
dHj delsdCls ts tc ©
CodzlstaQ@GslsiAd y J f
Md30%ksdzlstc OC Is s
ML HOddz" =~ M
dHj dzisd W d ¢ Ols =
CBdzZstcOC IsO. 7t
dzj sB R tSH d BB H
ftcd HSlIso tcON j d
fcolststcdzse s
osMmMftesdL o j HJ
attack);

- storageRoot-n j N
Cotedzd o s5e 5 1 d
Mer kl e Patri
Colststetsj € SH(
MEH ity ddBs] -
H Odzdzts G 5
sj mdetsdztse d yJ f
mjh Bjtejlsmw
CedzC Olsd dzOyd d
LdzOyd dzedw € tstg

- nonced dzafcountonce
-Ctsdzd yd Mlse s
SteOdzL OC yd 2,
i 5 dzO ded® RBdztd
dHj dzisd¥W d<S ON
fsdz! L s9 Olsj ¢
dHjdzlsdW dS Ol
fn 30%ctsdzls O € 15
Ctsdzd yd Mise s
CdzZstcOC Istso
fl {IssEt
dHjdzlsdW dS Ol
M d30%tsdzls tc O ¢ 15
[ Odgdzts §  tsdzj
dzj sB R tsH d B
ftcj HSlso tcON j
fcolststodzse s
oMy tetsdL o § H
(replay attack);
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g/

hOc

[ 4 2mlsoe (

{fdmOded |

l asHdz § H Odzd

Il T atsHdz §J HO(

s 5By 5dzj
f tod ded O
zyomlsd,

- codeHashi s jh EVM
H Odzdzts G t5

sj mdesdztse d yJ f
(o fydzlz O §-
CsdzZlstcOCIs0) .

- storageRoot-n j h
Ctstedzj otsa s 4
Mer kl e Patr
Colststetsj € st
MsHi e d B3]
AntcOdzd dzd P © H
Isj mdetsdztsce d U
fMyy sO©. myh
BO2Istso 52
Ctsdzf Ols d dzO Yy ¢
Ldz2Oyd dedw €t
ZL dzO;

- codeHashi =~ jh E
CBHO H |
IS4 mdztsdztsc d U
uy (sed fMmdziz yC
CsdzlstcOC IsO) .

12.

012

1 Oud fmdzd Is
o 8L dzOG 6 O
L O Bt
SteOdzL OC y

ve Jjdzd ydls:

Isj mndesdzse d yj M¢ s
BO2 dzj 6 O dz0
otsL dzZOGtecOY H j dad W
steOdzL ©OC ydd .

tdLkd sOIst
HsMisOltsydesmisd o

1 2Oy j dzd j 9 5L dz®
SBtcOBBISC Iz IstcOdaL

Ul mndesdzse d yd MG d2
HisS dzOydmdzj dedw o
( ¢ tsbateince nonce

storageRoot codeHash) , G H

vl mdzsdzse d yd ME d
BO2dzi 6O f sdzd
otsL dzZOGtc O H j dad W
balance nonce storageRoot
codeHaslh) , GHJ :

s s 3 tsdzj dzls
o4 HJjddw
C s B t5dzj dzld
d MY tsdzdzj dzd
ftedC dzOH dz'
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i/

hOc

[ 4 2mlsoe (

{fdmOded |

I AsHdz j HOdz

ITAsHdE j HOC

s 5By 5dzj
f tod ded O
zyomlsd,

- balance- € tsdzd yj fmls

- nonced dzafcountonce-

O H O dzdzts &3
sjndsdsedyyf

Ctsdzd yd Mlso s Is
f smdzOdzdzr = M
dHj dzlsdW d¢ Olst
fsdz’ L ts9 Olsj dzv
dHj dzisd W d ¢ Ols =
CodzlstaQGslsiAd y J f
Md30%ksdzlstc OC Is s
MtsL HOdzdz" = M
dHj dzisd W d ¢ Ols
CdzZstcOCIsO.
dzj sB R tSH d BB H
ftcd HSlIso tcON j d
fcolststcdzs e ts
osMmMftesdL o j HJ
attack);

- balance- ¢ tsdzd yJj f
vt dzO H Odzq
IS4 mdzsdztsGe d U
fpuwy 5§ ;

- nonced dzafcountonce
-Ctsdzd yd Mlse s
SteOdzL OC yd 2,
f smdzOdzdzr = i
dHj dzisd W d & @i
fsdz L so Olsj ¢
dHjdzlsdW dS Ol
M d30%ktsdzls O ¢ 15
Csdzd yd Miso s
CdzstcOS Istse
fl { sts@ts
dHj dzlsdW d<S ON
M d3O%tsdzls tc O ¢ 15
[ Odzdzts j ff s5dzj
dzj sB R tsH d B
ftcl HBlso tcON j
f o lststcdats 6 1S
oM tetsdL o J H
(replay attack);
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i - s B a3y 5dzf
U/hOG [ 4 2Mmlsoe Jfdmoded l asHdz § H Odzd Il T atsHdz | HO( fted dzd d3O¥
Zuyomisd.
- storageRoot-n j N - storageRoot-n j h
¢ tstcdzjlodgjcdsl dzls Ctstodgjto 8 dzj o
Mer kl e Patri Mer kl e Patr
Colstetsj S BHC( Cobtetsj § BH
MEH ity dis] - MH ) ddis]
H Odzdzts G ts AntcOdzd dzd P © H
sj mdetsdztse d yJ f Isj mdetsdztsce d U
mjh BjtejlIlsmw fMyy sO©. myh
CtsdzC Olsd dzOyd d BO2Istso 52
LdzOyd dedw € tstg Ctsdzf Ols d dzO Yy ¢
- codeHashim jh EVM LdZO’L{:J deq v €
H O dzdzis € f5 PL &O;
sj mdesdztse d yg f - codeHashi =7 jh E
(o MddzzyO0j Mmd CtsH O H
CodzstcOC s0) . Isj - detsdztsce d y
My s© (o f
Cdzs .0C s0O
13./013 |1 jtedzkzIs* ve jdzd ydls: 1 dzOu 4 dzd J Ujmdesdzse dyj MS d s s tsdzj dals
Mssd @BsMmis|lsj ndsdse Yy MESidej MY Sdz! L tso Odzdets| f sdz! L 59 Oldbglaaee (| d M tsdzdzj dzd
dzj d MY tsdz! fl’J‘]_'dfl"JOdZdW dzO L(UJ:dzisdziququchfQ nonce storageRoot . fted ¢ de)|T|dzr
sets | OLOdzj dMY sdz! L 59 Odachs codeHash , GHj : C st sdzj dzls

f smdzy dzOYd Mdzj dzd
9 tsL dzOG tc O Hhpldagey
nonce storageRoot codeHas)),
GHJ:

- balance- ¢ tsdzd yd M
vt dz0 H Odzg
sjndesdzse d yy
muy Isd;

OHtej MOYdd
ZyOflsded € ts
MdIsd otsets
oLOdhBBHJ 2
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g/

hOc

[ 4 2mlsoe (

{fdmOded |

I AsHdz j HOdz

Il T atsHdz §J HO(

s 5By 5dzj
f tod ded O
zyomlsd,

- balance- € tsdzd yj fmls

O H O dzdzts &3
sjndsdsedyyf

- nonced dzafcountonce-

Cdzd yd Mlso s Is
f smdzOdzdzr = M
dH ] dzlsd W d & QIO
fsdz L tso Olsj dzv
dHj dzlsd W d € OIs 5
CodzlstaQGslsiAd y J f
Md30%ksdzlstc OC Is s
ML HOdzdz" = T
dHj dzlsd W d € Ols 5
CdzZstcOCIsO.
dzj sB R tSH d BB H
ftcd HSlIso tcON j d
fcolststcdzs e ts
osMmMftesdL o j HJ
attack);

- nonced dzafcountonce
-Ctsdzd yd Mlse s
SteOdzL OC yd 2,
f smdzOdzdzr -~ i
dHj dzisd¥W d<S ON
fsdz L tso OlsPyg
dHjdzlsdW dS Ol
fn 30%ctsdzls O € 15
Ctsdzd yd Mise s
CdzZstcOC Istso
fl {IssEt
dHjdzlsdW dS Ol
M d30%tsdzls tc O ¢ 15
[ Odgdzts §  tsdzj
dzj sB R tsH d B
ftcj HSlso tcON j
fcolststodzse s
oMy tetsdL o § H
(replay attack);
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i - s B a3y 5dzf
g/ h Og r 4 2 Mmlso Jfdmoded l asHdz § H Odzd Il T atsHdz | HO( fted dzd d3O¥
Zuyomisd.
- storageRoot-n j N - storageRoot-n j h
Cstodgjto 8 dzj d3d Ctstedzj o tsegts |
Mer kl e Patri Merkle Patrc i a H j
Colstetsj S BHC( Cobtetsj § BH
MEH ity dis] - MH ) ddis]
H Odzdzts G ts AntcOdzd dzd P © H
sj mdetsdztse d yJ f Isj mdetsdztsce d U
mjh BjtejlIlsmw fMyy sO©. myh
CtsdzC Olsd dzOyd d BO2Istso 52
LdzOyd dedw € tstg Ctsdzf Ols d dzO Yy ¢
- codeHashim jh EVM LdzOu_:; deq v €
H O dzdzis € f5 PL &O;
sj mdesdztse d yg f - codeHashi =7 jh E
(o MddzzyO0j Mmd CtsH O H
Cdzls .0C IsO Isj - detsdztsce d y
My s© (o f
CdzZstc O s0Q) .
14.1014 |1 Cdzs ydiIs: |1 € dze ydls+ SteO(utcOdzsL ORGdWe Cdzt YyuteOdzL OCogdi™ ,uj dz( s s i3 tsdzj dzls
stceOdzL OC y M d Mts ¢ sBtgMf dMs¢ sBtMf dMs ¢ tsB tg| d MY tsdzdzj dzg
My dms¢ stcOdzL OC yd?2. steOdzL OC yd 2, WEIstcOdzL OC yd 2, fted ¢ dzOH dzr

sSBtOB SISO
stcOdsL OC y

sfdmoaz o f .

sBtcOB s5ls Odzdz' R
Atsted3OIls H Odzdz 6.2
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s 5By 5dzj

g/, [ 4 2 milse JTdMmOdad J nBHdZ § HOdz0 lT"asHdz J] HO( f tod dzd d@3gO 8
(OXc}
Zuyomisd.
15./|015 |ve jdduydlsjve j dzdydls: 1 d20yd dzdd dMmff sdz' |1 dzts € f sfmdzj s s i3 t5dzj dzls
L 2Oy Jd dzd q’fnq’tsdzJLtsaOdzdztsGJdZBg " Iza;dzc{uLdzoququ dmy|dmt tsdzdzj dzd
dmf sdz’ L 5B dzs ¢ O L O BEdfnUBdZJLBSOdZdZISGIS'lOLO L O sB|f tod ¢ dzOH dz
] OLO Hozv|lstcOdzL O yde . 5B OB & Is O dzc@ dzL oglstQOdzLGQuq’H, W
EB&OBBEO ¥ st B0l HOdady Z21s| ST dMOdRs 1.
StcOdzL OC y
16./|016 |V HOdzd Is* steOdaL OC ydgw EHoteOdsL OC ydvw, oCdzuff dmese IstcOdzL | s 5 BY tsdzj dals
stcOdzL OC y M M O stcOdzL |[sB tc OB tsls Odzdz" - 5B tc OB tsls O dzdzts 2 94 HJddw
My dms O oCdzs yjdedw o By dfse 5Bt SteROl H O dzdz 62
stcOdzL ©OC y sSteOdzL OC yd?2 . A S
9 ¢ dzv yd ded sfdmoeiz o .
B dzts €
17.|017 |af dMmtsC tdLEzd IsOIstsd3 {IstedyOlsj dz' dzr 2 [ Odzdz" | & fMtsMmists 5B sdzj dals
stcOdzL OC Yy lsteOdgL OC yd2 HdzWftetse jtol d ntslsw LOW S Mdtetse Odzdz" | d MY tsdzdzd dzd
H Odzdz" j BdzsC wodzw jIsfpw:|h Oetse 003, 004 . |stateRoot L Oetsdzso S G tod ¢ dzOH dz
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stsH jtey dls dzOBtste M j yqdOdz! dets L Odzj MY dzdz]

dzd ftsd3i yidzr €C€0O¢ bad hashesWstth,jid

chain_indexer.go

Chainlndexer of f tstzidztsjyls Mig@easlkz Mt € Yy
SHddZOSC B2 Hdzdde . Chainlndexer ddd.
ChainEventlLoop, LOfEMCO]j i3z o ftSISHJ (

ChainlndexerBackend ddzsj el j 2 fiisIsfStafj H 1
Micdgj dzelstse tt © BLCGwOlzdAdH] d LOfdmr ¢

chain_makers.go

of

GenerateChain MsLHOY I yjfPsySkz dr n
zOL dzO0yj dz ftcj HisMIsOo dzj dzdzr 2 par ent B dzi
Hdzw R tcOdzj dzd W= dpisi@Gasd'igziid®@ o HBdzy 20 M
1 azsSd, MBLHOdd §j f fodshsi s Gener at ¢

wor k. yvlstsB" eoMmMlsOeadls: dm~ © Bl ocKk

FakePow ddzd Htokzclkz® tcj OdzdL OWdrk. dzj 9 O«

database_util.go

]r

McCsktesodzj o7 J WhkdzCydd Hd&zv ©OBTSIST

EfOCto Odzdz’ § ©® Stdeltejlsdy j tBI jClsr .

encodeBlockNumbet sH Jtetso Odzd J daig epdliam@nt6s; dzts € ¢
Get Canonical Hash () ftsdzyijddd rd"(

Get HeadHeader Hash () f(dizyjddj =jHh
Bd&sC ©O; Get HeadBl ockHash() {§tdzlzyd ¢

o tojyddy MddemtetsdedL Oydd ful |l ;
Get HeadFast Bl ockHash () {§td&kzyddd,J

f tsdzlz uj dedets € sz e g Oy d Fqf ast .
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Get Header RLP() {ftdzizyj d&gH d O szt

nil, jMmdd LOctdksetsS BASSO dj dzO2 ¢
Get Header () ftdkikzyidd LOctdse O HF§
ndhkz ddzd nil, jfdd BdtstC dzaj dzO2Hj

GetBodyRLR ) § sdzz yj dzd j € jsdz@ teEsdztOUD dp o R]

Get Body () ftdzyjddj kjdkO BdsSO (K
fsslso jlsMlsokeh jets jejHnOdsdz Sjhk

Get Td() ftdzujdd] L d@Oujddy {dds:;
Mssklogssh j j §jtejHOdsEE Rjhk ddd n

GetBlock() ftsdkzyjddj Bd&sSO vyjddc 4
nihk, MEBdEOW jeé dL MEDtOdy dzdzsc
jfdzd LOctdse 8 ddzd Isj &zs B &SSO dzj
1 0kj yOdzd j : kOO COEBmBEBO d B d&sSSE O
LOCd&soa S d jet RjM &sckl Brl: Mt
Bsyjls daj B' ' {5860 HEMskY das.

Get Bl ockReceipts() ftsdzzyjddj ft 7
MSLHOddz 7 IStcOdzL OC ydw dsd, o ¢ dz¥ yj dadzr

Get TxLookupEntry () ftdizyjddi §tLd
stceOdzL OC ydj2 Hdzw dLoeodzj yj ddw IstcOds (

Get Transaction() fdkkzyjddi tftejH]
od3i Misjy M HEfsdddlsjd d &3d L dydisd

Get Receipt () fdzkydiddy SodlsOdzydd
M Hisf sdzddlsj dz’ d2" B § 5L dydsdede” i3 B
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Get BloomBits() ftdzkzyjddy Wddz Istc I
qdzn j Sz d MmjCydd;

WriteCanonical Hash() LOfdfm* =~"JjhoO
WriteHeadHa d er Hash () LOfdfms =~"Jjh 0O LOGt
WriteHeadBl ockHash() LOfdm* ~JihO
WriteHeadFastBl ockHash() LOfdm!: =
WriteHeader () MmMjtedOdzdL Oydw d L Of ¢

WriteBody () MdtedOdzdL Oydw d Lofdm: Isj
WriteBodyRLP);

WriteBodyRLP() LOfdm! MmMjtedOdzdL so (

WriteTd() MmMjtedOdzdL Oydw d L ofdm! 1
difficulty);

WriteBlock() mJ teds@dd LoOpdoL zd HLORHAH f
SlIsHj dz dets BIs Isj &zO B dzZs€ O;

WriteBl ockReceipts() LOfdm: eoMfmjn
BdzsClz COC JjHddz 2 d3OfMmMMmde SCodlsOdzyd j
yifd Hdzv f zOdzdtctseo OdzdV slsBtetsh j dzdz T
WriteTxLookupEntries(. Of d ! d3j IsOH Odadz" = € OX H |
sBJMfJjudoOjls oL B3y desMmis: fs5dmMmEO |
WriteBloomBits() LOfdMm! M) Olstsects VY
ftcd HEMIsOo dzj dzdzts?2 MJd Sydd d ddznj € Mmiz;
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Del et eCanoni cal Has h () tkzw @@jdedizd wd
B dzs ¢ O, nd b

Del eteHeader () EZHOdjddj ofir HOda
LOGCtsdzZco C O B dzs§ O;

Del eteBody () EHOdjdedd oMmjr HOdzdz A
B dzs ¢ O;

Del eteTd() EHOdjddj oMmjr HOdzdz = t
fsj F B A O;

Del eteBlock() EZHOdjddj ofMmjr HOdzdz

Del eteBl ockReceipts() EHOdzjdzdj H(
Bdzs ¢ O;

Del eteTxLookupEntry () BEHOd] dzdj € ¢
ndhE BAtsC O;

PreimageTable)  tsdziz yJ daf@ s &ELLT] dstf@idedzr = )
Hdzv LOfdMj2 fssBEOL O;

WritePreimagels) L OfdMm! Htoj HisMIsOo dzj dzdzets @ ts
H Odzdznimbegegl Ists desdii .6 Isj S Eh jets BdzsC O
mMetseh jdzd?2 slsdzOHC (] ;

Get Bl ockChainVersi on (8 0Ou s diz@dedizdr ;
WriteBlockChainVersion() LOfdms g
WriteChainConfig() LOfdfMm: dzOfMmlstets)
Get ChainConfig() ttdkzkzyj ddj dOflstt
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- FindCommonAncesf ofdz) H dejsaiak yig gldd jj ¢ ts
LOGtsdzsco S s B dzsC O.
error.go 1 OBt shdetsC, otLoatONOjd&3r = ftod OB
events.go t OL dzdyder | MbstezClskzter , tj OdzdL ¥ h dj Ml
- TxPrekEventftsB " Isdw tsls IstcOdzL OCyd2, i 0O
- PendingLogsEverititse r Isdw ls IsteOdzL OC yd?2 ¢ ts
dzad o Cdzs Yy dede' = o vyd fsyslkz;
- PendingStateEveiittse " sdj B dIlstsC¢ 59 tBAEZEEEMIS
- NewMinedBlockEventf ze d&zd Sz j Isfqw, CB8GEHO B dzts
- RemovedTransactionEveniisB r Isdw¥ B tIs¢ Oy j dzdz’ =
4t mMsecdzOmse Oded™ yJfsyuscd) ;
- RemovedLogsEventiitsB " sdw B ls¢C Oyj dedz" = (¢
Yydftsysd) MmMeerisdwvrn {tspdstwcO@&ls@dE) = o
evm.go ChainContextd dzls j oW j 2y, ftoj HEsSMIsOQoadzwe h g2 o
d §0tOd3j ster Ctsdzmj dzmMkzmMO dL Mmkh j Mise lzy
LdOyj dzdv Hdzv BEOBBISSd ItceOdzL OC ydd.
fees.go 1 jtoj d&3j dzedzOw Bl ock Rewar d.
gaspool.go t 4 OdzdL Oydvw Isdf O HOdzdzr = GasPool , dzjl

BdzsC ©O. AkdzCydd HdEv ttOBtSlIsr fp GasPool

gen_genesis.go

4 SL H Odzd iB dgtein@ sdzG tst)iflakfg Q dzd 'S.ON
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gen_genesis_account.go

el HOdd j fntsidstsdelsiig @C nsEOteds o dzH j dals d W d €
C ozt uj2? -mEmEGid0 sHifiakhQddS.ON

state_processor.go

ITfsdd jls §jjosH dL SHdsEs MW (

state_transition.go

stage transitiond L d3j dzj dedw, MmMHJ dzOdedz" § G ted { ted
kjCkhjdk Memsswdds 1.

State Transitioning Model or  tsdzdzv j |
o sz 9 OdzdH des Bz MtsMisswdad® 1 :

1. [BtcOBBISC O dgtsdzmO;
2. [BtcOBBISCO ftoj HSY dzOIsT ] OL O;
3. #B5L HOdzd jtsBdetgeCtdscOs MtsMmis sW dzd v , \0j3fy dzd
4.1 jteJ HOYO vy dzdesmis(:
j mdgds L H @diSRptsdzls .t OC Is
a) IsfrIsCO or fsdzdzdls! HOdzdzr § I[stcQ

b) jfpdzd Hj2flodlsj d des, dMmisd Lt
Gso et Bl jJCkO Mehssw ddw ;

Ctsdza y
10fEME i Cydd Script;
I dzEyj dedi dese sets Ctstej dgv ftsMissw dg

o o
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tx_journal.go | ¢ IstcOdzt OCyd?2, HssLeotsdwehd2 MmMta tcOdsa
dzj o " f tsdzdzj dzdz" § IstcOdzL ©OC ydd, ylstser dL i
L dzO.
tx_list.go ssH HMdzv tOBBIsr Mt MbstezCIskztes?2 H Odzdz |
tx_pool.go t 4 OdzdL Oydwy fz2dz0O IstcOdzL OC yd?2 .
types.go RdzlsjteWwj2mr Validator d Processor.
miner agent.go JYdmMOdzedj ddzlsj teW j2Mtse HddzY tOMmyy SO P
miner.go SBH Hdzv Wotedidteseo OdzdwY d SCwdzlstetsdzv o ' {
remote_agent.go ssH, BiMfjydeooOor hd?2 EkfttOodzj dzdd d d3f
API.
unconfirmed.go SstsH HdzW tcOBsls' f) dzi f SHIso j to) HY dzdg’ 3

TS Od dts, dats Vs lsdejj toEdatzds T thg dgw ls 1)

worker.go stsH Bdtst (d LOctdzstosS) HAv Ctlsttetsct
fsHfdMm! BasCO, HEY (Slttetet dzZO2H | dz
rip decode.go [ 86dEO H]JSECBH] O.
doc.go s sd3d3 dzls Oted 2 .

encode.go

[ 8¢ dSO CoHdso Oded " .
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s sd3tf tsdzj ¢ 1 0Cjls ANO2 Az JTdMmOdzedj W O2dzO
raw.go [BtcOBSIsYydS LOSCtHdtotseo Odgdzg" = H Odzdz” = .
typecache.go [ 86dS O kftcOodzj dzedvw Y jtOyYydqwv ddd ¢ tsHJtet

trie encoding.go stsH CtHdtse OdzgdwW H Odzdz - .
errors.go JfdMmMOdedjy thdeBC.
hasher.go SBH Hdzw "jihdsoOdzdw © HJjt]J 9.
iterator.go stsH dls]jOltstt® Hdv it ddBih jddy 5 H,
node.go StSH HA&v tOBtlsr M kL &OdGd Hjtjo'! jo
proof.go StSH HdA&w dMmftsddz dzd¥ HBEC OL Olsj dz' Mlse [ |
HOdgdzr = © Hjte]oj.

secure_trie.go SBH HMzvw EMSCBtej dzdzts? ftetso j € (.
sync.go S EzOddL Oydw Hjtejo0O s ftshmiskf O h dd
trie.go JfdMmMOdedy WEkdS yd2 d ddasj oW j2se Hdzw

s s d3f tsdzj dzls | compression compression/rle/read_writ s SH H dzW MMy OlsdWw H Odzdz" n .

B8 J MY Jud dz go
Mjlsjatsets
oL Od |BtsH j 2 {ethdb database.go LDBDatabaseflstcz S sztc®©, ~tOdwh OW f tsHC dz¥ yd

BiyHE kL dzf tOL dzdyde" § dBibstedcd d MejHMmiseats §5dME(
5OC Wi WO2dz MsHjteydls dedL Ctktetse dzj o |
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interface.go Databased dzls j oW j 2 ), ddz€ Of MEzdzdtlze h d2 o MmJ
WEdCydd dBsckls dmMfcsd Lo Ol MW € tsdgk Izt
Batch-d dzls j teW j 2 ) L O dMmd ¢ tMhmdtse dats?2 B OL
14 BoYyJls dmf sdz L s9 Ols! Mw € tsdzgl ke dzls dal
memory_database.go td OdzdL gagnoriyn BOL " HOdzdzgr . 1 Oftej N j dz
HdzW ~tOdzj dzdWVv H Odadz’ = .
node api.go stsH, B iMfjuyudeOshd?2 EftcOedzjdedj d d3f
config.go ANzdzCS ydd Hdzw ffto]j sBtoOL so Odedww dzOMmistets
dzd 3.
defaults.go VLAsdzyOlsj dzt dgr | dzOMlstets2Cd kL dzO.
doc.go ]l HOdzdzsdz W O2dzy Ibisdz €5 Isj CMlstsar 2 € ts5¢
errors.go JidMmMOdzedj hdBtSC.
node.go [Mdzso dzts?2 CBBH EZL 2O, 9o ¢ tigtsistgds W@ thdsly!
Mikjott?2 YoHMdMIs] d3" Hdzw tsBh jdzdw M HI
fsHCdz® yj dedj eGLdzls jR dEjtesddf Is ts
service.go StsH HMzW 6§ dmhmOddWw -@g fipls tgdMIsed vV v j Yots I H)is ¢

sBhdzy doOsh 2 HTTP APl d IstejH
2L dzOdd .

LOfEMC O § OteOdzdzj dz' dz' = Istej Hise ftetsyj i

H dzw
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P2P dial.go dlstczCIsztcO® di al state dmMftsdy LkjIsmw H(

d di sshfesmMPdizd Htczedr desH fts udp.
dlstcCIsztc® di al Task dmftsd LEzjlsMw H dz

message.go dlstcCIsztc® P2P MmMtssBn jdzgdw ? tsfte] HJ dzj dzf

metrics.go stSsHjtydls &BjbtedScd d O2d&@jtr, dhf sdz |

peer.go Peer dgzy dzO Hdzv ftcj HiMlsOo dzj dgdwWw H Odzdz" |
IZsC Odz des sz kL dziz .

peer_error.go 1 OBtste shdetsS ftod tOBSlIsy M Mmjls: & .

protocol.go JidmMOdedj Hdzv OBMtOCydd ftoslstsC sdzO ¢
Mz yoj 1 It rl px, LOeoVY tedgzelst 2 © TLS.

rlpx.go RLPx-Istc Odetf stelsdz" 2 fJteslstsStsdz, dmfsd Lz
foslssCcdz cOBSIsOjIs codzzlstede TLS.

server.go Server kfttOQodzwjls Mmjlsjor ddd MmMtsj H d dzj dz(

discover

database.go

dlstczC Iskztc O

ntcOdzdls HOddzy j & ofjn

dLoegMmls

nodeDB MmMtsHjtydls ddzlsj W j 2
L dzl

dz'
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node.go dlstczCIsktcO®O Node MHjtydls ftcj-d MYPB tz (
dqdzH j dzgsd ¥ d S Olstste f B dzd ydzesets C dz¥ yoO kL
dqdzgls jteW j2fp € 1 Its?2 MmbtekzClkzte] .

ntp.go StsH HdzwW Ctdzlstotsdzv otcj d3j dede” = Bj stsC o

table.go vsOBd&ZdYO ( dZOntHdIlsMw o RAM) kL dizte M
dgdzls jteW j 2 Hdzw tOBtslsr iy daj 2.

udp.go I § d MmO dzdtf) tc WIDPC t5 dzO .

nat

nat.go stsH Oolsts@OIdyY M2 foumbstes2¢d ftod

natpmp.go [ dzv  § sHMmistes2 Spdnpe {iredddsysE s daCa t

natupnp.go [ &zv Mz yow UPNP fleslstsC 5dz0O.

netutil

error.go RdzlsjteW j2Mm Hdzw Mtseh jdd?2 B M dB S OR

net.go 1 O @OHEljMtse d fsyow dsedcO, dhis

toobig_notwindows.go

[ 8¢dSO tBKOBBICd §OCjlto dzj 5y dH O dzdg

toobig_windows.go

[ 8¢dCO tBOBBISCd §OCjlstse daj 5Y dH O dzdel
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whitelist-utils - 1 0Btste MCtedtflstse Hdzv MSLHOddWY fttdo Ols(
3. | s sd3f tsdzj dzls | accounts abi
d Y 5 dzdzj dad | _ | |
fted S dzZOH dz' | abi/abi.go ABlI MmMtHjteydls ddatf stc3OY hitzlste OC sdls ¢ s

BjsHOR (WkdCydwa). Chkt fsLoBdjl |
WdSyd?2 d (sSHEBlOodzdo Ols! HOdzdz j Mist

- Constructor € sdzmistczC Isstc Ctsdzlstc OC Is O;
- Methods-€C Otels© Bj ssHBse CtdstctOCIsO;
- EventsC Otcls© Mt Isd2 SCdzlstcOCIsO.

abi/argument.go

Argument fMmtsHjteydls dd3w Otcckzdj dzlsO d |
EfOoSCsoC)] d IkjMmMsdietso Odzdd Otcclkzdij dzlstso |

abi/doc.go

1 OCagbitsH j oy Plslzd LEMGeayalit ABI (Application Binary Interface).

Et hereum ABI MmOy Mitsy, Mbietses Is
MeHjtydls BOLtST | HteOQoaddzO fHtododHJ dzd
SBtOIsdzts) . 14 YBHHJjtYdoOjIlsMmw ftoj 5Bt
odsOMMdoe L dzOC 8o 7 L dzOyj dzd 2 .

abi/error.go

[fdMOdedj HdAz?" BBEOBBIYddSO thdBtsC, ¢

abi/event.go

Event-MsBr Isdj, f§tslsj dydodz dzts or" L 9 Odzdzts §
BON ddzr EVM. dwtHjtydls dJdzW stedsOyde (i 1
[tsekzls B" Is! Odatsdzed d3de’ dsd d dzj O datsdzd d3dz]

- Name-d 3w Mmtse " Isdw;
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- Anonymous-¥% &zO¢ Odzts dzd dzdzts s d ;

- Inputs-BOMMd o d dzi t5tc OGP i S terOdk) yizd ¢ |
e’ sqw.

abi/method.go

tdOdzdL Oydwy OBMistcOCIsdesets Bj IssHO o d tel

[ JIstsH dtsy jIs Brds'i ldswfdf O Zow@jt, dzj IIstey
ftcd o' Lo HOMBSEt d&@j sSSHO. (s d&sy |
ZsC Odz dzz¥ EVM. 1 0ftedd3d o, d3dIssH Bal i

dgdzt sted3Oydd dL rtcOdzdd@d ©d dls tdA) dzils @G g dfz ¢
Mz yoj, d&jlstsH Transact () ItejBlzjls ts1
s &zOyJ dz.

- Name-d 3w d3J sS8H O;

- Const-W dzOG dzgj sBrtBH@sMIsd dL d3j dzgj dad 2 ;
- Inputs-d3OMMde Otelzd3] dzsso & IstsH O;

- Outputs 3OMMde oBLOtLON Oj digF 7 L dzOyJ dzd 2 .

abi/numbers.go

Ctse zOMso Odzdj ydMmjdzr dz 2 kg tse HOdzdz |

abi/pack.go

s ZOMseo Odzdj BO2Istsor 7 BOMMdotse Hdzw

abi/reflect.go

456 ZzOMso Odzedj] Isdfise HOdzdzr = dL MistetsC

abi/type.go

Type-slstcOy jdzdd (reflection) Oftaglzd3j dzls(

abi/unpack.go

Unpackerd dzls j tcW j 2, tBLeotsdwehd?2 dd&jls! (
B IssEHOB] d dzZOHdzj ¥ O dd3 tsSBKGOL sd3 ¢ e OMI
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abi/bind

abi/bind/auth.go

NewKeyedTransactort z dz€ ydw, ML HOs hOw  sHY d
ftcdo Oldetse s € dzt yO.

abi/bind/backend.go

ContractBackendd dzls j teW j 2 ), Gt jHjdvehd2 ddzk
M CodzlstcOCIstsdy a O iPmfdzy ylsd ded W

ContractCallerd dzls j oW j 2 ), ftjHjdzvshd2 do&jlst
oLOdABsHj2Misadw f CtdlstcOCIstsdz o tog X d ¢
ContractTransactord dzls j oW j 2 ), SftjHjdvehd2 d&j
oLOdAisHj2Msoadwy M CdlstcOCIstsdy o toj ) d ¢
DeployBackendd dzls j oW j 2 fp, ftcj HisMIsOo dzw e h d2
Wait Deployed (Mmd&3. abi/bind/util.go)

PendingContractCallerd dzls j to W j 2frils O effdiyjsuitd 2 W 2 dz€ yd
(contract calls) Hdw oLOddBBH]2MIse

abi/bind/base.go

BoundContractsB Y tols € O, CBlststcOW SlstcOY Oj s Ct
Mdilsd. awtHjteydls Cwdzdzj Cyde oBBiIstsHtse C 1
9" 9BHO H&Y o9LOddisHj2Msodw M [t ;

CallOpts- dzOB ts5t6 5§ yd2 Hd&v &OMsts2Sd of L

TransactOpts dzOB@dels tstc L Oydtsdzdz” = H Odzdz" = H dzY
stcOdzt OCydd. 1 Sdzs yoils o MiBw ECOL Odza
StcOdzL ©Sydd (SignerFn), MWMtsdz?, OHtcj M
(9 wei), yYyjdk e0OLO, dddikdls cOLO dd ¢
oL By dzes?2 tslsd3j dz' ;
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SignerFnr S sdzp 1+ ¢ W lkdz2C ydd, orLre0Ojdr 2 o M
B IsSEHO HAzv fsHfdMOddwY IsttOdzt O ydd 1

abi/bind/bind.go

Bind-% Zdz€ yqw, ¢ ts5lssteowislinGsz ik BBl S s d

abi/bind/template.go

tmplContract MistczC Iskztc ©®, MtsH j oy OF OW H Odzdz j
CsdelstcOCIsz. 1] Sz yojls ABI, EVM BO2IsC{
d WeEdSydd kttOdL OSyd?2 (write);

tmplMethod-sB Y t6IsC O Hd&zW d3d ssHO dL ABI, Mt
CLhdotsp Offadaizy H Odzde’ = .

abi/bind/util.go

WaitMined-% z dz€ ydqv, Yy dHOs hOw dMf tsdzdzj dzd J

WaitDeployed W 2 dz¢ ydw, tydHOs h Ow Mt dzdzj dzd
CdzstcOCIs d oBLotcOh O h OW OHtej M € tsdzlst

abi/bind/backends

abi/bind/backends/simulatt
d.go

SimulatedBackendfm Is tc iz C s z@d2d L kird C@ntractBackendy d dzlz dzd
mMih J Mottty OdzdfigOL O Uk ptso Ols! o7 L 89T

wWidCtser 2 cejddrdfm d tt, ~tOddd i o I
NewSimulatedBackendW &z dz¢ ydv, ML H O h OW Si mul
s Misdtetso Odzd W .

cmd

abigen/main.go

VIsddzdIs© Hdzw G jdzgj eOydd ABI Hdzw fteg HI
fndi30Lsdzls tc OC Is O.
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s s a3t sdzj ¢ 1 0G| Is AO2 &z [fdMmOdzdj % 02 kO

bootnode/main.go td OdzdL Oyd vz 1Bdz@s dbfsiHISd, oL OddstsH j 2 Mise lz®
ftoj HsMIsOQoadzwe h jets Hiekzadds kL dzOd3 My d M

evm
evm/compiler.go SBH HAY CoRfddzvlsste® EWVMsHiLsSsembl er
evm/disasm.go Il Mistetsj dgdz" 2 HJL OfMMj d@zB dzj tc B O2ISC BH O.

evm/json_logger.go RdzMistcz 3 dzls dzsec Jtetso Odzdw tOBSlIsr EVM ¢
evm/main.go stsdzmtsdz' dzOW kiIsddzd s O CHEEBVO .0 " ff Sdzdzj ded v |
evm/runner.go SBH HdzvW dBeddlksstcddec © MMisswdd?2 EVM {
evm/staterunner.go SSH Hdzw bttOMmdtesea ¢ d MMmisswdd?2 EVM.

evm/internal/compiler

evm/internal/compiler/com| R M~ SHdz" 2 CBSHO CEBRBfIJdzvIsste®O EASM ( Et |
piler.go

geth

geth/accountcmd.go ANzdzZC ydd EftcOodzj dzgdw OCC Ok dzls Odi( :

- accountlister e sH 9o ¢ tsdzMmtdz! omMinm HBMIsEZY
- accountnewfmtsL HOdzd] desotses OCC Ok dzls O;

- accountupdated L d3j dzj dzd §  Ottsdzv OSSOk dzls O.
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geth/bugcmd.go

ANzdz2C ydw bug ftejHtsmMisOadzvjls fd L s Ol
tcOL teOB BIsyd S Ods.

geth/chaincmd.go

ANzdz2C ydd Hdzw ttOBtslsr f ydfsyscts?:
- int-ddzed yd Odzd L Oydw dsetsets tt M fsdEsh

- impor-d d3f stels BdzscStse o 1t dL WO2d&O.
9 odHJ WOREE] tesoRAREZEdG adH] . | L @S
W0O2dzO0 M dzj M eCsor’ dCtadfisdgdo dter Rizd B dzts € O d3d
dzi MEtsdz €dnm WO dzs9

- export-1 C MY sStols L OH Qdzde t= o8 dis@Asdz; d
- removedbzH Odzj dzdy ([t © L OHOdzdzs?2 HJte] §
- dump-H Oy CBdeftoj sdzsets BdzEC O dL - 6O

geth/config.go

) Oefj o §tsdat d ¢k tc @ OP exRde ity T @AMIE 5 0 .

geth/consolecmd.go

tdOdzdL Oydw WEdS yd?2 dJEkifzZgizddo dzts?2 J ¢

geth/main.go

uyYyc© oantHO o fteddzsy jdzgdj met h. [BI |
LOfEMCO d LOfEMCOjIs ftsdzdgze desHE. [ 1
fsHCdzs ydls: WoO2dz fm Htsf sdzded Isj dz' dz' d3qd

geth/misccmd.go

- 1 40dzdL Oydqw HBfsdzdzd s dz' dzf = WlkdzC yd]
- makecachefftsL HOdzdj o jtedWdSOydtsdedesegts €
- makedagfmtsL HOdzdJ direct acyclic grap

- version-9" atsH o jtemdd ftoddtsyidedw d L Oo
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geth/monitorcmd.go tdOdzdL Oydw WEdS yd2 dBtsddlststed dzc O dztsH T
- Monitor-tslstsBte Oy j dzgd j d3j Isted ¢ € s5de€ toj Is dats]

geth/usage.go stsHjtey dls hOBdzsdz d GJ dzj wOIstste st d MO da

geth/testdata rdtcj Slststedw fp IsjmMistseo ™ did3d H Odgdz” d3d H dzv

puppeth

rlpdump/main.go ripdump-ZzIsd dzd Is© H dzW-H @ dizde'tsm O REIPW StedzOIs d to

utils

utils/cmd.go ssH, LOfEMCOshd2 dsedSkz o LOL dzd ydz |
fitciHO9 Oj 3" i3 W dzOGc Odzd ) .

utils/customflags.go [ s sdzded Isj dz' dzr 2 BtOBBIsYyds f jtcj HOO O

utils/fdlimit_freebsd.go [ s sdzded Isj dz' dzr 2 BBtOBBIsYds W dzOctso H

utils/fdlimit_unix.go [ s sdzdzd Isj dz' dzf 2 BBtOBBIYdS W dzOEBSO HI(

utils/fdlimit_windows.go |1 S sdzdzd Is§ dz dz" 2 tBtOBtSIsyYyds W dzOGtse H(

utils/flags.go 1 OBt W dzOctses d § OtefMmj tc.

common big.go JidmMOdedd Idytse Bi g*.
bytes.go 1 OBtste WlkdeC yd2?2 Hide Hid@seOIddzj day jhde xH O dzdz'
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debug.go stsH C(tdmlstczdtelze h d2.
format.go SBH WtsttdOdlzjls HOdzdz" §| Hd&zYW EZHBBMIS (
path.go stH, Whttdddtelze h d2 ¢BOdzdzj tce kL dzO.
size.go SsBH WsttddOIsdlzjls HOdzdz" § HdzW BEZHBBMISO
test_utils.go jsonf Otemj tc.
types.go JdBdzdtslsj €O Isdf 9.
types_template.go zOBddzsdz Hdzw WEkdzCyd?2 Ctsdeo jtelsOydd Isd it
bitutil
bitutil/bitutil.go SSH Hdzw EMECBtejddw Bdbteran fjttOyd?2)
bitutil/compress.go StSH Hdd&zW My Olsdw HOdzdz = .
bitutil/compress_fuzz.go |s sH HdzVv Isj Misdtetso Odzd "“H JsU t§ Hoddtyts[eR © dadfsvH .
compiler
compiler/solidity.go SBH Hdzvw dMfsdz' L tso Odzd "So b idg] i g 6 fstc § 51034

Csgfddvydd yitwjL API.

hexutil
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hexutil/hexutil.go SISH HA&W tOBslsr Mts Mistects CHDdzdAE ~f.tc j H M IS (
hexutil/json.go jsonf Otemj tc.
math
math/big.go 1 0B85t WkdzC yd?2 Hdzv tcOBBIsr ) Btsdz h d d3f
math/integer.go 10BBts WEdSyd?2 HAv tOBGISr HdAY CtsdaW jt
mclock
mclock/mclock.go SBH Hzv §dzizyd ddv otj d3j dzd .
number
number/int.go Il dBdzdtslsj CO d3OIj 3OIsdyj MSdms s jttOyd?

contracts whitelist

whitelist/contract.go

{fdMmMOdedd ddzlsj e j2MmO
CBHO L dzO.

H dzeC tsedzls@acfOdg EsHOjdRY T |

whitelist/whitelist.go

1 Oflstets?2Cd, dzj SBRGBHIBERsE@ S@0B sisT

eth

api.go

PublicEthereumAPif tc j H sMIs Qo dzv j Is AP H dzw

[ Ofisj ey 2 da

H sl
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PublicMinerAPI-f tc j HisfIsO@o dzv jIs APl Hdzv Ctsdzlste
ltej HBsMIsOodzw jIs B IssHT Issdzr €5 HdzW Y,
ssuSd LtjddY Bjdgfadshisfsktd $ksls

api_backend.go

Et hApi Backend tjOdzdLEzjls et hapi . Bac|l

backend.go

EthereumfmistczC Iskztc©, toj OdzdL ¥ h OW Wk dzC ydt

config *Config
chainConfig *params.ChainConfig
shutdownChawchanbool/ / s OdzOdz H dzw { tEhereu@h j d7

stopDbUpgradéunc() error/ /| [ MisOdzsea €O (t, §hd
Cdzés yO BOL'" HOdMzdz 7 ;

txPool *core.TxPool

blockchain *core.BlockChain

protocolManager *ProtocolManager

lesServer LesServer

chainDbethdbDatabasé / 1 OL © HOdzdz" = {{ ;
eventMux *event. TypeMux

engine consensus.Engine

accountManager *accounts.Manager

bloomRequestshanchan*bloombitsRetrieval/ / s OdzOdz { s dzlz
ZO0 fdzzyjdedj HOdzdzr = W ddz' stetse 1 dzkz q
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- bloomindexercoreChainindexen dzz @3 d dzH j € MOl ste, ts(
d®if stelsj B ASC B ;

- ApiBackend *EthApiBackend

- Miner *miner.Miner

- gasPrice *big.Int

- etherbase common.Address

- networkld uiné4

- netRPCService *ethapi.PublicNetAPI

- locksyncRWMutex/ / 1 tcj HisrtcOdzW jIs o OtedOlsd o
1 OL @herdpase

bind.go

ContractBackendmilstcz C sztc ©, MtsH jtey O Ow EC OL C
tcj OdzdL e hdrn Hftewdsr j o' LBer o dzkzlste]j dzdz
HdzZv fsHHjteySCd o9LOddsHj2Miseadw € tsdzlste!

- Eapi-sBY tclsC O BI jCIstse [ OMmilsjteyj 2dz H
- Begpi-tsBY lIsC O B jCIstse (1t HdW HBMIsk]
- Txapi-sBY telsC O f zdzO IstceOdzL O yd?2 HdzW HI
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bloombits.go

Bloombits-B dIstse ™ 2 ®&BOMMde o LOetsdtsoj B
fsdm¢, daffdsds ta.wdziz &30

Addz Iste -4 izl 3@ gets fgis dzOW MistckzC Iskztc©® H Odzdz
ftod dzOH dzj ¥ detsfylst 4 dzj d3gd dzls© € d3detsy § Miso |
f sz ydls! dztsy detsf sdzsy dlsj dz' detsj MtcOB Ols
MistczCIsktc® HOddz » MssBh Ojls, Yyt Gdz

l s atcjdgv, CHEHO BdsS Mcejdzgjtedtctso Of
Zsediokzj Gicets CdzlstcOCIsO d ofMmd i ndexe(
or fsdzdzj dzgdd IteOdzL OC yd?2 HtsBOo dzw ¥ Isfyw 4
LOGtsdzco ¢ BdzsSC O. 1 Sdzde § dzis ¢ f dzis & O Hzdzy

L Ctsdetsasd d o34 Mis O.

SBEHO ftedqdtsyjddj dhjl eofj Mt iIsdw |
CtdeStejlsdy j L dzOyj dedvw  taziB' io g &Sx e &
BdsC e, fsojwWw, dsyjls dd YWdd se i
Wdd stt BESCO MHjteydl OS] HOdd j,
HOdzdets e ts B dzsC O, o tsfMisOdzOe dzd o OW dztse
tojLEzdz sOIsr fted dztsy j ded ¥ .

BloomindexermistczCIsktc©, toj OdzdL z¥ h OW cor e.
spdztso dzv j d3r 2 ddzHj € bl oom bits Hdv I

|

config.go

Config-flste C skt ®, MBHjty O OW Cdlt dcked

- Genesis *core.Genesis ‘toml:",omitempty€ | dzjsLdgtdift ( dzlz dzj 9
Cslstster 2 BRZHJIs LOfdmMOdz 9 t1, 4 Mdzd



https://ru.wikipedia.org/wiki/%D0%A4%D0%B8%D0%BB%D1%8C%D1%82%D1%80_%D0%91%D0%BB%D1%83%D0%BC%D0%B0
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Networkld uint64- g H j dels % ( C Olsste Mjlsd, (o j
Heedds ZyOmlsddS Od Mjlsd. 1 sLotsdyjk
ftedoQlsdpd Isqd;

SyncMode downloader.SyncMode ffj H&Mmlskzf dzr j dBj sty
ZHOd] dzr ;

SkipBcVersionCheckdzOfmistets?2 € ©, tslsdzj dgv s h Ow
H Odzdz" - ;

NodeKeyContainerl D S tsdzlsj 2 dzj 6O stedflsts) tofs
[ Oofmisj eyl ? dz;

Etherbase OH tc j fi3tsfdmy Otz & H dzv  § sdzz yJ ded v ¢
dMmMdzd HOdgdz 2 EL jdz Md3O2ded dz B dzts € ;

MinerThreads € sdzd yj Mlsets Htshiskzyf dz" = HdzW
ExtraData H S sdzdzd Is § dz' dz" § H Odzdz" 4B, dzCO ft o fi
GasPriceyj dzO0 4 OL © Hdzvw o yd mezd i§ gsGaskz O
Ethash izOMistcts?2 € d Et hash POW OdetstedIsd
TxPool-dzOMistets2 ¢ d f 2dzO IstcOdzL OC yd 2 ;

GPOgaspriceConfig/ / [ § yGhgPrice@racle( disH zdz2 , G s
fteiHMCOLT 90JIs (o ydmdzw jIs) yJ dzlz dz

EnablePreimageRecording/ { OL toj M j dzd JjSHASIs fif dBjtsyscB ¢
M.
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db_upgrade.go

upgradeDeduplicateData() ftsejtewjls
sBdatseo dzj dzd v, Jj Mmdzd dzj sB-%lisded PGk , | SEls &l
sBtcOh jddw € BOLJ HB LOoJjth jddvw {tofs]

gen_config.go

Jddejtedtolzjls BI jCIs Config dL WO2d&O
By dzs fsH o Vd@Asdz, of tdajmldes §ted HEMISOo

handler.go

ProtocolManagermilstezC Iszte ©, MtsH jtcy O OW o M B

qitf sdddlsj dd, ¢ Okt jzdb 8y izl teEs Odd j
ded 7

- txpool-sBi j Sl fkzdzO IstcOdzL OC yd 2 ;

- blockchainntsBi jCIs tt;

- chaindb-sBi j¢Is BOL" HOdzdzr n, rtcOdgvh j2
- chainconfig-sBi j§Is Chai nConfig (S¢tdWdck
- downloadertsBi jSIs LOGtelkzL ydec O B AZsC t59 ;

- fetcher-tsBi jCIs MBtch SO HOdzdz" = 5 HBsMls
- peersdzOBtstc Lo jMisde m» kL dzE f dese;

-  SubProtocolsdzOmMmde P2P ftelstsCtsdzsce, HBMI

metrics.go

10Btste BjltedS, MsBdeOj & & §sHMdMlsj dt
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peer.go tdftejLjdzlsOydwy CtsdeCtej sdetse s kL dzO o {1
CCLiBfdwte MstezCIlskzter peer MHjtydls
odtemds et sdzO, dHJ disdWdSsOltsts, =~
BOMMddaL Gepd 2 d BdztcCtse, dLeojMmlsder 7 kL
v0OC i, o W¥W0O2dzy MtHjty dlsmw dzOBtste Wl
Ylsdddjy MmMlsOlkzMO EHOM ddscts kL dzO, L Of
d Htekzetsj) .

protocol.go stsdzmlsOdzls o jtemMd? JoslsitsdzO d SBHT

sync.go syncer( W z dz¢ ydw MmlstekzCIlskzter Pr ot ocol Man a|
fjtedsHdyj My MddzmtesdzedL Oyde kL dzO MM
ndhd d BdsCd. lttsyjmm or Bstc® dzzyh j ¢
ftei HMIsOQoadzv jIs MsB2 o' B Bidk K tdedzs2B hjdi
(total difficulty).
synchronize(W 2 dz¢ ydvw, ftesdL otsHWh OW fMmddz tots
PHOdz dzdz" d3 L dztsds © tojyddsdd Full Sync.

downloader

downloader/api.go

PublicDownloaderAPifistcz C s tc©®, MBHj ey O Ow AP

sjSkhjd MisObkMmj MddmtesddL Oyd
SBteON jdedw ¢ HOdzdz' &3, S Blstster j
dzOtckh jdzdv BjL 5 Ofpdatsfls d .

d. 1t}
BClzls i

downloader/downloader.g(

{ddddr Mddentesded L Oyqdd:
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- ful-L OetkL €O ofMin BASSCBSO d ©90dZdHOY
- DownloadermMlstczS Isktc®, toj OdzdL s h Ow W Iz dz€

- BlockChain-d dzls j W j 2 1), ddz€ Of Mz dzdtelzs h d 2
fsdzdes? Mdder tesdedL Oydd (full or f ag

downloader/events.go

1 OBt MsB' 5d2, dMysd Lbjd & Hdov {1

downloader/fakepeer.go

FakePeermilstezC Iskztc©, toj OdzdL 2z h Ow fdtc BJL
9 MiBwY LOGtkzL yYyds BizsCtse (downl oade]l
sfjteOoydvr 5 MddrtesddL Oydd f Mk j 0l

downloader/metrics.go

1085t 6OL dzdyds » BjlstedS, MseBdtOj B A

downloader/modes.go

1 OBt CdMisOdzls toj yddtse Mmddzer tesdzad L Oy«

downloader/peer.go

Peerrd dzls j el j 2 ), dd&S Of Mzdzdtelze h g2 Wk dzS
MddezmtetsdzedL Oydd f EZHOdz dedgr &3 f d tots 3.

peer-filstezCsztw®, HtjHMisSOo dzws h Ow € t5dz tej
fesdMasHdl fodzyjddj S2jhj2 d BdsSC Sy

peerSetistczCIskztc®, rRtOdwWh OV JdaW stcBQ P ¢
9 fsyjHlkztey LOctekzL ] BAEESCtSO.

downloader/queue.go

QueueMistczS sktc®, rRtOdwh Ow yjtcjHd L OH
CsdeSteg Isde” d3 n g " Ods.
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downloader/statesync.go

1 OBtste fMistekzClskzte HOdzdz 7, HAY §jt6jHOY
sBl jHdWshdR dzjMStsd Cts5 L Oftesitse o

downloader/types.go

1 OBtste fMistekzC skt HOdd 7, d(hftd LEzj B !

fetcher

fetcher/fetcher.go

FetcherfMlstczC Iskztc©, MtsH jtoy OF OW d MY tsdzdzed Is J
ZOSC s dzj dedj Bl Wodzj dzgd?2 8 BdzsSC Om (bl ¢
f zOdzdtetso Odzdy dr LOGtlzL ¢d.

fetcher/metrics.go

1 0BBste t.OL dzdydz » BjlstedS, MtsBdteOj B A

filters

filters/api.go

[fdMOdzedj] oMmistetsj dedzr 7 Wddz' stetse  Hdzv L
Hdzv oL dBtsHj2fiseadw fg 1 Isddd % ddz IstcOq

filters/filter.go

10Cjls filters ©jOddLizjls Mdfsj Bk §
Filter-fls e Cste® Hdzv §odzyj ddY d % dd Isi
Backend-d dzls j 6% j 2 ), ddzS Of Mz dzdelzs h g2 Wk da

filters/filter_system.go

EventSystemfistcz C sztc©, tj OdzdL 2z h Ow f sSH Y ]
sBtcOBOIsT 90O h Ow MmsBrIsdw d fjtejHOE N OY
L OHOdzdz" d3d Ctedlsj ted W d3qd .

SubscriptiontsB i j $Is HOdgdzats?2 MistezCIskzter MmMtsL H (
MdBw dzO Y dHOdzd"jIs § s dAC ot e flafsfg SO Mdz® )t
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gasprice
gasprice/gasprice.go Oracle-MlstczCIsktc©, ~tcOdzwh OW yjdzz cOL O.
dL yjdz cOLO dzj Csbststeses S dzdyd Mlse O
(suggest) yjdz cOLO, dets dzj or fls 0o dz
event event.go SstsH toj OdzdL ¥ h d2 Ghdetso dets? W k2 dz€ yd 5 dzO«
feed.go SsBH tj OdzdL ks h d2 citsHfdMCE dzO WdHT e
otsLotON OjlsMw dzgj 5 LOftesmMEz, O ils{
gdzls j oW j 2y, yjtejL SClsster 2 kEMmMlsOdzsso dzj
subscription.go stH tj OdzdL ks h d2 ctitsHfidmMCEze dzO ¢ s5dzl
M Isdd mrihdukzjkmhy ft WOCkkz tBdOtk)
dgm¢ Ols: MmMtserlsdw COYHM2 ©OL B ofmj?2
internal [ethapi JfdmMOdedj ddzlsjteW j2mMse, Cwltster j dMmi s
Csdi3f Odej dals Odsd  fd Misj d3r .
/ethapi/addrlock.go Il &zsCdtesoaC O mutex ftod ftesyjHEZiG] MSL |

/ethapi/api.go

AzdSydd HEY sfjwOyd2 HeMlskzfd & i s,

/ethapi/backend.go

JIdmOdedy ddzlsjteW j2MO Hdzv § sdzzyd ddw |
oLOdABsHj 2MsadwY kL dzse &jyHE M ts2.

/ethapi/tracer.go

1 dBdzdslsj SO Hdv Ctdbttdy dMnfsddj ddw
[ Ofisj ey 2 da
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lisre ddMmlsj B3O ddelsjteftcj lsOydd Javascript,
[ Ofmisj eyd 2 dz.
/jsre/deps rdqted Ssstedw M JS LOadmMddismisw di3d dzj 5B |
/jsre/completion.go ] 86dS 0O OolstsHtSY sdzdzj ded?2 o € tsdzitsdzd .
ljsreljsre.go RunTime Environmers dz¥ava Script.
ljsrelpretty.go RdzMistclz 3 dzlsT Hdzw W istcdzOIsdtotso Odzdw o' 9t
/web3ext/web3ext.go JYdMOdzedj ddzlsj teW j2Mtse HAdzW MecdzOMso O
RunTi me Environment GCdifnsdzd d s R
4. |s sd3f tsdzj dzls | crypto sha3/
oLOdBsHj 2
Cted ff stsmtej | sha3/doc.go s tsd3d3y dzls Otcd 2 .

sha3/hashes.go

{fdMmOded j ddalsj el j2Mse.

sha3/keccakf.go

bz stdlsds KECCAK (sfdse® sha3) .

sha3/keccakf_amd64.go

Rdzls j oW j 2 ¢

SflsdddL qotso Odzdats dBlz dZts H 12 ¢

sha3/register.go

SBH Hdzv fBHelsseaCd ddzsjteW j 2 Mse .

sha3/sha3.go

ANedzSydd ftsHEetslstsea S d HOdMzdz - .

sha3/shake.go

[fdMOdd] ©OBslk' Mstddygd HERHBILGPT:
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sha3/xor.go t ddd3 Hlfvj tx@yd 2 .
sha3/xor_generic.go JfdMOdedj tedyddBO tcOBSlIsr xor .
sha3/xor_unaligned.go JfdMOdedj tedddBO tOBSlIsr xor .
sha3/LICENSE Jdyd dz dw dzO s ha3.
sha3/PATENTS 1 Olsj dzlsT sha3.
crypto-csp common.go 1 OLBe " j BYfjttOydd.
crypto.go JidmMOdedj] WEkZdSyd?2, dIdhfEegzsBibPB3tss Odzdg?
[ Ofmisjteyd ? da
cspc.go ANzdzS ydd, BBjMmMfjyde Ot hdj ktese jdz OB
f OMmis§ eyd 2 da.
curve.go ANzdzZC ydd H&vW ttOBslsr M Ctedots?2, MmMBLHOY
fsHetslstsoaCd HOdzdz" = Hdzvw CSP.
hash.go RdzlsjteW j2f) Hdzw MjtesdW¥Wdydtetse Odzdztse s = |
params.go 1 OOy ster Ctcdo 2.
public.go 10BBBts WkdSyd?2 HdAzv tOBGISr M § kB dzd ydz
testing_utils.go 1 OBtste IsjMlsse H&zv wOBBISTr M CSP.
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s s tsdzd dzls
OHtj MOYdd
Eyomlsdzd € s
fjlsjotcet
9L OddisH 2 1

accounts

accounts.go

daHjteydls MdzjHkshdj MbttkzClskzter H Odzdz |
Account-f toj HMMIsQo dzv jIs OCCOkdzs [ Ofmisy teyd 2
OHtejMmMk [address, URL] .

Wallet-f 6 j HiflsOo cdzv jIs flesccOBBds Jqdd Of
Cltstets] sy jls MSH ey Ol! SHJdz ddd dal

Backend ¢ f sflsO@oh d¢ ¢ sh jdgisy§ Ge i s ot ©ls?
Clstster j] Bsckls fsHfdm o0k! IlsteOdzL OF Y
Ik ©OBGikE.

WalletEvent-msBr Isdj, MLHO9 O Bsj backend

mMzj s hdr Hj2Mead?2:
- WalletArrived-f sH € dz6 yJ dedj dztso 5B Cdsdeg d¥ @
fdmlsj Biz;
- WalletOpenedz fntf j h detsjy ®lsCter Isdj Ctsh jdzr €O
- WalletDroppedL OCtcr Isdj (EZHOdzjdzdj) Cwh j dz!
errors.go 1 0Btstc ff jtoj d3j dedz" =, MBHjtey O d2 GCtHT {
OCCOEdIsOlBd d dmr fdmMOdzd 4§ .
manager.go stSH Yy dls MlstckzCIsktcz HOdzdzr = Manager (
Managerkz f cQo dzw 8 h OW MstckzCIsktcO® HdAzv tBh j
fsHfdmMOdzdwY IsteOdzL O yd?2 .
url.go URL-MistczCIsktc® HOdzdzr n, HtojHMISO0 dzv e h OW

Cdzs yO:
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'y S s d3tf sdzd ¢ 10¢4ls ANO2 dz JTdMmOdzedj W O2dzO
- Scheme dzOd d3j dztso Odzdf j ftelssCsdzO MawL d;
- Path-OHtj M, MtsedzOmMdzs ff eslssS 5dzO.
keystore

keystore/account_cache.g

accountCachets j j Mistc o Mjr OCCOkzdzlstse, dzOR tsSH
MsHjteydls YWEdSydd twOBtslsr f tj j Mistesd

keystore/file_cache.go

fleCache-C 1 h W O2dzse, ®BteOBBIsOdzdzr = ftod
ntcOdzd dzd M 2.

keystore/key.go

Key-iMistczCsktc®, rtcOdevh OV HOdzdzr § 5B 0OF€
- ld-dHjdesdW S Otste OCCOkdzsO;

- AddressOHtejf OCC Ok dzls O;

- KeyContainerd 3% Ctsdzlsj2dzj t©O stedflsts) tots,
- Passphrasef Otetsdz! Hdzw Ctsdzlsj 2 dzj ©60O.

keyStore d dzls j 6W j 2, ftjHEMsSOodvs h 2 Wk dz
Hg e .

keystore/keystore.go

KeyStore-istcz C Iskztc©, wlstsBtcOy O h OW S tcOdzd d
stsHjteydls MdmMse Ch jdz S8, ddalsg oW § !
(account Cache), Mfdmss ©OLBAESSJso |

keystore/keystore_plain.gc

keyStorePlainfistcz C sktc©®, ~RtcOdzv"h O OHtej M ~to
WO2dzse s2 MmMdMmilsj d&3J .
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q s s d3tf tsdzd ¢ 1 0C4ils AO2 dz JTdMmOdzedj W O2dzO
keystore/keystore_walletg k ey st or eWal | et tj OdzdL kzjIs ddzlsj tew j 2
9 nttOdzd dzdh j €zt yd 2.
keystore/watch.go watcher-dzOB dz¢ HOIsj dz2 L O Hted SIststed j 2 n O
M sdvw, otLddtOoshd] dO0 Ekttseodz W O2(
keystore/watch_fallback.g(t j O©dzdL Oydw watcher Hddv dzj f SHH ]t do(
keystore/testdata rdqtoj Clsstcdw HOdzdzr « Hdzw IsjMisse accoul
6. | s sd3f tsdzj dzls | ethclient ethclient.go Rdzlsj teW j 2 Hdzw WER yd2 Cdzdj dzZs© RPC.
oLOddBsHj 21
fsd Lso Ols| signer.go ANzdzS ydd Hdzv fsHfdimd HOdzdzer = yYjtejL R
console bridge.go Bridge-C sdzdzj S yqv-&3j Btsaser i mbwirr 9O hda |

OpenWallettsBY tgIsC O HddzY personal . openWal l
Msseh jddvw B h dB ¢COSH @ dzddz O tfstis@nts © I$°d

UnlockAccounttsB Y tolIsC O Hdzv pentsomd)f.sdn lL dzg s
f Otetsdzw, dzj BlssBteOy O h 28 fMmd dgo sdz" H dzy
sted ¢ d dzO dz' -diglsls tsH R PEEOL B dzsS dtetsoa ¢ d OC ¢ Of

Sign-sBY 6IsC O Hd&zW personal .sign. RMmMY
SlssBtcOy O h ¥ fd dgo sdzr AW @ GBBidzlz yg dadrwi
stcd 6 d dzO dz' -digjsls tisH RBPCsH Y dMd IsSteOdzL OC yd d;

Sleep-B dzsC qtolzjIs CtsdmMtsdzr d&zO L OH Odedzts € f

SleepBlocksB dzts € Jtelz jIs S sdzmtsdzr dzO L OH O dzdzts J
Bsy dzs L OH O [sO2 BOEZIS Hdzw tcOL B dsE d 6
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f s sd3tf tsdzj ¢ 10C]1s AO2dz JTdMmOdzedj W O2dzO
Send-tc ] Odzd L -gzslstwe b8 e nd.
console.go Config-€ sdzdzy S ydwvw CdW e kztcOyd2¢ tvd s dap;mls

Consoled dzls j tOCIsdodets] tCtokzy jdad j-C BEHZ®. 9T |

prompter.go

UserPrompter dzls j teW j 2 ), ftcj HisMIsOo dzvs h d2
HdzZv LOfteshMO o9oatsHO E ftdz L tso Olsj dzv :

- PromptinputtslssBtc O OjIs f jtoj HOdzdz" 2 f sdz! L
99 BH WABHscsj CMIsO, oftsLoOotO OV 9o SH

- PromptPasswords Ists B tc O t©OjjHsO ddz" 2 f tsdz' L 59 Ols|
LOftcOh o Oj Is-dzd BtsHISS OO oL OO OY
LIssdz, o9otHB 2 §odz LtsoOIlsjdzjdz Isj ¢ f

- PromptConfimtslstsBtc Oy OjIs  jtoj HOdzedzr 2 1 tsdz
LOftcOh o OjIs Blzdzjor 2 or Bfste, otsL 9 te(

- SetHistory-E s Odz0eo dzd 9 Oj Is G dzzB d dzz d Mls 5 tc

- AppendHistoryr H sB Qo dz¥v jIs tsBl jSCIs o dMmiststedy
StsGHO J clsitdz XsGlsitd o " § tsdzded &zOfy! 9 O

- SetWordCompleterz s OdzOeo dzd © Oj Is Wk dzS yd¥ HTS
prompter BEHJIs o7 L™ 90Is! HdAdw or BB

Qo lstsHBY tsdzdgj dzgdW CtsdiZOdzH" , CBEHO { ts5¢
testdata vifMmMistseor j HOdgdzr | Hdzw IsjMisdtetseo Odedw {f
rpc client.go ssH Cdzdj dzZls© Hdzw ftsHCdzs yj dedw € tsdzfmts dz(

LOf EMS Ols! o€ deg jydplss®. RPC
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f s sd3tf tsdzj ¢ 1 0Cj1s AO2dz JTdMmOdzedj W O2dzO
doc.go s sd3d3 dzlsOted 2 .
errors.go JfdMmMOdedy thdeBC.
http.go HTTPfjteo jte Hd&" HTTP RPC.
inproc.go SBH §tsHSds yj ddwyw ¢ dzdJ dzlsO.
ipc.go IPChhjtea jte Hdzw | PC RPC.
ipC_unix.go tdddds | PChdifigdyj dg.ni X
ipc_windows.go tdxddas | Pdnduimeyj dgvi n
json.go JSONC sH j & Hdzv tHicGsttlgdaf 2RPC
server.go stsH RP®o j 0.
subscription.go sdMmisj 30 ¢cftsHfdmMEde d&O Mmser Isdw ( yd te
types.go JfdmMOdedy bdfse d ddalsj W j2mse.
utils.go SBBH HMhzv dsteddOdzdL Oydd Hfides) v dgd .z § tc O {
websocket.go StSH HA&V ttOBtsltMsRREGryjtejL o9J B
7. | s s 3 tsdzj dzls | ethstats ethstats.go 1 0Cjls Hdzv odzzlstej dzdzj 65 dssde Iststed dzg O

Bsdzd sstcd dz

log

term/
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f s sd3tf tsdzj ¢ 1 0Cj1s AO2dz JTdMmOdzedj W O2dzO
doc.go s sd3d3 dzlsOted 2 .
format.go JfdMOdedj Wstcd3OlsO ftoj HiNlsOo dzj dzgd W H O dz(
handler.go stsH, fdmreOshd2 w©OLd J tjyxdd OB
handler_glog.go sBH Hdzv LOfEMCO ftosoO®2AHjtetse M d deH d ¢
handler_gol13.go 1 OMstes2¢d dzsecjtcO® fsH Ctsdbtejlsdzlze 9|
handler_gol4.go 1 OMstes2C¢d dzsecjtcO® fsH Ctsdbtejlsdzlze 9|
logger.go stH ddzdydodzdL Oydd Hdw dhftsd L s Odzd
root.go JfdMOdzdj HjttjoO ftosoO2QHjlete dzsec o .
syslog.go RdzlsjteW j2fM Hdzw fjtejHOYd dzscse o W itsl
8. mastertests - vsifMmlsr WEedS yd?2 ws1RrR [OMilsjtoyj 2 dz, dzOY ¢
o sMmMlsOdztso dzj dzdj kB dzd ydese s € dzt yO duL
img - 10C4ls Hdzw MIsOlsdud MS dr d rdsiBiteOny d) lsi=t@d d
MeHjydls WEkdS yd?2.
params bootnodes.go lemlss?2 Bl jCIs, o Colststetsds Bseclzls B Is/

44 2yofm tsdzd §JjtejHOE Ismw

fted MmisOwls] kI

config.go

[ OL destsB o OL dz' |

Ctsdzhls OdzlsT HdzW tOL dzF o
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q s s d3tf tsdzd ¢ 1 0C4 s AO2dz JfdmOodedj W O22 zO
denomination.go - Wei=1;
- Ada=1e3;
- Babbage = 1e6;
- Shannon = 1e9;
- Szabo =1lel2;
- Finney = 1el5;
- Ether = 1e18;
- Einstein = 1e21;
- Douglas = 1e42.
gas_table.go vOBdZdYyoO M L OHOdzdz 3 yYJj dzOdsd L © G OL |
OB BIsT .
network_params.go 1 OtcOd3j Istc Hdzw MlstelzCIskzter H Odadzr 7.
protocol_params.go 1 OteOdBj Ister ftoslssCsdzO [t .
version.go JidmMOdzedj BBI jCIO, o Ctlststetsdy fMisn tc Odz
tests - 10Btstc Isjfmistse, fHted Stsif ddwydd dzai d Mt
vendor - 1 0Btstc BdBdZdBSIS] $, dMftsd LEkzj 3" = f dzOIs\
build - eaBH ity dIls MCtedfilsr Hdzw MBS d s R [

#4S1R [ Ofmls

ity ? d
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g/

s s i3t sdzj ¢

1 0C ks

ANO2 dz

{fdmOde] J

w02 dzO

containers

10Cjl MtsHjteydls WO dr
LOfEMCO [ OMisjteyj2dz o

Ctsdzls j 2 dzj tets® D
dLsdd o Odzdz -
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AUl SARE

strRYIuv[oOroltuvrtd

g/

AlzdzS ydy
Ctodf stsOH

1 OL dzO0yJ dzd J

lasHde §  OtQ

T atsHdz § fOte

ANzdzC ydd

Ctedflstsi
stedfls 0SB s

1.

Gost34112012_2!
6(data)

I oyd fozj dzchf iz dzSmy
e ZOMmdas fls O
34112012 256 BO

Byte[] datai 3O fmfMmde B
Cslsster n dzj
f smyd s sz dgSry s

Byte[| i dzOfmMMmde B
9" ydmdzj dzdzr 2 =
BO2Is0O.

1. CryptAcquireContext()

. CryptCreateHash{) ntsL H
. CryptHashData()

. CryptGetHashParam{)

N

fsdizyj dedj H

4 M
Cedilssftcse O2 H

Oo

sBil jCkO Rjhdtt

o' Mglzj dzdj =~ 4 M O
fsdizyjddj nd"C
BZOMMdo ©® BO2IsBg
ndhdtctse Odzd v .

Gost34112012_2}
6Hash(data)

I mydmdzj dzdblj z dz&qr
Mts ¢ dzO m dzts Mmls O
34132012 256 BC

Byte[] datai i3OMMmd e B
Cslstster n dzj
f smudls Gislz dzSaydhe

Hashilsdf B j tlsS

. CryptAcquireContext()

: Cryp_tCreateHashQ)fr]is LHO
. CryptHashData(j

. CryptGetHashParam{)

f sdzlzdyij da j MCtedy
Cediflssficso O H j

sBl jClO Hjhdtst

or ydmdzj dedj =~ dn
fodzzyj ddj ~jhC
BOMMde ® B Ot
Tihdiese Oded W .

LoadContainerInf
o(filename)

} sdzz yd ded i d d3d
Ctsdzls j 2 dzj 6O q

ntleOdzv h jesmw
fdmisj &4 .

String filenamei d d3w
Colststets d3

ddztt stedsOydw

dzj sBRtsHJd BSG s
Cdzt yj osets € tsdzly

w O
o)
g

1. Stringi d d3w € dz¥ y |
Ctsdals§ 2 dzgj t60O;
2.Errorilsdf ©hde¢

Mazz yoj Eenfj A

ANzdzS ydd
dMmf sdz L s smw .

sted ff Ists]




175

) Alzdz€ yd Yy . . - Co T otsHde | 0Ot nEdeSydd Stedf st

f/|CtedflstOH L Ot k2O ded gl nbHd | (OBO stod{ Is kOSB 5

4. | SaveContainerinf| 4 575 tc O dzj dzd j String filenamei 3% W O|Errorilsdf thdsSdakzdzS ydd stedtlst]
o(filename) Cdzs yd otsets C|Clsstetsds demfjin0o nil. dmf sdz' L lz¥ lsfyw .

¥ 02 dz, ~nlcOdew | deW stedzOydw g
WO2dzses?2 mMdmis|dy sBrBHJ®BSGE S
Cdzt yj otsegts ¢ tsdzly

5. | CreateNewKeysC gy ts. H Odzd j dzats o 5| String passphrasé f  dz | String @ d dgw ¢ dzv | 1. CryptAcquireContext()
ontainer(passphre ¢ s dzls j 2 dzj 6 ®. R|S ¥ yj o565 C szl S tsdzls j 2 daj t6O. fodzyj ddj HJiMmg
se) L OHOJ Isfw fd 1 Ciedfstsf tctso ©2 H J

) 4 _ : . CryptSetProvParam{)
$Oud mMise j dd3j dz z )ls O dats sSSs &f d dz
hex ftojHMisOs dz Cdzt yd ose s ¢ tsdzl
¢ dzs 4O, n tc O dg» . CryptGenKey(Ji ¢ j dzj tc O]
Cdzs jotsds € tsdals ‘@Yo,

6. | DeleteKeysConta| v H O dzj dzd j ¢ 1. String containef d d3w void . CryptAcquireContext()
ner(container, |[Ctsdzlsj 2 dzj 6 O. Cdzs yjetsets ¢fs fsdzzyj ddj HJMS
passphras) 2. String passphragef d dz Ciedfstsf tctso ©2 H J

Cdzt yjotsets Cfts . CryptSetProvParam{)
ZMmils Odzts €S Of d dz
Cdzt yj otsets € tsdak
. CryptSetProvParam{)
ZHOd] ddd ¢ ds yd
Ctsdzlsj 2 dzj t60O.

7. | UpdateKeysContg [ B dzts o dzj dzd v -S s+ 1. String containef d dzw void . CryptAcquireContext()
inerPin(container, ¢ dz yiji o s 5 C s Caz¥ yjosegts Ctfs fsdzzyd ddj HJ MY
passph(rase w40 o 2. String passphragels j € iz f Ctedflssf tctso O2 H J

) B D
newPassphrase) fddz CtsH € dzt y . CryptSetProvParam()

Ctodals j 2 dgj 60

Iz ls Odats 8CSs &f d dz
s dz

Cdzt yj osets ¢ I
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) Alzdz€ yd Yy . . - . T otsHde | 0Ot nEdeSydd Stedf st
f/|CtedflssOH L OLdzoud dedd dnbHd J [OBY Stedf ls SOSB s
. String newPassphrase 3. CryptSetPragParam()i
dzso " 2 fddz € dz tsB dzts o dzj Gzt H OF d ¢
Codzlsj 2 dzj 6 O. Cdzt yd ose s ¢ tsdzl
8. | GetPublicKey(co |1 tsdzlz v § dzd j g 1. String containef d d3v Byte] i d30fmfd e iz| 1. CryptAcquireContext()
ntainer, ¢ dzs YO fts g Sd&*uieset (6 LdzOyj dzdj ¢t fesazzyj ddd HJ MY
passphrase) Csdzls i 2 dzi tel . String passphrasetf d dz ¢ &0 64 BO2IS Cicdf Iststf tctso ©O2 H j
4 d : Cdzs yjotsets Cfts r . CryptSetProvParam()
ZMmils Odzts €S Of d dz
Cdzt yj otsegts € tsdak
. CryptGetUserKey()
fsdizuj ddj Bl j
. CryptExportKey()i + € M 1
slsCter ssets € dzs
9. | Sign(container, |1 tsdzzyj dzd j f tsH| 1. String containet d d3v Byte[]| i 8OfMmdoe 8| 1. CryptAcquireContext()
passphrase, hash ¢ dzs v | 5 g Sd&Fujetsets Cfs O i i fsdzzyj ddj HJ MY
gsd;ls”gdz.l{w . String passphrasef d dz .Lf uJ dad J " ZZ Ctedf ssfiese O2 H
d d ' Cdzt yjotsets Cts ysngdmd. rod . CryptSetProvParam()
Owze sted Is &3O .Byte[lhashin jh o 9BO2BO fHTdM( ik odsts eSS Of d dz
dmftsdz L 2 Ismw - BOMMde © BO2AI{34.10. 2012 25 Cdzs yj otsegts € tsdzk
2012 256 Bdls. dz2j sBrBHdBS Jlyjlsdshlsd H dzw 3. CryptCreateHash{)ffsL H O

o tsmmis Odzts o dzj dzd
¢ dzs yo.

sBl JCIO "njihdtt
. CryptSetHashParami)

EMlsOdzso C O W OCK
LdzOyj dzdw " jho
HOdz! dzgj 2N j2 1 SH
. CryptSignHash() o r yd i d

fsHydmd.
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Al dz€ yd Y o i} r JrosHdr j] §0t AkdSydd Cwdfilsts
f/|CtedflstOH L Ot k2O ded gl nbHd | (OBO stod{ Is kOSB 5
10. | Ecrecover(hash, |1 tsdzlz y j dzq j g 1. Byte[] hashi Byte[] i &30ffde | CryptVerifySignature()  tetso |
signature) Cczs YO o odHj Sgggdgg%%?;é L dzOyj dedj GlsSt|fsHidnd.
is _ BthGq( 2. Byte[]signature’fi;[1*5HI]’q’f'”thOdZC[LtSSOdZdZ
fMsseh jdds d | sls hash o od|l ZJdO 65 BO2?
®BOMMmde O. L 2Oy dedj &3 ¢ 4 ¢
d dgtt stedsOydw tq)
+ 64 BO2IsO ls
11.| SigToPub(hash, |1 tsdzlz y j dzd j f 1. Byte[] hashi 1. *PublicKeyilsd§f tBlAkzdSydd stdtflst]
sianature ¢ e - stodeddzOd df 2| d&zOH St ls' ddMysd L s lsmw .
gnature) Bw gO Ssaq;i BO2ls BOMMdo Ol 2 Emorilsdf " dsd
dJgo ¢ 9 2 Byte[signature f s5H Y | MezyO] LMY d
Msseh jdds d | sls hash o od
GzZOMMdoe O.
12.| PubkeyBytesTOoA| ] tc j sB tc OL 59 Odad | Byte[l keyi slsC ter Is"™ 2 | common.Address i Isd|[Akdydd stedflst]
ddress(Byte([] Cdze yO o Isdf oOloadHi dBOMMdea O B oOHtj MO. dMmy sdzt L 28 Isfpw.
key)
13.| PublicKeyBytes(p| } g j sB tc OL 59 Odzd | *Publickey pubKey i Isd|Byte]] i slsCter Isr 2 |[AkdSYydd stdflss]
ubKey) Cdzs yO dL MfjysBiteseO %ZOH |pdHj &OMMdoo |dMIBA LEYISMY.
o ®&OMMde BO2Is|E d&z¥ Y.
14.| InitTLS(container | 4 s 1 O dzd | s s p | 1. String container d d3w Errori sdf th d B ¢ d| 1. InitSecurityinterbceA()i
, passphrase dzd y o Czd i dzgld SR uUdotsets Cts(y iTO nil. dddydOodzdL Oydw
passphrase) qHB o S4d€ Car 1y Crsltstrsa{ M0 d " WldC yq2 SSP
dirsHY jes M M sd Lkjlsmw 2. AcquireCredentialsHandle()
dzd yo Mmjteo j 60O MOk sHi dNOds fMsL HOded§ LkHEsME
s Hdda dedw) . fjtlsd¥ s Oko fOCjO BjL Y Of
B

L) OMdsets




178

i/

Az dzS yd
Ctedf stsOH

1 OL dzOyJ dzd

JAatsHdr j § OO

1T AtsHd j

f Ot

AzdzSydd Stdf st
stedf s OSB s

2. String passphragetf d dz ¢
Cdz¢ yjosets ¢t

[ dzw ML HOdzd W
BJLBYOMdzsMmisd o
slsCter ssets € dzg y(
Cdz¢ yj otsds ¢ sdals §
MsLHOJ Ismw mhod
Md tlsd¥ ¢ Ols. [ dzv
dmf sdz L ¥ Ismw
WizdC ydd:

1. CryptEncodeObject()
CsHdtseo Odzdd dc
dzj sBrtSHJ S22 H
mMitlsdWds OO o
ASN.1,;

2. CryptGenRandom(j)
fodzyj ddi §Mis
ydmdzO Hdzv ¢ j daj
mMitcd?2 dese ts dzts A3y
Md clsd¥% d<¢ Ol ©

3. CryptExportPublicKeyInfo()

1 CMYf stels BIsC ter I
odHj BLOB Hdzw
fsRiMjddw o Mmj

4. CryptSignAndEncodeCertificat
e)imMsLHOdzd ] tsBI
mMitelsdWds OO, |
CsHdtetso Odzd 4 o
ASN.1;

5. CertCreateCertificateContext()
iMsL HOdzd § € tsdzls
Md tlsd¥dE OIsO HC
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) Alzdz€ yd Yy . . - . T otsHde | 0Ot nEdeSydd Stedf st
S r Ot Q
f/|CtedflssOH L OLdzoud dedd I nsHd Stedf ls SOSB s
dmf sdz L so Odad W
5B d3J dzO d dal tste d3C
ftoslssS sz t 1| s;
6. CertSetCertificateCoaktPrope
nyizmlsOdzseo § © ¢
Ctsdzlsj 2 dzf €O H dzw
mMitelsdWds Ols0O.
15.| TisClientHello(no| A st d3d te s O dzd j Byte[] nodei tsls€ te" Is" 4 ConnectionContet § s dzls | InitializeSecurityContext() |
de) fstse M j ded W CizHOdzj dedletse s BEL (fytsj H ddzj dzd W . RMtsL HOdzd § € dz§ jsdiAl
slsftcOoCd dO MmftesdmrtsHdls e Mmjej ®cOdHO|BILBY OMdshisd.
fMtsj Hddzj dad W . g MMmde d § ©¢ jhandshakéntstsen j ded W ,
i tco j 60O. Cdzd j dgls HBsdzy jdz
d sBtcOB OIsT 9 O]
handshakéntstsB N j dzd v .
16.| TIsServerHello(pg [ B t OB 5IsC @ He | |Byte[] packetin T Hello| ConnectionContext ¢ s dzls | AcceptSecurityContext() T
cketln) Cdzdj dgls® d w{MBsBhjddj b ¢fmsjnddddy. ANSLHOG]] fhjtojt
slso jlsdzsets Hel o MjsBj ®&BOdHO|BILBYOMdshisd.
fjteo j 6O H dzw i Mmde d o GSdg handshakéntstse M j ded v ,
C dzd j dzls . Cdzd j dzls O©. Mdteojte Htsdjd

q SBtOB O’ 8 0}
handshakdn s tsB h j dad W .
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Al dzS yd Y

1 OL dzOyJ dzd

JAatsHdr j § OO

)|

rASHA

f Ot

ANzdeCydd Ctedtf Istsi

f/|Ctedf sSsSOH stedff IstOSK s
17.| TIsClientStep(pad [ B tt OB 55§ O fn ts| Byte[] packeti § ©C j Is 9| void InitializeSecurityContext() |
ketln) tg,oqz)g(?: [j'.tgts‘qJH BBCBJSZ(? h ) 06 s tGJLIzdlesfm,SLHOJIS Cdzd 4 dzls
sls Mjtejtto d |MEGBNJjdd"d] &l Csdzlsj G fmls mBJLBﬁOfndzBfnlSd-
slso j lsdets @ ts fts handshakéntstsB " j dzd v ,
Cdzd § dals O. Cdzd § dzls i jisteizy H @ds -
9" LT 90j Ismw H 1 d sBtcOB Olsr 9 O}
slso jlsO®O SEC_E _ handshakéntstss  j dzd v .
18.| TlsServerStep(pa| [ B OB sIs¢ O fn ts| Byte[] packeti f ©OC j Is o void AcceptSecurityContext() jtsL H
- ) . . . }
ketin) ts0d3con_qtstquH tSBd34§lz(_3 thQJls tGJLBdZJler];tsaJtsdzi
Slo jlsdsd s s handshakéntstsB M j dzd v ,
i e j 6O. Mdtee jto HEdey] dE dif
9" LN 90jIsmw H 1 d sBtcOB Olsr 9 O}
slso jlsO® SEC_E_ handshakdéntstse h j dzd w .
19.| TIsEncrypt(packel y 0h ¥ tctso ' o Odzd | Byte[] packet i § OC j Is | void EncryptMessage() |
h W r h o W r i
In) Sl SHdGE?2 kZHOodLOMNdWtkte aOdzdwlng.ls mJLB&JB;gWZLESZdzzsz

fetse M jddw d f

tls.

¢ dz¢ YO, 9" OB SISO
f ZH Odzj dzdats 2 f
o ydfmdzvjls didist
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f/|CtedflstOH L Ot k2O ded gl nbHd | (OBO stod{ Is kOSB 5
20.| TisDecrypt(packe| t 0fmh dW¥ tctso r o Odg Byte[] packei ¢ ©C j Is | void DecryptMessage()
; h w r h w r i
tin) fr]tStSBFTJqu’W s|teOmh W tcts e SOdZdIOQ;ls tGJLIzdlestGOfn q’ tctso §>Odzd4
ZHOdzj dzdzts? Mists o Cisdzs G fls mithtSSJtGQO Jots
) tOdBS On zoj HBs®Rd] dd t
mMetseh j ddw &3 dzO U'JtGJIZfI.’]ISOdZt.SS
tls. tOL el o Mtsj HJdzj dz
21. | GetCertificate(stri| 1 ts dzlz y j dzd j fnj { 1. string con_taine'r' d dzw CertDescriptor: 1. CertOpenSystemStord‘()
. . B r n
ntg. contslner, e t;d udssds ¢ ts“l. ) 2. itr?rfg %ssghigel}sd ;BE [oytei sOMmMmdo B O2 E:'Stgstéq "5 gé Ogtég);dzc
string passpnrase d dzJ dad CBdsd 2 o yjeces Cw(HeBdUdS] § i H| 2 CertFindCertificatelnStore()
f4dted HOYd fr) M elsdW d¢ Ols O; fsdmM¢ dzj sSBRtSHC
fsdz L s9 Olsj dz¢ inti tsOL d3gj 6 d3O MM fthclg_deCOlsO;
sfMkh j Mmlse dzj ded v inti ¢ sH th B¢ d; . Get;CdleI';flca_teg'zzontgext(l)g o b
hqWicso Oded ™ dzO stringi s j S fMls sh dB %;mbgéqgébo-
. CertFreeCertificateContext{)
sfmotsBtsy Hjdadj
Ctsdzlsj €MisO Mmj tok
22.| EncryptWithCerti | z d W tets o O dzq j 1. ztr:jnzg con_taine'r' d dzw c BlobDescriptor: . Cehrst(‘gpenSylSst;mStorr'é'() &
ficate(container, |sisf tcO9 d Is i dzj azé U4 8 5665 S ) BlsLter 4 n60Odzg
passphrase msm'isqwgcés%$ 2. string passphrase d dz ¢ [lbytei 5OMmMmdo 5802 fjekd¥ < Olse ;
’ 1M d " d Cdz¢ yjotsets Cts(Hoatsdydesjy 1§ tej H| 2. CertCreateCertificateContext()

certificate )

C v yO f sdkzyOls

W

. byte[] msgi i) ts 58 dzf |
. byte[] certificateil H © 5 d

ftoj HiNls Oo dzj dzd |
Mitlsd¥ds ol o.

LOh dWtctso Odzdzts 6
intitcOL d3J & BBOMM
intir ¢ sH Bhde ¢ d;
stringi s j € Mls th dB

iMsL HOdzd § € tsdzls
Mjtd¥ ds OO &
ftoj HiNlsOo dzj dzd ¥ ;

. CryptEncryptMessage()

LOhdWtctsear o Odzd J
ZO Cdelsj CMmisy A
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Al dzS yd L ) o JrosHdr j] §0t AkdSydd Cwdfilsts
f/|CtedflssOH L OLdzoud dedd dnbHd J [OBY Stedf ls SOSB s
4. CertFreeCertificateContexi()
tfhotsBtsyHjdd]
Cdzls j CMsO ] 1ok
23.| DecryptWithCerti| { @fph W tctso r o Odg 1. string containef d d3v BlobDescripor: 1. CertOpenSystemStore()
ficate(container, stsB M | w | Sdzfyjoetsets Cfs . SlsSter Isdj ~ teOdzg
m%%mwrmmehBWifdomwsi . string passphraset| | dz g UoYte T BOmnde Mmjtsd¥ s Okt :
’ L q ¥ o Czs yjossets Cws(HoBdUds] f %] 2. CryptDecryptMessage()

slsftcOoadlsj dzj &3
Md telsdW d¢ Ols §
Cdzt yoOo f sz yOls

. byte[] msgi

L Oh dWtctso O dadats|
Mt h jdad J .

tcOMmMh dW tcts o O dzdzts
mMtstsBh j ded v ;

int T tOL &3] te c
int i CtsH tsh
stringils j € Mils th ds

3. CertFreeCertificateContext()

tcOMh dWtctsa r o Odac
dz0 CCsfigidsjy fd tels d
ftsd S dekzy dats@ s
sfkh j Miseo dzv j Is iy
AntlcOdzeddzdh j Oolst

sfMmotsBBYHJ dd]
Cdelsj SMsO M) tol
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ViR Lrr1iRrRr 1. JIRRRSONIRRL L 1 01 RC
RLP dimfitsd Lkzjlsmvw HdAY CHdtetses Odedw ( M tod Odzc
Hotsdyde A HOdMdz' 7 ( Bdd&zOteds Ri ChOHemas@ded § 1 P telONg Lz
RLP ftcddedd3Ojls dzO or-tSH H9 O Isdf © HOdzdz = :
- dbtesC O (BO2Istseor 2 d&OMMde) ;
- wfdMBS M.
1 ted RLP CsHdtese Odzd dzd ¢ OC d 4 M JjydoOodz dzr §
fsSHtcOL kK] 9O jlsMmw dadSOCdr L dzOded?2 B8 MisHjtey Odedd
RLP CtsHdttsoOdzdy (ddzd MijtedOdzdL Oydw) ftetsdL oats
1.  Mdzd o - tsH dg" JstsH Gdedp'dzj B O2 s, L dzOyJjHzf{Qf Q ustsdgjc 5[OS
SsGEHO LIstsls BO2I (ftjWdem) wedw jlsmw jcet ftse

2. [ fudzd o % s H de Js SH OdEIBsfE@ 20, RLP C(sHdese 0O kOC(
+ HEzddz0 MistesSd, LO Sl &g MdjHE] Hohs & s @ t
RZORtsHdIsMY o HJOY OL®BdZ] [O0x80, O0xb7].

. Mdzd orntSHOA Ylsts OfddslzE S © Hdzd dgs?2 BBAZjj 55 BO2I
fjtcor?2 BO2I (ftijWdeém) O0x80 + HAddO Mttt d
Colstster d3 fdzj Hizj Is flsdetis CEOO 2 Iy @zONS Hafftg s &f G fc o dgO R S H
Oxbf].

4,  ndzd o R tsHdZl §lste OftiAflz fiftsC, Mk diddO tortaBRIs ,H dARLdFB2 C O+
HOdzdz" =n: f jtcor 2 BO2I (HftejWdSef) OxcO fdzvsfy HA
M dMC O. | dzOyj dzd jd tetfsjot€ efts dlr® mES@ ds@WE tBH HJ Of OL tsd

fMdzd o - tsH dé'tjlstsH A Mjis S, Mz BBZOdzsRL R df ez to B 45¢€

Odzdz" =n: fjtor2 BO2I (ftejWdefy) Oxf7 fdz¥f

stedzsOlIsj, LOIjd&3 HdzddzO HOdzdzr =, L OIsjd RLP ¢t

0210 CtsHdseaCd dOAtsHdlmMY o HJO§f OLtsdzgj [ O0Oxf

RLPC sHdtctse Odzd | :

W = I —

def rlp_encode(input):

if isinstance(input,str):
if len(input) == 1 and ord(input) < 0x80: return input
else: return encode_length(len(input), 0x80) + input

elif isinstance(input,list):
output ="
for item in input: o utput += rlp_encode(item)
return  encode_length(len(output), Oxc0) + output

def encode_length(L,offset):
if L < 56:
return chr(L + offset)
elif L < 256**8:
BL = to_binary(L)
Return chr(len(BL) + offset + 55) + BL
else:
raise Exception("input too long")

def to_binary(x):
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if x ==0:
return "
else:
return to_binary(int(x / 256)) + chr(x % 256)

M SsHdqtesoOdzdy ftosdmMatsHdls MdzjHEe h ddi3 sBtOL B3
1.1 fjtcotsdizd BO2bk (ftff VedOdi SftciBlpe simuj &i

fpdsd M § ded g .

2.1 LOsadmMddisMmisd tsls sdf © HOdzdzr =
B 1JStsHdse Ols! tsMlsOeah s Mw yOMis:

d fmdsd " Jded™w HJ
99tsH O.

] AtsHdz | HOdzdz' j] Hd&zVWTREEH dQGitpied toHssm tOflagdsr = H Odadz’ = .
ltcOoddzO HjSBBHeso OdzdwY Isdfso HOdzdzgr = d Mds M j ded §

1.1 dz0yjdedj fjtosets BO2LO (fjWdsmO) dzOF sH s
Hizd dzgs? SHddz BO2Is. | dzOuj dRdujj dafte j W dsshy tsf) B tOIQ ds jOls

2.1 d0yjddj fjcoscts BO2KO (fwjWdsmo) dzORGH(JIs
Hazd 420 MlstesSd: fjtar 2 BO2 &z 0x80, Mt

3. ) OYjdedj fjtcosets BO2LO (fjWdsmo) Owds €n d i

t OLd3d 6 HAzddz@r MIstesS¢d ® BOAISOR:
MOBO MitesC O MdzjHEjISs L O Hddts?

fjtcor 2 BO2L
Mlstess d.

4.1d20yjdzdj fjwoscets BO2KO (fjW¥demO) dzOnsHdIls
Hazd dz@ o fjn A @5 dzlstsjotce MY g B O g dzzfy O x c

CdzS Olsj dzd etso Odzdz’ j 1 dzj d5j dzls '

MfdMSCO » RLP ¢

51d0ujdedj fjtcoscts BO2KO (fwjWdCmO) dzOR sHdls

t OL d3j 6 Hdzddzr ofjnrm 1 dzj A3 dzlstso

My o SO L dfj jdig edzlsts

fdzj HEjls LO fejWdCmsd, LOjd dqHizl S sdt ol  dd

RLPH j S sHdtese Odzd § :

def rlp _decode (input ):
if len(input) == 0:
return

output ="
(offset, datalLen, type) = decode_length(input)
If type is str:

output = instantiate_str(substr(input, offset, dataLen))
elif type is list:

output = instantiate_list(substr(input, offset, dataLen))
output + rlp_decode(substr( input, offset + datalen))

return output

def decode_length(input):
length = len(input)
if length == 0:
raise Exception(“input is null")
prefix = ord(input[0])
if prefix <= 0x7f:
return (0, 1, str)

elif prefix <= 0xb7 and length > prefix - 0x80:
strLen = prefix - 0x80
return (1, strLen, str)
elif prefix <= Oxbf and length > prefix - 0xb7 and length > prefix

to_integer(substr(input, 1, prefix - 0xb7)):

- 0xb7 +
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lenOfStr  Len = prefix - Oxb7
strLen = to_integer(substr(input, 1, lenOfStrLen))
return (1 + lenOfStrLen, strLen, str)

elif prefix <= Oxf7 and length > prefix - 0xcO:
listLen = prefix - 0xc0;
return (1, listLen, list)
elif  prefix <= 0xff and length > prefix - 0xf7 and length > prefix
to_integer(substr(input, 1, prefix - 0xf7)):
lenOfListLen = prefix - Oxf7
listLen = to_integer(substr(input, 1, lenOfListLen))
return (1 + lenOfListLen, listLen , list)
else:

raise Exception("input don't conform RLP encoding form")

def to_integer(b):
length = len(b)
if length == 0:
raise Exception(“input is null")
elif length == 1:
return ord(b[0])
else:
return ord(substr(b, - 1)) + to_integer(substr(b, 0,

- 1)) * 256

Oxf7 +




187

ViR LR 1. VOB s8]

ltoslstsStsdz TLS ftoj HdzZOL dzOYyJ dz  H dzw sBj MY J ujc
Oklsjdsd¥WdsOydq shfwOodlsjdv (Sddjds0) d OHtj Mo
HOdzdzr = dJdeW stcd3OyYydtsdedese s SB RBj dzO. 1 jL s OfMdesmilss s
sets, Yt f§sojttr fsssSsdkO TCP/ I P bkilsOdOs dds
fjtejHOs sMY HOdd j §t fttds ZOHds®EE §tslsss sdkz. .
fjtejHOs sMw 5 TCP/I P, dats tsded LONdWtctse Odz cz' § B
yomlsdzed € d, B YHE Clste’ d&3d EMlsOdztso dzj dzts Mmtsj H
fjtejHOo O i j §0OCjikr, 10 ddlstesOyd™Y BEHjl Bj

RJWOtendWw dde¥ StedzOydtsdedetsets tsB d3y dz0O o ¢ dzswp@J Ig dayf
o MtjHddzi ded d . 1 sbts¢ MtstsBh jdzd?2 ftod BBd hts2 H
fijtjHOYj?2 VWkOcdjdlsso. | GHds2 fjnmhmdd d&syils
ftesdLotsdz des tOLdzj f deder = 5 ot d3d dzd. |  CROSHHAEE -
fslssS Moseh j dd2 .

gjMmMMdY ROEOSkjtdLijlsmw fMdAjHksh did OktdekzlO
- qHidelsdWdECObste fMd Mmdd ( Mz yO2detsd ydqmazts,
fnd Midd) ;
- ByIssH Co®kfte]mMndd;
- Mitlsd¥dC ol fjte w0 (Gfydsdod ds) ;
- Mitlsd¥ds Ol SdzdjdzgsO (s ydtsdzOd ds) ;

- MY iydYdS Qe stedlsdtes d § OwOd)lstess L Oh ¢ls
CedfssceO¥duimSd) O0LO®R]lser ) ;

- master secret (dmMfsdz? LEzjIsmw ftod ¢ J dzj teC
9dClsstetses dqdzdydoOdzdL 6Oydd) ;

- WdzOe, w©wWOLtjhOshd2/ LOftejhOsh 2 detser j Mmtsy
g4 jtolsd®OBdC ftcj HIMIsOo dzv s Isqw o MIsOdzH Otelsj X509. v
LOM Il dtsy jls B dgvis! W o Isjudddj Mmjmmdd.
utsjHddzj dzgdj R OOCISjtedL zjlsmw Mmdzj Hkzs hdd&3d Olsted
- client_randoni mfdzz yO2dzr | 32 BO2ISO, LOHOOOJAB 4 &
- server_randoinfpdzlz y 02 dz'l5j0,3 2L BHO@e O " j Mmj tce J tots d3;

l i ent write MAC secret (Sdzty Sdzdg desO
zdzC ydd) ;
- server write MAC secret (Sdzty Mjteo j 60O
zdzC ydd) ;

- client write key ( € dz¥ y, dmf sdz' d [z geldzts &
tcOMh W tetso Odzedw dr Mjteo j ttsd) ;

o

==

==
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- server write key (¢ dzs y, dmy sdz! L 2§ d3" 2
cOmMh dWtctseo OdzdWw dr € dzd j dzlstsd3) ;

- client write |V, server write IV (98j¢Cl
Mo jtesdy Msslse j IsMmise j dzdzs)

- fstewHCtsg ) Mg ddzd dzdv (I BHHJjtYdo Of Ismvw
ftedded 3OJ 3" = MtstsB M jdzd?) .

l jChtste ddzdydoOodzdL Oydd LOHOjIsMw Hdw §jtco BGT
f sz HEs hdrn WttOed3] delstse o j CIstste dqdzd ydoOodzdL Oydd W
sgMmMsO ftejHr HEN jes WttOG d3] dzls ©O.

] steWHCtSD " dsdzj O fMtsj Hddzj ded 2 fsHHJjtydo OF
ftedded 3O0) 3" = Mtsseh jded2. 1td Mmd3jdej MmjMmmdd, dL d3d
LOMdIsr dkzgj tOydwy Mmtsj Hddj dzd 2 dzOyaf d&jdsmw f 0

dtsj Hddzj ded§ OMMsyddlzjishmvw fm BHdts2 MjMmdj?2.

pdzestedlsds ftoj sSBOL 8o OdegdW dodzW stedsOydd fted (SE
o Cdzg yojls mMmzj Hze hdj ffjttOydd:

Dftedjdz tsls ftoslstsCsdzO o jtendzgjcts RZtetsodzgw ff slst
ftoesdLotsdz desets tcOL d3j O]

) WicOcEdi3j desOydw feddlsr i i eojwidcets Lktsod
(WicOcdjds’ ) foclcS sk djL S50 QL Bl %O dsd

3) ¢ sy o i dias shic @dsdfjy d & dzO dz! dzs) ;

4)y or ydimdzj dzd j L dzOyj dedezS § e Ul MBLT) T astis C tsdzS O
WikdC ydd, sdf O Cesf ted Mind d, H dzd dz' ¢
CsBftej MMdiese Odzdese s WicOE d3j dels® d L OH Odadets 2

5) CtsdzS Ols j dzOYydw WiteOc dBj dzls O  dy jtalpdl VIR dslOUs@  ofs s
(tcOMmh dtcj dedz’ 2 WicOC d3j dzls) ;

6) LON Y tcso Odgdj ©OMh ioj dedgsc s WieOc Bj dgs O ( 54

7) HsBOQodzjdzgdj ®lsCtcr stsets LOGBdzso C O, MBsHj ey C
ftoslstsCtsdzO TLS (Hoa O BO2IO) d HAEddkz ¢ sd&ift

lted 4§ todiicdpidsCfuddd §toed d3d dzv J Isfqw B OIS dzOW § tsmdzj H
]l foststtsdz] TLS dmMfttd Lkzslsmw MmdzjHikzshd] Isdf
- Hello message (ClientHello, ServerHello);

- Change <cipher specs message (dL d3gj dzgj dzd j
LOhdIsr ) ;

- Keyexchangemes age (fjtejHOYO GCdz¢t yo tsB d3j dzO € dzs
i o 6O) ;

- Alert message (ftjHkftejyHjddj, Bftejhjd
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- Application_data messag (| tc j H O te@z" -
- Finished message (MmMtsBh jdedj B oL @3y detsf

l oolsEL TLS WwodwjlsfMqw Hobkmnbkzttsoadzior &3 d HJ2Misce
i J tco sk ol dzts ML Handshake Protocol, TLS Change Cipher Sp&tS Alert Protocol.
st okbtesdiik ktetsodz#r GlsdesmdlsmMw TLS Record Protoc

TLS Handshake Protocol sBiMfjudeOjls ddzdyd
fdzj Hize h dR B jeOyd?2:

1) Cedjdes d Mijttojte HECBo Otcdo O kMW 8B dMY

LOMhglsr , B &) MDA ddv o jndzkwd &ZOBd client _
HEE o Otcd o O8 Isyw, BEHEl ddd dajls desor j M|

) ftesdLotHdIsMY tBdBjdz Mjtesd¥dSOOBd Hdv C
L OHOdzdzr &3 s ydw i) ;

) Cedjdels cjdzjedeljls Mz yO2 dezy o j dzd g dzlg H P
fjte jtok.

4) Czdjdzls d mMjwwejte s pre_master secret, c
secret (dzOBttc dzgj sBrtsHdBB2 Cdzt yjots?2 ddatts

[Bd3j dz HOdzder d5d B3 ¥ HE Ekfmdzseds di3d C dzd j delstsd3 d M
1) s dzd j dzls wsilsdlieiPmsz'hjjsdzchy , o SCtlststetsd § jtoj yd mdzj dz

)ujto jte lso fnp®pls j daejlk,o0 ESOLT 90OwW: wixdd
dHj delsd W d S Obsfydel @ Indglf'd § sfdzj Hiso Olsj dz' degsfls! B O
&0 Mjeld¥dsols §ddj dlsO;

3) sdzd jfdelds e jeW jIs Mjwelsd¥ dCOl Mjtojwd d sliicOs d
Hazw or ydfdzj dedw MmjCtejlbdesets Cdzs yO, MjtsdW¥ ds o

Hujwojte o jwjls MjelsdWdCols Cddjdso, {§tfd,
©j jMsteO, Gd Hsdyjd:B"ls! MddiesddL (css Odz

51 My Efmfjr o, or f sdzdgV j sfqv BB d Mt j
s nddzj ded”;

6) 1l " f sdzdgw j sfqw ftetso jt6C O Cdztb yo Mmjtce jtcO® d € dzd j dz
Nl fdkEyOj EMfjRO fejHr HEhdR fkdClktse, dOyddzO
8) 1 s LOo jth jded¥ tsB Ay dzgO@, MtsjHddzjdzdj ©OLtWr 9 OjIs

I ws1R [Ofmlsjtyj2de Hd" EfMlsOdsaSd TLS MmjHd

asj y dz i3 1 Ol sted3j deder o5d € & ol STz tas Oy & f) fretsdizv ok
ftedC dzOHdy j B jClsdr j dHjdsd¥ S Olster (Ol D) :

- 1.2.643.6.57.1.1.1.2: [TLS Client] vuvLj &
- 1.2.643.6.57.1.1.1.1: [ TLS Server|] VL J Oz
- 1.2.643.6.57.1.1.1.3: [TLS Server] ARIL zO@OMmiIs j ey 2 dz
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lrteyr1? ovrtfry{l

v tedzd dz

{fdmOded §

1 dzts €

1 0OBtste IstcOdzL ©OC yd?2 C s

o 0dzdH Oydd d

d o3 sOH Odzdz" ~,
Ctdefd dez M O.

sdzt yj oats?2 € tsdz

s sMtse RtOds dzdv L OCter Ist & Gz yj2, 1

stsd dz l dqolsz Odzr dzOw  Btideslstd L &S tslitytc W CPyJ Mmls
oL sy desls' ¥ HftocdsBtojlsjdedW Istso Otetso
ftsdz L tso Olsj dzv o3( .

stsd3f sdzj dzls ste|lutcj Hifsots CtodflstsctcOW dyj MSts2 L OMdIst

5.0, ddst }oésf cstd(flsrddesl it d
Hi2fMlsokzsh jets Mjkd¥ OO Muslse j sl

ltosetcOBBBdzr 2 Csd3f sdzj dzls s 1R [ Ofmlisj te
fMtej HMlsa O, tjOdqLEs M jes CtodflssctcOW ¢

s B dzMm J dzf 2

l esyj MM MsedOmse Oded ™ Msls sw dgg

ftesyjHEzter 90dzdHOYdd.

{1

[ O2 dzed dzc

[iwlsjd dsfls! & feLHOd]* dssscs dd

1 t5dzf

yziz yO22dzr 2 dzOB tste
ndhdtetse Odzd d

HOddzr &, dMysd LEkjd
BdzsS O lktcOdt OCyd? .

JHdiOdzGe 59 OW

[JHAStOdE o OV,
0 Qo dz" 2 ¢
s fdzts 9 O dzdzOW
9" HJ dzj dzdz j
or f 5dzdz¥ j Is

Hy yj dzlstcOdzd L ts 9 Qaipdsd, P2P(
tc @oldissteizizy o jfipgdsj' 2 dzOW ¢ sd3tf *
ZO tOo detsf Qo dd kZyomls dzd ¢
MmMitojter, O COYH"™2 kL jd
WEdeC ydd fMmjtce j tcO.

) d VL jBPRjlsqd, f) Cchtt' & EMlsOdso dzj ds f
HOdzdz T .

) sizse Ols j dz wkei jCIs, §BHCd yOshdjmw ¢ kL dkz d&s
fotsdn WkdSyd?2.

) 6BYjHEEO 90| jtejyjdd GtsejtesS ftod HEBOo dzj dedd |

loElsj dzlsdW d¢ Oy dssls O MmfldsdeddgvO ( f tetso j

21 tetso jteS b yj deshisdesilsd:

3l tetso jt6SkZ Cttete) Clsdesfmisd IsteOdeL O
[OMsjteyj2dz d Mtlke jlsilsE izl B
stceOdzL OC ydw BtcOh j d2O ¢ dzj 3kz) ;

4) s jtolkz dzQdy clstisGeisw dd v .
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ud te d3d dz {fdMmOdad j
H4s1R [OMljteylaeCsdkfdhdtets Odzdz’ 2 MY tsdzdzw j i3 2 % O2 dz
sCtokyjdedd. I Mmj SCStdiftsdej dalsr ws1 R [ Of
CBHBsd 451 R [ OMmtsfpdzjyj Qa3 f dzv ydd, oMy
Bd dzOtcdzs o8B W 02 dzj .
t OMYtej Hj dzj deddt OMYtej Hj dzj dzdzO" BOL O HOdzdZ 7 ) kY tcOg

(tt)

shdtse ] dBkzsetse jtedsdzdesmisd f dzj 5B Ol
fsmistetsj dzdzOW dzO tsUn@Asy 2 ) fip tediZDPAPE dsts?O (¢
SHdstOdetsots?2 Mild kEyOmisded ¢ so .

t Ofmud sde" § JHItOMUjbd § JHddyr, dhftsd’ Lkj B § HI
(oS § dz ) ZyOomlsded ¢ Od3d .
402 L ddac Il suBtstec i I€dSHMd cdBA RO s detsc s 5B § MY §

sjlsd¥ ds ol b

Hjlsd¥ dCOls BlCEr lssets §d¥ yoO § sHY dind

ddlsy [OfmMljtey|{HdstcOdketso OW Mmjls!, BLOLEZJ BOW  CL
LOf kh jdedz" d3d ©® L OHOdzdets 3 f tots @ te O d3dzdats (
H4s1R [OfbjteylueCtdkifdhdtess Odzdz" 2 M sdzdzy j dig" 2 W 02 dz,
sCtekeyiddd. I MmMj SR tsdzi dzlsr ws1 R t6]

1 sfdzj S ydd, ofj Gdd tj OddL 4

4 BOBdsEOS s

[Bi jCIs, ftjuflsOodwsh 2 fts ekt mos L jix
L OHOdzdz' i3 dzOB stetsd3 Moats2fise ( OltedB kzlst
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API Application Programming Interface
CPU Central Processing Unit
CSP Cryptography Service Provider
DHT DistributedHash Table
EVM Ethereum Virtual Machine
IPC Inter Process Communications
JS Java Script
JSON Java Script Object Notation
NAT Network Address Translation

PIN

Personal Identification Number
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POA Proof of Authority
RAM Random Access Memory
RLP Recursive Length Prefix
RPC Remote Procedure Call
TCP Transmission Control Protocol
TLS Transport Layer Security
UDP UserDatagramProtocol
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