
 

 

 

 

 

 

 

 

 

 

 

ʉʈɽɼʉʊɺʆ ʂʈʀʇʊʆɻʈɸʌʀʏɽʉʂʆʁ ɿɸʑʀʊʓ ʀʅʌʆʈʄɸʎʀʀ 

ʉʂɿʀ ʄɸʉʊɽʈʏɽʁʅ 

ɺʝʨʩʠʷ 1.0 

ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʃʠʩʪʦʚ 196 

 



2 

 

ɸʅʅʆʊɸʎʀʗ 

ʅʘʩʪʦʷʱʠʡ ʜʦʢʫʤʝʥʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʙʱʝʝ ʦʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚʘ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʄʘʩʪʝʨʯʝʡʥ ʚʝʨʩʠʷ 1.0  (ʜʘʣʝʝ ʧʦ ʪʝʢʩʪʫ - ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ).  

ɺ ʨʘʟʜʝʣʝ 1 ʧʨʠʚʦʜʠʪʩʷ ʦʙʦʟʥʘʯʝʥʠʝ ʠ ʥʘʠʤʝʥʦʚʘʥʠʝ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʫʢʘʟʳʚʘʝʪʩʷ ʇʆ, 

ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʝʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ, ʫʢʘʟʳʚʘʶʪʩʷ ʷʟʳʢʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ, ʥʘ ʢʦʪʦʨʳʭ 

ʥʘʧʠʩʘʥ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ.  

ɺ ʨʘʟʜʝʣʝ 2 ʦʪʨʘʞʝʥʳ ʢʣʘʩʩʳ ʨʝʰʘʝʤʳʭ ʟʘʜʘʯ, ʥʘʟʥʘʯʝʥʠʝ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʩʚʝʜʝʥʠʷ ʦ 

ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʦʛʨʘʥʠʯʝʥʠʷʭ ʥʘ ʧʨʠʤʝʥʝʥʠʝ.  

ɺ ʨʘʟʜʝʣʝ 3 ʧʨʠʚʦʜʠʪʩʷ ʦʧʠʩʘʥʠʝ ʣʦʛʠʯʝʩʢʦʡ ʩʪʨʫʢʪʫʨʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʘ ʠʤʝʥʥʦ 

ʘʣʛʦʨʠʪʤ, ʤʝʪʦʜʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʠ, ʩʪʨʫʢʪʫʨʘ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʩʚʷʟʠ ʩ 

ʜʨʫʛʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ.  

ɺ ʨʘʟʜʝʣʝ 4 ʧʨʠʚʝʜʝʥʳ ʠʩʧʦʣʴʟʫʝʤʳʝ ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ.  

ɺ ʨʘʟʜʝʣʝ 5 ʧʨʠʚʝʜʝʥʳ ʩʧʦʩʦʙʳ ʚʳʟʦʚʘ ʠ ʟʘʛʨʫʟʢʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ɺ ʨʘʟʜʝʣʝ 6 ʧʨʠʚʝʜʝʥʳ ʭʘʨʘʢʪʝʨ, ʦʨʛʘʥʠʟʘʮʠʷ ʠ ʧʦʜʛʦʪʦʚʢʘ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ.  

ɺ ʨʘʟʜʝʣʝ 7 ʧʨʠʚʝʜʝʥʳ ʭʘʨʘʢʪʝʨ, ʦʨʛʘʥʠʟʘʮʠʷ ʠ ʧʦʜʛʦʪʦʚʢʘ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ.  
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1. ʆɹʑʀɽ ʉɺɽɼɽʅʀʗ 

1.1. ʆʙʦʟʥʘʯʝʥʠʝ ʠ ʥʘʠʤʝʥʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʉʨʝʜʩʪʚʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʄʘʩʪʝʨʯʝʡʥ ʚʝʨʩʠʠ 1.0 (ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ). 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʤʝʥʘ ʠ ʭʨʘʥʝʥʠʷ ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʝʭʥʦʣʦʛʠʠ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʨʝʝʩʪʨʦʚ.  

1.2. ʇʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 
ʧʨʦʛʨʘʤʤʳ 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ: 

- ʆʉ ʩ ʷʜʨʦʤ Linux ʚʝʨʩʠʠ 3.0 ʠ ʚʳʰʝ: 

- Ubuntu 16.04, Ubuntu 18.04, Astra Linux Community Edition/Enterprise Edition; 

- CentOS 7.5 ʠʣʠ Red Hat Enterprise Linux 7.4; 

- ʀʥʪʝʨʧʨʠʪʘʪʦʨ ʷʟʳʢʘ Python 3.7, ʚʭʦʜʷʱʠʡ ʚ ʩʦʩʪʘʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʜʝʣʝʝ - 

ʆʉ). 

1.3. ʗʟʳʢʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʨʘʟʨʘʙʦʪʘʥ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʝʜʫʶʱʠʭ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ: 

- Go; 

- Solidity. 
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2. ʌʋʅʂʎʀʆʅɸʃʔʅʆɽ ʅɸɿʅɸʏɽʅʀɽ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʬʦʨʤʘʣʠʟʦʚʘʥʥʳʭ ʧʨʦʮʝʩʩʦʚ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʫʯʘʩʪʥʠʢʦʚ ʬʠʥʘʥʩʦʚʦʛʦ ʨʳʥʢʘ, ʧʫʪʝʤ ʩʦʟʜʘʥʠʷ ʜʦʚʝʨʝʥʥʦʡ ʩʨʝʜʳ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʩʥʠʞʝʥʠʝ ʜʦʣʠ ʫʯʘʩʪʠʷ 

ʧʦʩʨʝʜʥʠʢʦʚ ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ. 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʨʝʘʣʠʟʦʚʘʥ ʥʘ ʦʩʥʦʚʝ ʪʝʭʥʦʣʦʛʠʠ ʨʘʩʧʨʝʜʝʣʸʥʥʳʭ ʨʝʝʩʪʨʦʚ (ʜʘʣʝʝ - ʈʈ). 

ɿʘʧʫʱʝʥʥʳʝ ʵʢʟʝʤʧʣʷʨʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʬʦʨʤʠʨʫʶʪ ʩʝʪʴ ʄʘʩʪʝʨʯʝʡʥ, ʢʦʪʦʨʘʷ ʦʙʣʘʜʘʝʪ 

UDP+TCP+IP ʩʚʷʟʥʦʩʪʴʶ. 

ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ, ʩʫʙʲʝʢʪʘʤʠ, ʢʦʪʦʨʳʤʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʷʚʣʷʝʪʩʷ ɹʘʥʢ ʈʦʩʩʠʠ, ʘ ʪʘʢʞʝ ʢʨʝʜʠʪʥʳʝ ʠ ʥʝ ʢʨʝʜʠʪʥʳʝ 

ʬʠʥʘʥʩʦʚʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʥʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʘʙʦʪʳ ʩʦ ʩʚʝʜʝʥʠʷʤʠ, ʢʘʩʘʶʱʠʤʠʩʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʪʘʡʥʳ. 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʣʝʢʩʦʚ: 

- ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ; 

- ʂʦʤʧʦʥʝʥʪ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʫʟʣʘʤʠ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ; 

- ʂʦʤʧʦʥʝʥʪ ʠʩʧʦʣʥʝʥʠʷ ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ; 

- ʂʦʤʧʦʥʝʥʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʨʠʧʪʦʩʨʝʜʩʪʚʘʤʠ; 

- ʂʦʤʧʦʥʝʥʪ ʘʜʨʝʩʘʮʠʠ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ; 

- ʂʦʤʧʦʥʝʥʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ; 

- ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ CSP; 

- ʂʦʤʧʦʥʝʥʪ Whitelist; 

- ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çʉʝʨʚʠʩ ʧʝʨʝʜʘʯʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡè ʩʦʩʪʦʷʱʠʡ: 

¶ ʂʦʤʧʦʥʝʥʪʘ ʧʝʨʝʜʘʯʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ; 

¶ ʂʦʤʧʦʥʝʥʪʘ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ; 

¶ ʂʦʤʧʦʥʝʥʪʘ ʂʨʠʧʪʦʇʨʦ CSP. 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʝ ʥʘʟʥʘʯʝʥʠʝ ʢʘʞʜʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʠʚʝʜʝʥʦ ʥʠʞʝ.  

2.1. ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ 

ʂʦʤʧʦʥʝʥʪ ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʝʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ: 

1) ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʢʦʧʠʠ ʈʈ; 

2) ʆʙʨʘʙʦʪʢʘ ʥʦʚʳʭ ʪʨʘʥʟʘʢʮʠʡ: 

- ʇʨʦʚʝʨʢʘ ʢʦʨʨʝʢʪʥʦʩʪʠ ʪʨʘʥʟʘʢʮʠʡ; 

- ʇʨʦʚʝʨʢʘ ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʪʨʘʥʟʘʢʮʠʡ. 

3) ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʙʣʦʢʘ ʜʣʷ ʈʈ: 

- ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ, ʚʢʣʶʯʘʝʤʳʭ ʚ ʙʣʦʢ; 

- ʌʦʨʤʠʨʦʚʘʥʠʝ ʥʦʚʦʛʦ ʙʣʦʢʘ; 
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- ɺʘʣʠʜʘʮʠʷ ʥʦʚʦʛʦ ʙʣʦʢʘ; 

- ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʪʨʫʢʪʫʨʳ ʙʣʦʢʘ; 

- ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʪʨʫʢʪʫʨʳ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ; 

- ʅʘʯʠʩʣʝʥʠʝ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ: ʵʤʠʩʩʠʷ, ʨʘʩʯʝʪ ʢʦʤʠʩʩʠʠ, ʥʘʯʠʩʣʝʥʠʝ ʥʘ ʩʯʝʪ 

ʚʘʣʠʜʘʪʦʨʘ. 

4) ʆʧʨʝʜʝʣʝʥʠʝ ʢʦʥʩʝʥʩʫʩʘ ʚ ʫʩʣʦʚʠʷʭ ʦʜʥʦʨʘʥʛʦʚʦʡ (P2P) ʩʝʪʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʝʜʠʥʦʡ ʚʝʨʩʠʠ ʈʈ: 

- ʇʨʦʚʝʨʢʘ ʢʦʨʨʝʢʪʥʦʩʪʠ ʚʭʦʜʷʱʝʛʦ ʙʣʦʢʘ; 

- ɺʘʣʠʜʘʮʠʷ ʙʣʦʢʘ. 

2.2. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ 

ʂʦʤʧʦʥʝʥʪ ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʝʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ: 

1) ʇʦʠʩʢ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ; 

2) ʆʙʭʦʜ ʩʝʪʠ; 

3) ʋʩʪʘʥʦʚʢʘ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ; 

4) ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʢʦʧʠʡ ʈʈ ʥʘ ʚʩʝʭ ʫʯʘʩʪʥʠʢʘʭ ʩʝʪʠ; 

5) ʆʙʤʝʥ ʪʨʘʥʟʘʢʮʠʷʤʠ ʤʝʞʜʫ ʫʯʘʩʪʥʠʢʘʤʠ ʩʝʪʠ ʧʦ TLS. 

2.3. ʂʦʤʧʦʥʝʥʪ ʠʩʧʦʣʥʝʥʠʷ ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʦʚʘʥ ʥʘ ʙʘʟʝ EVM. EVM - ʚʠʨʪʫʘʣʴʥʘʷ ʤʘʰʠʥʘ ʕʬʠʨʠʫʤʘ, ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ. ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪʳ ʤʦʛʫʪ ʙʳʪʴ ʩʦʟʜʘʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʷʟʳʢʘ Solidity ʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʢʦʧʤʧʠʣʠʨʦʚʘʥʳ ʚ ʙʘʡʪ-ʢʦʜ EVM. ʆʩʥʦʚʥʘʷ ʟʘʜʘʯʘ ʚʳʧʦʣʥʝʥʠʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ 

- ʠʟʤʝʥʝʥʠʝ ʩʦʩʪʦʷʥʠʷ ʭʨʘʥʠʣʠʱʘ ʈʈ.  

ʂʦʤʧʦʥʝʥʪ ʦʙʣʘʜʘʝʪ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ, ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ: 

1) ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ: 

- ʇʫʙʣʠʢʘʮʠʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ; 

- ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʪʠ ʩ ʩʫʱʝʩʪʚʫʶʱʠʤ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʤ; 

- ʇʨʝʢʨʘʱʝʥʠʝ ʜʝʡʩʪʚʠʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ; 

- ɺʳʧʦʣʥʝʥʠʝ ʢʦʜʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, ʦʙʨʘʙʦʪʢʘ ʪʨʘʥʟʘʢʮʠʡ. 

2) ʈʘʩʯʝʪʘ ʢʦʤʠʩʩʠʠ ʟʘ ʚʳʧʦʣʥʝʥʥʳʝ ʦʧʝʨʘʮʠʠ. 

3) ɺʦʟʤʦʞʥʦʩʪʠ ʧʝʨʝʥʝʩʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʩʦʩʪʦʷʥʠʡ ʠʟ ʜʨʫʛʠʭ ʩʠʩʪʝʤ ʈʈ. 

2.4. ʂʦʤʧʦʥʝʥʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʨʠʧʪʦʩʨʝʜʩʪʚʘʤʠ 

ʂʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʧʦʜʢʣʶʯʘʪʴ ʩʪʦʨʦʥʥʠʝ ʩʨʝʜʩʪʚʘ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠ ʙʝʟ ʠʟʤʝʥʝʥʠʷ ʘʨʭʠʪʝʢʪʫʨʳ ʠ ʣʦʛʠʢʠ ʨʘʙʦʪʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʟʘ ʩʯʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʢʨʠʧʪʦʘʜʘʧʪʝʨʘ. 
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2.5. ʂʦʤʧʦʥʝʥʪ ʘʜʨʝʩʘʮʠʠ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʂʦʤʧʦʥʝʥʪ ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʝʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ: 

1) ʋʯʸʪ ʟʘʪʨʘʪ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʡ; 

2) ʆʜʥʦʟʥʘʯʥʘʷ ʧʨʠʚʷʟʢʘ ʚʩʝʭ ʜʝʡʩʪʚʠʡ ʫʯʘʩʪʥʠʢʘ ʢ ʝʛʦ ʘʜʨʝʩʫ; 

3) ɼʦʢʘʟʘʪʝʣʴʩʪʚʦ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʘʜʨʝʩʘ: ʧʦʣʴʟʦʚʘʪʝʣʴ (ʚʣʘʜʝʣʝʮ ʘʜʨʝʩʘ) ʜʦʣʞʝʥ ʜʦʢʘʟʳʚʘʪʴ 

ʩʦʙʩʪʚʝʥʥʦʩʪʴ ʘʜʨʝʩʘ ʧʨʠ ʩʦʟʜʘʥʠʠ ʪʨʘʥʟʘʢʮʠʡ ʩ ʵʪʦʛʦ ʘʜʨʝʩʘ. 

2.6. ʂʦʤʧʦʥʝʥʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ʂʦʤʧʦʥʝʥʪ ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʝʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ: 

1) ɺʳʚʦʜ ʩʣʫʞʝʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ; 

2) ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʈʈ; 

3) ʈʘʙʦʪʘ ʩ ʩʝʪʴʶ ʄʘʩʪʝʨʯʝʡʥ; 

4) ʈʘʙʦʪʘ ʩ ʪʨʘʥʟʘʢʮʠʷʤʠ; 

5) ʈʘʙʦʪʘ ʩʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘʤʠ; 

6) ɺʳʟʦʚ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

2.7. ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ CSP 

ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʢʘʯʝʩʪʚʝ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ ʠ 

ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʠ ʜʝʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. 

2.8. ʂʦʤʧʦʥʝʥʪ Whitelist  

ʂʦʤʧʦʥʝʥʪ Whitelist ʧʨʠʝʥʷʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʫʟʣʦʚ ʄʘʩʪʝʨʯʝʡʥ ʚ 

ʩʝʪʠ. 

2.9. ʇʨʦʛʨʘʤʥʳʡ ʢʦʤʧʣʝʢʩ çʉʝʨʚʠʩ ʧʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ 
ʩʦʦʙʱʝʥʠʡè 

ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çʉʝʨʚʠʩ ʧʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡè (ʜʘʣʝʝ - ʇʂ 

ʉʇʂʉ) ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʦʛʦ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʤʝʞʜʫ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʫʯʘʩʪʥʠʢʘʤʠ 

ʩʝʪʠ. ɺ ʩʦʩʪʘʚ ʇʂ ʉʇʂʉ ʚʭʦʜʷʪ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʦʧʥʝʥʪʳ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʥʠʞʝ. 

2.9.1. ʂʦʤʦʧʥʝʥʪ ʧʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ 

ʂʦʤʦʧʥʝʥʪ ʧʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʙʱʠʝ ʬʫʥʢʮʠʠ: 
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- ʇʦʣʫʯʝʥʠʝ ʬʘʡʣʦʚ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʠ ʠʭ ʩʦʭʨʘʥʝʥʠʝ ʚ ʭʨʘʥʠʣʠʱʝ; 

- ʇʨʝʜʦʩʪʘʣʝʥʠʝ ʬʘʡʣʦʚ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʠʟ ʭʨʘʥʠʣʠʱʘ; 

- ɿʘʧʨʦʩ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʬʘʡʣʦʚ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʉʇʂʉ; 

- ɸʚʪʦʨʠʟʘʮʠʷ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʥʘʭʦʜʷʱʠʤʩʷ ʚ 

ʭʨʘʥʠʣʠʱʝ.   

2.9.2. ʂʦʤʦʧʥʝʥʪ ʢʦʤʦʧʥʝʥʪ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 

ʂʦʤʦʧʥʝʥʪ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ: 

- ɺʝʜʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʩʪʨʫʢʪʫʨʳ (ʧʦʣʴʟʦʚʘʪʝʣʠ, ʠʭ ʨʦʣʠ, ʦʨʛʘʥʠʟʘʮʠʠ, ʠʭ ʨʦʣʠ, 

ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʦʨʛʘʥʠʟʘʮʠʠ) ʩʝʪʠ ʚ ʈʈ; 

- ʍʨʘʥʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

- ɺʝʜʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʩʦʦʪʚʝʩʪʚʫʶʱʠʭ ʬʘʡʣʘʤ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ 

ʩʦʦʙʱʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ ʚ ʈʈ; 

- ɺʝʜʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ. 

2.9.3. ʂʦʤʦʧʥʝʥʪ ʂʨʠʧʪʦʇʨʦ CSP 

ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʢʘʯʝʩʪʚʝ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ ʠ 

ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʠ ʜʝʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. 
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3. ʆʇʀʉɸʅʀɽ ʃʆɻʀʏɽʉʂʆʁ ʉʊʈʋʂʊʋʈʓ  

3.1. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʙʤʝʥ ʠ ʭʨʘʥʝʥʠʝ ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʩʪʫʧʘʶʱʝʡ 

ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʩʨʝʜʩʪʚʦʤ ʩʦʟʜʘʥʠʷ ʠʤʠ ʟʘʧʨʦʩʦʚ. 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʬʦʨʤʠʨʫʝʪʩʷ ʠʟ ʙʣʦʢʦʚ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʩʦʜʝʨʞʘʪ ʚ ʩʝʙʝ 

ʩʦʦʙʱʝʥʠʷ, ʩʦʟʜʘʚʘʝʤʳʝ ʥʘ ʫʟʣʘʭ ï ʪʨʘʥʟʘʢʮʠʠ. ʂʘʞʜʳʡ ʙʣʦʢ ʠ ʪʨʘʥʟʘʢʮʠʷ ʦʙʷʟʘʪʝʣʴʥʦ ʩʦʟʜʘʥʳ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʦʡ ʩʪʨʫʢʪʫʨʦʡ. ʊʨʘʥʟʘʢʮʠʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʧʦ ʩʝʪʠ ʫʟʣʦʚ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʤ ʤʝʪʦʜʦʤ (ʦʪ ʚʩʝʭ ʢʦ ʚʩʝʤ). ʂʘʞʜʳʡ ʫʟʝʣ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʫʣ ʪʨʘʥʟʘʢʮʠʡ ï

ʦʯʝʨʝʜʴ, ʚ ʢʦʪʦʨʫʶ ʟʘʚʦʜʷʪʩʷ ʪʨʘʥʟʘʢʮʠʠ, ʧʝʨʝʜ ʪʝʤ ʢʘʢ ʙʳʪʴ ʚʢʣʶʯʸʥʥʳʤʠ ʚ ʙʣʦʢ. ɺ ʧʫʣ 

ʦʪʧʨʘʚʣʷʶʪʩʷ ʪʨʘʥʟʘʢʮʠʠ, ʬʦʨʤʘʣʴʥʦ ʧʨʦʰʝʜʰʠʝ ʧʨʦʚʝʨʢʠ ʥʘ ʢʦʨʨʝʢʪʥʦʩʪʴ. ɼʘʣʝʝ, ʪʨʘʥʟʘʢʮʠʠ ʠʟ 

ʧʫʣʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʫʟʣʘʤʠ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʙʣʦʢʦʚ. ʇʦʩʢʦʣʴʢʫ ʤʥʦʞʝʩʪʚʦ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʫʟʣʦʚ 

ʚ ʩʝʪʠ ʩʦʟʜʘʸʪ ʠ ʪʨʘʥʩʣʠʨʫʝʪ ʙʣʦʢʠ, ʪʦ ʥʝʦʙʭʦʜʠʤ ʘʣʛʦʨʠʪʤ ʢʦʥʩʝʥʩʫʩʘ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʪ ʚ ʪʘʢʠʭ 

ʫʩʣʦʚʠʷʭ ʚʳʙʠʨʘʪʴ ʝʜʠʥʩʪʚʝʥʥʦ ʚʝʨʥʫʶ ʚʝʨʩʠʶ ʜʘʥʥʳʭ, ʯʪʦʙ ʠʟʙʝʞʘʪʴ ʧʨʦʪʠʚʦʨʝʯʠʚʳʭ ʚʝʨʩʠʡ ʈʈ. 

ɺ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ ʜʣʷ ɻ ʪʦʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ Hashcash Proof Of Work (POW). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʢʘʞʜʳʡ ʩʦʟʜʘʚʘʝʤʳʡ ʙʣʦʢ ʜʦʣʞʝʥ ʫʩʧʝʰʥʦ ʧʨʦʭʦʜʠʪʴ ʦʧʨʝʜʝʣʸʥʥʳʡ ʥʘʙʦʨ ʧʨʦʚʝʨʦʢ, ʧʝʨʝʜ ʪʝʤ 

ʢʘʢ ʙʫʜʝʪ ʟʘʧʠʩʘʥ ʫʟʣʘʤʠ (ʢʦʪʦʨʳʝ ʝʛʦ ʧʦʣʫʯʠʣʠ) ʚ ʠʭ ʣʦʢʘʣʴʥʳʝ ʢʦʧʠʠ ʄʘʩʪʝʨʯʝʡʥ. 

ɺ ʦʙʱʝʤ ʚʠʜʝ ʘʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ ï ʩʤ. ʈʠʩʫʥʦʢ 1. 
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˽ͦ͡Έ͍͔ͦ͊ͭ͘͡Έ

˽ͦͯ͡;͙ͭΈ ͒͊ͤͤ·͔ ͙͘ ˾,˾ 
͙͍͔͙ͨͪͦͫͭ͘ ͔͚͍͙͔͒ͫͭ ͤ͊ 

͔ͯ͘͡

͔̂͘͡

005

007

002

˨͔͙͍ͦ͒ͪͦ͊ͭ͟Έ ͊ͨͪͦͫ͘

˽ͦͯ͡;͙ͭΈ ͘ ͊ͨͪͦͫ ͦͭ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ

001

ˤ·͍͔͙ͫͭ ͍͔ͦͭͭ ͦͭ ͯ͊͘͡

006

009

˴͙͍ͦ͒ͪͦ͊ͭΈ ͍͔ͦͭͭ

˿ͺ͙͍ͦͪͣͪͦ͊ͭΈ ͍͔ͦͭͭ

˻͍͙ͭͨͪ͊ͭΈ ͘ ͊ͨͪͦͫ ͤ͊ ͔ͯ͘͡ 
ό;͔͔ͪ͘ JSON RPC)

008

˻͍͙ͭͨͪ͊ͭΈ ͍͔ͦͭͭ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό

004

003

http

http

˨͍͙ͦ͋͊ͭΈ ͭͪ͊ͤ͊͘͟ͼ͙Ό

ˤ·͙ͨͦͤͭ͡Έ ͦ͒͟ ͍ EVM

˿ͦ͒͊ͭ͘Έ ͋ͦ͟͡

ˤ·͙ͨͦͤͭ͡Έ Whitelis t 
͍͔ͨͪͦͪͯ͟ ͙ͨͪ ͙͙ͫͦ͒͊ͤ͘ 

͋ͦ͊͟͡

ˤ͙͙͍͊͒ͪͦ͊ͭ͡Έ ͋ͦ͟͡

˽͙͚͙ͪͭ ͟ ͔ͦͤͫͤͫͯͫͯ͟ ͨͦ 
͋ͦͯ͟͡

010

012

013

014

015

TLS-͔͙͔͙͔ͫͦ͒ͤͤ

011

 

ʈʠʩʫʥʦʢ 1 ï ʘʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ  

ʇʦʷʩʥʝʥʠʝ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ʚ - ʩʤ. ʊʘʙʣʠʮʘ 1. 



12 

 

ʊʘʙʣʠʮʘ 1 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʨʘʙʦʪʳ ʉʂɿʀ  

ˉ 

ʧ/

ʧ 

ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʇʦʣʫʯʠʪʴ ʜʘʥʥʳʝ ʠʟ 

ʈʈ, ʧʨʦʠʟʚʝʩʪʠ 

ʜʝʡʩʪʚʠʝ ʥʘ ʫʟʣʝ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ: 

- ʧʦʣʫʯʠʪʴ ʜʘʥʥʳʝ, 

ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʫʟʣʝ ʚ ʩʝʪʠ 

ʄʘʩʪʝʨʯʝʡʥ (ʥʘʧʨʠʤʝʨ, 

ʧʦʣʫʯʠʪʴ ʙʣʦʢ); 

- ʦʪʧʨʘʚʠʪʴ ʪʨʘʥʟʘʢʮʠʶ; 

- ʧʨʦʠʟʚʝʩʪʠ ʜʝʡʩʪʚʠʷ ʩ 

ʫʟʣʦʤ (ʥʘʧʨʠʤʝʨ, ʟʘʧʫʩʪʠʪʴ 

ʤʘʡʥʠʥʛ). 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ, 

ʧʦʩʪʫʧʠʚʰʠʝ ʠʟ ʧʨʠʢʣʘʜʥʦʛʦ 

ʇʆ. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ 

JSON - RPC API, ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 

92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

2.  002 ʆʪʧʨʘʚʠʪʴ ʟʘʧʨʦʩ ʥʘ 

ʫʟʝʣ (ʯʝʨʝʟ JSON ï 

RPC API) 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʦʪʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩʳ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩʳ JSON ï RPC API ʠʣʠ 

JS API.  

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʵʪʠ ʘʣʛʦʨʠʪʤʳ 

ʦʧʠʩʘʥʳ - ʩʤ. 0, 0. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ 

JSON ï RPC API, ʦʧʠʩʘʥʳ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ɸ ʜʦʢʫʤʝʥʪʘ 

ɾʊʗʀ.00107-01 92 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ 

ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʘʥʥʳʝ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ 

JSON ï RPC API, ʦʧʠʩʘʥʳ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ɸ ʜʦʢʫʤʝʥʪʘ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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ˉ 

ʧ/

ʧ 

ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

3.  003 ʇʦʣʫʯʠʪʴ ʟʘʧʨʦʩ ʦʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʝʨʝʜʘʯʘ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ 

ʩʝʨʚʝʨ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ JSON ï 

RPC API, ʟʘʧʫʱʝʥʥʳʡ ʥʘ ʫʟʣʝ. 

JSON ï RPC API ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

 

ɼʘʥʥʳʝ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ 

JSON ï RPC API, ʦʧʠʩʘʥʳ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ɸ ʜʦʢʫʤʝʥʪʘ 

ɾʊʗʀ.00107-01 32 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ 

ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʇʦʣʫʯʝʥʥʳʡ ʢʦʜʠʨʦʚʘʥʥʳʡ 

ʟʘʧʨʦʩ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

4.  004 ɼʝʢʦʜʠʨʦʚʘʪʴ ʟʘʧʨʦʩ ʆʪʧʨʘʚʢʘ ʟʘʧʨʦʩʘ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC ʜʣʷ 

ʜʝʢʦʜʠʨʦʚʘʥʠʷ. ʇʦʜʨʦʙʥʦ 

ʧʨʦʮʝʜʫʨʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ 

ʦʧʠʩʘʥʘ ï ʩʤ.0. 

ʇʦʣʫʯʝʥʥʳʡ ʢʦʜʠʨʦʚʘʥʥʳʡ 

ʟʘʧʨʦʩ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ 

ï ʩʤ.0. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

5.  005 ɺʳʧʦʣʥʠʪʴ ʢʦʜ ʚ 

EVM 

ʆʪʧʨʘʚʢʘ ʜʝʢʦʜʠʨʦʚʘʥʥʦʛʦ 

ʟʘʧʨʦʩʘ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ JSON ï 

RPC API ʥʘ ʦʙʨʘʙʦʪʢʫ, 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʜʘ EVM. 

ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ EVM ʦʧʠʩʘʥ - 

ʩʤ. 0. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

EVM ʢʦʜ. 

ʂʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ. 

ɸʜʨʝʩ ʩʤʘʨʪ ʢʦʥʪʨʘʢʪʘ, 

ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ 

ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.3.3.3.1. 

ɸʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ 

ʪʨʘʥʟʘʢʮʠʠ, ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ 

ʵʪʦ ʚʳʧʦʣʥʝʥʠʝ - ʦʙʲʝʢʪ 

ʪʨʘʥʟʘʢʮʠʠ string from. 

ʊʨʘʥʟʘʢʮʠʠ, ʧʦʜʧʠʩʘʥʥʳʝ 

ʦʪʧʨʘʚʠʪʝʣʝʤ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.6.2. 

 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 
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ˉ 

ʧ/

ʧ 

ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

6.  006 ɼʦʙʘʚʠʪʴ ʪʨʘʥʟʘʢʮʠʶ ɸʣʛʦʨʠʪʤ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ 

ʪʨʘʥʟʘʢʮʠʠ ʚ ʧʫʣ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʄʠʥʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʮʝʥʳ 

ʥʘ ɻʘʟ. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʜʦʙʘʚʣʝʥʥʘʷ 

ʚ ʧʫʣ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

7.  007 ɺʳʧʦʣʥʠʪʴ Whitelist 

ʧʨʦʚʝʨʢʫ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ʙʣʦʢʘ 

ɸʣʛʦʨʠʪʤ Whitelist ʧʨʦʚʝʨʢʠ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ʙʣʦʢʘ ʦʧʠʩʘʥ ï ʩʤ. 0. 

Whitelist ʫʟʣʦʚ, 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ, 

ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ ʧ.3.3.7. ɹʣʦʢ, 

ʧʦʜʧʠʩʘʥʥʳʡ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ ʫʟʣʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʃʦʢʘʣʴʥʳʡ ʈʈ ʩ ʙʣʦʢʦʤ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2. 

ʢʦʤʦʧʥʝʥʪ 

Whitelist 
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ˉ 

ʧ/

ʧ 

ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

8.  008 ʉʦʟʜʘʪʴ ʙʣʦʢ ɸʣʛʦʨʠʪʤ ʩʦʟʜʘʥʠʷ ʙʣʦʢʘ ʦʧʠʩʘʥ 

ï ʩʤ. 0, 0. 

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ. 

ʆʪʧʨʘʚʣʝʥʥʳʡ ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ 

ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ 

ʚ ʧ.7.2.  

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ, ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 

9.  009 ɺʘʣʠʜʠʨʦʚʘʪʴ ʙʣʦʢ ɸʣʛʦʨʠʪʤ ʚʘʣʠʜʘʮʠʠ ʙʣʦʢʘ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʆʪʧʨʘʚʣʝʥʥʳʡ ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʇʨʦʚʘʣʠʜʠʨʦʚʘʥʥʳʡ ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʈʈ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 
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ˉ 

ʧ/

ʧ 

ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

10.  010 TLS-ʩʦʝʜʠʥʝʥʠʝ ɸʣʛʦʨʠʪʤ TLS-ʩʦʝʜʠʥʝʥʠʷ 

ʦʧʠʩʘʥ ï ʩʤ. 0, 0. 

ʇʨʦʚʘʣʠʜʠʨʦʚʘʥʥʳʡ ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʈʈ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ɸʜʨʝʩʘ ʫʟʣʦʚ. 

ɼʘʥʥʳʝ ʜʣʷ Hello-ʩʦʦʙʱʝʥʠʷ 

(ʦʪʧʨʘʚʣʝʥʥʦʝ Hello-

ʩʦʦʙʱʝʥʠʝ), ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ. 0. 

ɹʣʦʢ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ. 

11.  011 ʇʨʠʡʪʠ ʢ ʢʦʥʩʝʥʩʫʩʫ 

ʧʦ ʙʣʦʢʫ 

ɸʣʛʦʨʠʪʤ ʜʦʩʪʠʞʝʥʠʷ ʢʦʥʩʝʥʩʫʩʘ 

ʦʧʠʩʘʥ ï ʩʤ.0.  

ɹʣʦʢ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ, ʩʦʩʪʘʚ ʦʧʠʩʘʥ ʚ 

ʧ.3.3.1.4. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

12.  012 ʉʬʦʨʤʠʨʦʚʘʪʴ ʦʪʚʝʪ ʌʦʨʤʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʜʣʷ ʦʪʚʝʪʘ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ JSON ï RPC API. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ, ʩʦʩʪʘʚ ʦʧʠʩʘʥ ʚ 

ʧ.3.3.1.4. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʈʈ 

ʜʣʷ ʦʪʚʝʪʘ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

13.  013 ʂʦʜʠʨʦʚʘʪʴ ʦʪʚʝʪ ʆʪʧʨʘʚʢʘʜʘʥʥʳʭ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 

RPC ʜʣʷ ʢʦʜʠʨʦʚʘʥʠʷ. ʇʦʜʨʦʙʥʦ 

ʧʨʦʮʝʜʫʨʘ ʢʦʜʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥʘ ï 

ʩʤ.0. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʈʈ ʜʣʷ 

ʦʪʚʝʪʘ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ 

ï ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 
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ˉ 

ʧ/

ʧ 

ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

14.  014 ʆʪʧʨʘʚʠʪʴ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ 

ʆʪʧʨʘʚʢʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ ʦʪʚʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦ http ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʆʪʧʨʘʚʣʝʥʥʳʡ 

ʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

15.  015 ɺʳʚʝʩʪʠ ʦʪʚʝʪ ʦʪ ʫʟʣʘ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʦʪʚʝʪ ʦʪ 

ʫʟʣʘ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʵʪʠ ʘʣʛʦʨʠʪʤʳ 

ʦʧʠʩʘʥʳ - ʩʤ.0, 0. 

ʆʪʧʨʘʚʣʝʥʥʳʡ ʢʦʜʠʨʦʚʘʥʥʳʡ 

ʦʪʚʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʆʪʚʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ, 

ʚʦʟʚʨʘʱʘʝʤʳʡ 

ʠʥʪʝʨʬʝʡʩʘʤʠ ʜʦʩʪʫʧʘ 

JSON ï RPC API, 

ʦʧʠʩʘʥʥʳʤʠ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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3.2. ʀʩʧʦʣʴʟʫʝʤʳʝ ʤʝʪʦʜʳ 

ɺ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʠʤʝʥʝʥʳ ʩʣʝʜʫʶʱʠʝ ʷʟʳʢʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ: 

- Go; 

- Solidity. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʠʤʝʥʝʥʳ ʤʝʪʦʜʳ ʧʨʦʛʨʘʤʤʥʦʡ ʙʠʙʣʠʦʪʝʢʠ 

ʂʨʠʧʪʦʇʨʦ CSP. ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʢʘʯʝʩʪʚʝ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ. 

ʇʨʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʷʭ ʧʨʦʠʩʭʦʜʠʪ ʦʙʨʘʱʝʥʠʝ ʢ ʢʨʠʧʪʦʘʜʘʧʪʝʨʫ. 

ʂʨʠʧʪʦʘʜʘʧʪʝʨ ʚʳʟʳʚʘʝʪ ʥʝʦʙʭʦʜʠʤʳʝ ʬʫʥʢʮʠʠ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ. 

ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʩʣʝʜʫʶʱʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ 

ʦʧʝʨʘʮʠʡ: 

- ɸʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ; 

- ʆʙʝʩʧʝʯʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʄʝʪʦʜʳ ʂʨʠʧʪʦʇʨʦ CSP ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʘʣʛʦʨʠʪʤʘʭ, ʦʧʠʩʘʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʷʭ: 0 - 0. 

ɺ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʤʝʪʦʜʳ ʨʝʘʣʠʟʦʚʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ 

ʩʣʝʜʫʶʱʠʤʠ ʨʦʩʩʠʡʩʢʠʤʠ ʩʪʘʥʜʘʨʪʘʤʠ ʢʨʠʧʪʦʛʨʘʬʠʠ: 

1. ɸʣʛʦʨʠʪʤ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʭʵʰ-ʬʫʥʢʮʠʠ ʨʝʘʣʠʟʦʚʘʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ 

ɻʆʉʊ ʈ 34.11-94 / ɻʆʉʊ ʈ 34.11-2012 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ 

ʟʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʌʫʥʢʮʠʷ ʭʵʰʠʨʦʚʘʥʠʷè. 

2. ɸʣʛʦʨʠʪʤʳ ʬʦʨʤʠʨʦʚʘʥʠʷ ʠ ʧʨʦʚʝʨʢʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ ʨʝʘʣʠʟʦʚʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ɻʆʉʊ ʈ 34.10-2001 / ɻʆʉʊ ʈ 34.10-2012 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. 

ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʟʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʇʨʦʮʝʩʩʳ ʬʦʨʤʠʨʦʚʘʥʠʷ ʠ ʧʨʦʚʝʨʢʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠè. 

3. ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ï ʨʘʩʰʠʬʨʦʚʳʚʘʥʠʷ ʜʘʥʥʳʭ ʠ ʚʳʯʠʩʣʝʥʠʝ ʠʤʠʪʦʚʩʪʘʚʢʠ 

ʨʝʘʣʠʟʦʚʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ɻʆʉʊ 28147-89 çʉʠʩʪʝʤʳ ʦʙʨʘʙʦʪʢʠ 

ʠʥʬʦʨʤʘʮʠʠ. ɿʘʱʠʪʘ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷè. 

ɼʣʷ ʜʦʩʪʠʞʝʥʠʷ ʢʦʥʩʝʥʩʫʩʘ ʚ ʩʝʪʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ PoW (Proof-of-Work), ʪʘʢ ʢʘʢ ʦʥ 

ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʠʤʠ ʩʚʦʡʩʪʚʘʤʠ, ʦʧʠʩʘʥʥʳʤʠ ʚ ʧ.ʧ. 3.2.1, 3.2.2. 

3.2.1. ʕʢʩʧʣʫʘʪʘʮʠʦʥʥʳʝ ʩʚʦʡʩʪʚʘ ʘʣʛʦʨʠʪʤʘ PoW: 

1) ʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʫʟʣʦʚ ï ʨʦʩʪ ʢʦʣʠʯʝʩʪʚʘ ʫʟʣʦʚ ʥʝ ʚʣʠʷʝʪ ʥʘ 

ʩʣʦʞʥʦʩʪʴ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ. 

2) ʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʪʨʘʥʟʘʢʮʠʡ ï ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʝʛʦ ʢʦʣʠʯʝʩʪʚʘ 

ʪʨʘʥʟʘʢʮʠʡ ʜʦʩʪʘʪʦʯʥʦ ʫʚʝʣʠʯʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʫʟʣʦʚ. 
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3) ʇʦʜʜʝʨʞʢʘ ʨʝʞʠʤʘ ʨʘʩʧʨʝʜʝʣʸʥʥʦʡ ʩʠʩʪʝʤʳ, ʢʦʛʜʘ ʥʠʞʝʧʝʨʝʯʠʩʣʝʥʥʳʝ ʫʪʚʝʨʞʜʝʥʠʷ 

ʥʝ ʚʳʧʦʣʥʠʤʳ: 

- ʉʝʪʴ ʨʘʙʦʪʘʝʪ ʙʝʟʦʪʢʘʟʥʦ; 

- ʇʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʩʝʪʠ ʙʝʩʢʦʥʝʯʥʘ; 

- ʉʝʪʴ ʙʝʟʦʧʘʩʥʘ; 

- ʊʦʧʦʣʦʛʠʷ ʩʝʪʠ ʧʦʩʪʦʷʥʥʘ; 

- ɺʦʟʤʦʞʥʦ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ; 

- ʇʝʨʝʜʘʯʘ ʠʥʬʦʨʤʘʮʠʠ ʙʝʩʧʣʘʪʥʘ; 

- ɺʩʝ ʫʟʣʳ ʠ ʚʩʝ ʢʘʥʘʣʳ ʩʚʷʟʠ ʠʜʝʥʪʠʯʥʳ. 

4) ʆʪʩʫʪʩʪʚʠʝ ʝʜʠʥʦʡ ʪʦʯʢʠ ʜʦʚʝʨʠʷ ʠʣʠ ʫʧʨʘʚʣʝʥʠʷ. 

5) ʅʘʣʠʯʠʝ çʠʩʪʦʨʠʠ ʫʩʧʝʭʘè ʚ ʫʩʣʦʚʠʷʭ ʤʘʩʩʦʚʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʘʛʨʝʩʩʠʚʥʦʡ ʩʨʝʜʝ. 

ʉʢʦʨʦʩʪʴ ʥʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʚʘʞʥʦʝ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʝ ʩʚʦʡʩʪʚʦ, ʪʘʢ ʢʘʢ ʩʢʦʨʦʩʪʴ ʥʝ 

ʟʘʚʠʩʠʪ ʦʪ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ ʚ ʫʩʣʦʚʠʷʭ ʨʘʩʧʨʝʜʝʣʸʥʥʦʡ ʩʠʩʪʝʤʳ ʙʝʟ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʠ ʧʨʠ ʥʝʦʧʨʝʜʝʣʸʥʥʦʤ ʢʦʣʠʯʝʩʪʚʝ ʫʯʘʩʪʥʠʢʦʚ.  

3.2.2. ʉʚʦʡʩʪʚʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʘʣʛʦʨʠʪʤʘ PoW: 

1) ɼʦʢʘʟʘʪʝʣʴʩʪʚʦ ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʮʝʧʦʯʢʠ ï ʝʩʣʠ ʮʝʧʦʯʝʢ ʥʝʩʢʦʣʴʢʦ, ʢʘʞʜʳʡ ʫʟʝʣ ʠʤʝʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʘʷ ʠʟ ʩʫʱʝʩʪʚʫʶʱʠʭ ʮʝʧʦʯʝʢ ʷʚʣʷʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʦ 

ʚʝʨʥʦʡ. 

2) ɺʣʠʷʥʠʝ ʜʘʥʥʳʭ ʚʥʫʪʨʠ ʮʝʧʦʯʢʠ ʥʘ ʣʦʛʠʢʫ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ ï ʥʘʣʠʯʠʝ ʢʘʢʠʭ-

ʣʠʙʦ ʨʘʩʯʸʪʥʳʭ ʝʜʠʥʠʮ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʨʦʣʴ ʚʘʣʠʜʘʪʦʨʘ ʠ ʫʧʨʘʚʣʝʥʠʝ 

ʢʦʪʦʨʳʤʠ ʪʨʝʙʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

3) ʇʦʩʪʦʷʥʥʦʝ ʧʨʠʩʫʪʩʪʚʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ çʩʝʢʨʝʪʦʚè ʚ ʩʠʩʪʝʤʝ ʜʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʝʸ 

ʨʘʙʦʪʳ ï ʥʘʣʠʯʠʝ ʢʘʢʠʭ-ʣʠʙʦ ʢʣʶʯʝʡ ʜʣʷ ʧʦʜʧʠʩʘʥʠʷ ʙʣʦʢʦʚ. çʉʝʢʨʝʪè ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʩʦʙʦʡ ʩʣʫʯʘʡʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪʦʚ, ʟʘʰʠʬʨʦʚʘʥʥʫʶ ʦʪʢʨʳʪʳʤ ʢʣʶʯʦʤ 

ʩʝʨʚʝʨʘ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʠ ʩʝʨʚʝʨʫ ʚʳʯʠʩʣʠʪʴ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ, 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ ʥʘ ʫʨʦʚʥʝ ʩʦʝʜʠʥʝʥʠʷ. 

4) ɺʦʟʤʦʞʥʦʩʪʴ ʨʘʩʩʯʠʪʘʪʴ ʮʝʥʫ ʚʟʣʦʤʘ ʩʠʩʪʝʤʳ ʩ ʚʳʩʦʢʦʡ ʪʦʯʥʦʩʪʴʶ. 

3.3. ʉʪʨʫʢʪʫʨʘ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ 

ɺʚʠʜʫ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʠ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʨʝʝʩʪʨʦʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʩʦʙʦʡ ʩʦʚʦʢʫʧʥʦʩʪʴ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʦʪʜʝʣʴʥʳʭ ʫʟʣʘʭ ʠ ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ 

ʩʝʪʴ ʄʘʩʪʝʨʯʝʡʥ. ʉʪʨʫʢʪʫʨʘ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʨʘʟʨʝʟʝ ʢʦʤʧʦʥʝʥʪ ʧʨʝʜʩʪʘʚʣʝʥʘ ï ʩʤ. ʈʠʩʫʥʦʢ 2. 
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˿˴˭ˮ ˸͔͊ͫͭͪ;͔͚ͤ

˴͔ͦͣͨͦͤͤͭ ͙͔͙ͫͨͦͤͤ͡Ύ 
͙ͨͪ͊͒ͤ͟͡·ͻ ͊͒͊͘;

˴͔ͦͣͨͦͤͤͭ 
͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ ͫ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ͙ͣ

˴͔ͦͣͨͦͤͤͭ ͔͔ͦ͋ͫͨ;͔͙ͤΎ 
͔͔͍͎ͫͭͦͦ ͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ 

͔ͣ͗͒ͯ ͙ͯ͊ͣ͘͡ 
͔͔͔͎ͪ͊ͫͨͪ͒ͤͤͦͦ͡ ͔͔ͪͫͭͪ͊

˴͔ͦͣͨͦͤͤͭ ͔͊͒ͪͫ͊ͼ͙͙ 
ͯ;͙͍͊ͫͭͤͦ͟ ͔͔͍͎ͫͭͦͦ 
͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ

˴͔ͦͣͨͦͤͤͭ 
͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ ͫ 
͙͔͍͙ͪͨͭͦͫͪ͒ͫͭ͊ͣ͟

˴͔ͦͣͨͦͤͤͭ ˴͙ͪͨͭͦ˽ͪͦ CSP

˴͔ͦͣͨͦͤͤͭ ͍͔͔͙͒ͤΎ 
͔͔͔͎ͪ͊ͫͨͪ͒ͤͤͦͦ͡ ͔͔ͪͫͭͪ͊

˽˴ ˿˽˴˿

˴͔ͦͣͨͦͤͤͭ ͦͤͭͪͦ͟͡Ύ ͙ 
͍͔͙ͯͨͪ͊ͤ͡Ύ ͒ͦͫͭͯͨͦͣ

˴͔ͦͣͨͦͤͤͭ ͔͔ͨͪ͒͊;͙ 
ͦͤ͟ͺ͙͔͒ͤͼ͙͊͡Έͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ

˴͔ͦͣͨͦͤͤͭ Whitelist

˴͔ͦͣͨͦͤͤͭ ˴͙ͪͨͭͦ˽ͪͦ CSP

 

ʈʠʩʫʥʦʢ 2 ï ʢʦʤʧʦʥʝʥʪʥʘʷ ʩʪʨʫʢʪʫʨʘ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ɺʟʘʠʤʦʩʚʷʟʴ ʤʝʞʜʫ ʢʦʤʧʦʥʝʥʪʘʤʠ ʠ ʧʘʢʝʪʘʤʠ, ʬʘʡʣʘʤʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʠʚʝʜʝʥʘ ï ʩʤ. 

0. 
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3.3.1. ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ 

3.3.1.1. ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʢʦʧʠʠ ʈʈ 

ʉʨʘʟʫ ʧʦʩʣʝ ʟʘʧʫʩʢʘ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʥʘʯʠʥʘʝʪ ʧʨʦʮʝʩʩ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʩ ʫʟʣʘʤʠ 

ʄʘʩʪʝʨʯʝʡʥ. ʅʦʚʳʝ ʙʣʦʢʠ, ʧʦʣʫʯʝʥʥʳʝ ʦʪ ʜʨʫʛʠʭ ʫʟʣʦʚ, ʧʨʦʚʝʨʷʶʪʩʷ ʦʜʠʥ ʟʘ ʜʨʫʛʠʤ ʩʦʛʣʘʩʥʦ 

ʘʣʛʦʨʠʪʤʫ, ʦʧʠʩʘʥʥʦʤʫ ï ʩʤ.0. 

ʅʘʯʘʣʴʥʳʡ ʙʣʦʢ ʈʈ ʠʤʝʝʪ ʥʦʤʝʨ ç0è ʠ ʵʪʦ ʝʜʠʥʩʪʚʝʥʥʳʡ ʙʣʦʢ, ʢʦʪʦʨʳʡ ʥʝ ʠʤʝʝʪ ʨʦʜʠʪʝʣʷ. 

ʅʘʯʘʣʴʥʳʡ ʙʣʦʢ ʈʈ ʫʥʠʢʘʣʝʥ ʜʣʷ ʩʝʪʠ. ɺ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʦʥ ʦʙʲʷʚʣʝʥ ʚ 

ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʦʤ ʢʦʜʝ ʢʦʥʩʪʘʥʪʦʡ. 

ʅʘʯʘʣʴʥʳʡ ʙʣʦʢ ʈʈ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʩ Whitelist ʫʟʣʦʚ. 

ɹʣʦʢ ʙʫʜʝʪ ʚʢʣʶʯʸʥ ʚ ʈʈ ʪʦʣʴʢʦ ʝʩʣʠ ʦʥ ʧʦʜʧʠʩʘʥ ʫʟʣʦʤ, ʢʦʪʦʨʳʡ ʝʩʪʴ ʚ Whitelist ʫʟʣʦʚ ʠ 

ʦʙʣʘʜʘʝʪ ʨʦʣʴʶ ʤʘʡʥʝʨ. 

ɽʩʣʠ ʚ ʧʨʦʮʝʩʩʝ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʦʣʫʯʝʥ ʥʝʢʦʨʨʝʢʪʥʳʡ ʙʣʦʢ ʠʣʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ 

ʙʣʦʢʦʚ, ʪʦ ʩʦʝʜʠʥʝʥʠʝ ʩ ʫʟʣʦʤ-ʠʩʪʦʯʥʠʢʦʤ ʥʝʢʦʨʨʝʢʪʥʦʛʦ ʬʨʘʛʤʝʥʪʘ ʨʘʟʨʳʚʘʝʪʩʷ, ʠ ʩʠʥʭʨʦʥʠʟʘʮʠʷ 

ʧʨʦʜʦʣʞʘʝʪʩʷ ʩ ʜʨʫʛʠʭ ʫʟʣʦʚ. 

3.3.1.2. ʆʙʨʘʙʦʪʢʘ ʥʦʚʳʭ ʪʨʘʥʟʘʢʮʠʡ 

ʊʨʘʥʟʘʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʚ ʜʚʫʭ ʩʦʩʪʦʷʥʠʷʭ: 

- ʊʨʘʥʟʘʢʮʠʷ ʥʝ ʦʙʨʘʙʦʪʘʥʘ: ʪʨʘʥʟʘʢʮʠʷ ʥʘʭʦʜʠʪʩʷ ʚ ʧʫʣʝ; 

- ʊʨʘʥʟʘʢʮʠʷ ʦʙʨʘʙʦʪʘʥʘ: ʪʨʘʥʟʘʢʮʠʷ ʦʙʨʘʙʦʪʘʥʘ, ʚʢʣʶʯʝʥʘ ʚ ʙʣʦʢ, ʙʣʦʢ ʟʘʧʠʩʘʥ ʚ ʈʈ.  

ʆʙʨʘʙʦʪʢʘ ʪʨʘʥʟʘʢʮʠʡ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʙʣʦʢʘ. 

ɺ ʥʘʯʘʣʝ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʡ ʤʘʡʥʝʨ ʬʠʢʩʠʨʫʝʪ ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʦʝ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʩʦʩʪʦʷʥʠʶ ʩʠʩʪʝʤʳ, ʫʢʘʟʘʥʥʦʤʫ ʚ ʧʦʩʣʝʜʥʝʤ ʙʣʦʢʝ, ʚʢʣʶʯʸʥʥʦʤ ʚ ʈʈ. ɺ ʢʦʥʮʝ 

ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʡ ʜʣʷ ʥʦʚʦʛʦ ʙʣʦʢʘ ʙʫʜʝʪ ʧʦʣʫʯʝʥʦ ʥʦʚʦʝ ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ 

ʟʘʧʠʩʘʥʦ ʚ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ. ʂʦʛʜʘ ʥʦʚʳʡ ʙʣʦʢ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʈʈ ï ʵʪʦ ʤʝʥʷʝʪ ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ 

ʜʣʷ ʚʩʝʡ ʩʝʪʠ. 

ʄʘʡʥʝʨ ʙʝʨʸʪ ʚʩʝ ʪʨʘʥʟʘʢʮʠʠ ʠʟ ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ, ʦʯʝʨʝʜʴ pending ʠ ʩʦʨʪʠʨʫʝʪ ʠʭ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʇʦ ʦʪʧʨʘʚʠʪʝʣʶ ʠ ʚʦʟʥʘʛʨʘʞʜʝʥʠʶ (ʪʨʘʥʟʘʢʮʠʠ ʩ ʩʘʤʳʤ ʚʳʩʦʢʠʤ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝʤ 

ʚ ʥʘʯʘʣʝ ʩʧʠʩʢʘ); 

- ɼʣʷ ʢʘʞʜʦʛʦ ʦʪʧʨʘʚʠʪʝʣʷ ʪʨʘʥʟʘʢʮʠʠ ʩʦʨʪʠʨʫʶʪʩʷ ʧʦ ʥʦʥʩʫ. 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʪʩʦʨʪʠʨʦʚʘʥʥʦʛʦ ʤʘʩʩʠʚʘ ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʧʦʜʧʠʩʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ 

ʢʘʞʜʦʡ ʪʨʘʥʟʘʢʮʠʠ ʚʝʨʥʳ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʘʣʛʦʨʠʪʤ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʡ ʦʧʠʩʘʥ ï ʩʤ. 0. 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʪʨʘʥʟʘʢʮʠʷ ʚʢʣʶʯʝʥʘ ʚ ʙʣʦʢ ʠ ʙʣʦʢ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʈʈ ʩʦʩʪʦʷʥʠʝ ʪʨʘʥʟʘʢʮʠʠ 

ʩʯʠʪʘʝʪʩʷ ʠʟʤʝʥʸʥʥʳʤ (ʪʨʘʥʟʘʢʮʠʷ ʦʙʨʘʙʦʪʘʥʘ). 

3.3.1.3. ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʙʣʦʢʘ ʜʣʷ ʈʈ 

ɸʣʛʦʨʠʪʤʳ ʩʦʟʜʘʥʠʷ ʠ ʚʘʣʠʜʘʮʠʠ ʙʣʦʢʘ ʦʧʠʩʘʥʳ ï ʩʤ. 0, 0, 0.  
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3.3.1.4. ʆʧʨʝʜʝʣʝʥʠʝ ʢʦʥʩʝʥʩʫʩʘ ʚ ʫʩʣʦʚʠʷʭ ʦʜʥʦʨʘʥʛʦʚʦʡ (P2P) ʩʝʪʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʝʜʠʥʦʡ 

ʚʝʨʩʠʠ ʈʈ 

ʇʨʠ ʧʨʦʚʝʨʢʝ ʢʦʨʨʝʢʪʥʦʩʪʠ ʚʭʦʜʷʱʝʛʦ ʙʣʦʢʘ, ʧʨʦʠʟʚʦʜʷʪʩʷ ʧʨʦʚʝʨʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʩʪʨʫʢʪʫʨʳ ʙʣʦʢʘ ʩʪʘʥʜʘʨʪʫ: 

- ɿʘʛʦʣʦʚʦʢ: ʩʪʨʫʢʪʫʨʘ ʟʘʛʦʣʦʚʢʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʩʪʘʥʜʘʨʪʫ, ʧʦʣʷ ʟʘʛʦʣʦʚʢʘ ʠʤʝʶʪ 

ʟʥʘʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʪʠʧʘ ʜʘʥʥʳʭ; 

- ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ, ʝʩʣʠ ʥʝ ʧʫʩʪʦʡ: ʪʨʘʥʟʘʢʮʠʠ ʩʬʦʨʤʠʨʦʚʘʥʳ 

ʩʦʛʣʘʩʥʦ ʩʪʘʥʜʘʨʪʫ, ʟʥʘʯʝʥʠʝ ʧʦʣʝʡ ʪʨʘʥʟʘʢʮʠʡ ʠʤʝʶʪ ʟʥʘʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʪʠʧʦʚ ʜʘʥʥʳʭ; 

- ʉʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ, ʝʩʣʠ ʥʝ ʧʫʩʪʦʡ: 

ʟʘʛʦʣʦʚʢʠ ʩʬʦʨʤʠʨʦʚʘʥʳ ʩʦʛʣʘʩʥʦ ʩʪʘʥʜʘʨʪʫ, ʧʦʣʷ ʟʘʛʦʣʦʚʢʦʚ ʠʤʝʶʪ ʟʥʘʯʝʥʠʷ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʪʠʧʦʚ ʜʘʥʥʳʭ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʘʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʢʦʥʩʝʥʩʫʩʘ ʦʧʠʩʘʥ - ʩʤ. 0. 

3.3.2.  ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʫʟʣʘʤʠ 
ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ 

ʎʝʣʴ ʢʘʞʜʦʛʦ ʫʟʣʘ ʄʘʩʪʝʨʯʝʡʥ ï ɻ ʪʦ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʈʈ. ɼʣʷ ʵʪʦʛʦ ʫʟʝʣ ʥʘʭʦʜʠʪ ʜʨʫʛʠʝ ʫʟʣʳ 

ʩʝʪʠ ʄʘʩʪʝʯʝʡʥ, ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩ ʥʠʤʠ ʩʦʝʜʠʥʝʥʠʝ ʠ ʦʙʤʝʥʠʚʘʝʪʩʷ ʙʣʦʢʘʤʠ ʠ ʪʨʘʥʟʘʢʮʠʷʤʠ. 

ʇʨʠ ʟʘʧʫʩʢʝ ʫʟʝʣ ʧʦʜʩʦʝʜʠʥʷʝʪʩʷ ʢ ʩʪʘʨʪʦʚʳʤ ʫʟʣʘʤ, ʧʨʠ ʜʘʣʴʥʝʡʰʝʡ ʨʘʙʦʪʝ ʜʣʷ çʦʙʭʦʜʘè 

ʩʝʪʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʘʟʥʦʚʠʜʥʦʩʪʴ Kademlia DHT ʧʨʦʪʦʢʦʣʘ: Node Discovery ʧʨʦʪʦʢʦʣ, ʚʝʨʩʠʷ 4. ʇʨʠ 

ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʫʟʣʘʤʠ ʠʩʧʦʣʴʟʫʝʪʩʷ Whitelist ʫʟʣʦʚ.  

3.3.2.1. ʇʦʠʩʢ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ 

ʇʦʠʩʢ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʦʠʩʢʝ ʩʪʘʨʪʦʚʳʭ ʫʟʣʦʚ. ʉʪʘʨʪʦʚʳʝ ʫʟʣʳ ï ʫʟʣʳ 

ʄʘʩʪʝʨʯʝʡʥ, ʜʦʩʪʫʧʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʠ ʧʦʣʫʯʝʥʠʷ UDP ʩʦʦʙʱʝʥʠʷ ʧʦ ʟʘʜʘʥʥʦʤʫ ʧʦʨʪʫ. ʉʪʘʨʪʦʚʳʝ 

ʫʟʣʳ ʥʝʦʙʭʦʜʠʤʳ ʧʨʠ ʥʘʯʘʣʝ ʨʘʙʦʪʳ ʫʟʣʘ, ʢʦʛʜʘ ʫ ʫʟʣʘ ʥʝʪ ʪʘʙʣʠʮʳ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ. ʊʘʙʣʠʮʘ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʩʦʩʪʘʚʣʷʝʪʩʷ ʧʨʠ çʦʙʭʦʜʝè ʩʝʪʠ ʧʦ Node Discovery ʧʨʦʪʦʢʦʣʫ. ɽʩʪʴ ʪʨʠ ʩʧʦʩʦʙʘ 

ʧʝʨʝʜʘʯʠ ʫʟʣʫ ʩʧʠʩʢʘ ʩʪʘʨʪʦʚʳʭ ʫʟʣʦʚ: 

- ʅʝʩʢʦʣʴʢʦ ʩʪʘʨʪʦʚʳʭ ʫʟʣʦʚ ʦʙʲʷʚʣʝʥʳ ʢʦʥʩʪʘʥʪʘʤʠ ʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ; 

- ɸʜʨʝʩʘ ʩʪʘʨʪʦʚʳʭ ʫʟʣʦʚ ʤʦʛʫʪ ʙʳʪʴ ʫʢʘʟʘʥʳ ʧʨʠ ʟʘʧʫʩʢʝ ʫʟʣʘ; 

- ʉʪʘʨʪʦʚʳʝ ʫʟʣʳ ʤʦʛʫʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʫʟʣʘ. 

ʉʪʘʨʪʦʚʳʝ ʫʟʣʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʩʧʠʩʢʘ ʜʨʫʛʠʭ ʫʟʣʦʚ. 

ʇʦʩʣʝ ʥʘʯʘʣʘ ʨʘʙʦʪʳ ʫʟʝʣ ʧʦʜʩʦʝʜʠʥʷʝʪʩʷ ʢ ʦʜʥʦʤʫ ʠʟ ʩʪʘʨʪʦʚʳʭ ʫʟʣʦʚ. ʉʪʘʨʪʦʚʳʡ ʫʟʝʣ 

ʚʦʟʚʨʘʱʘʝʪ ʩʧʠʩʦʢ ʫʟʣʦʚ, ʢʦʪʦʨʳʝ ʧʦʜʩʦʝʜʠʥʷʣʠʩʴ ʢ ʵʪʦʤʫ ʩʪʘʨʪʦʚʦʤʫ ʫʟʣʫ ʟʘ ʧʦʩʣʝʜʥʠʝ 2 ʯʘʩʘ. 

ʕʪʦʪ ʧʨʦʪʦʢʦʣ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʩʪʦʷʥʥʦʛʦ çʦʙʭʦʜʘè ʩʝʪʠ. 
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ɿʘʧʨʦʩ ʥʘ ʦʙʥʘʨʫʞʝʥʠʝ ʥʦʚʳʭ ʫʟʣʦʚ ʧʨʦʠʩʭʦʜʠʪ ʨʝʛʫʣʷʨʥʦ. ʂʘʞʜʳʡ ʫʟʝʣ ʩʪʘʨʘʝʪʩʷ ʜʝʨʞʘʪʴ 

ʚ ʪʘʙʣʠʮʝ ʥʝ ʤʝʥʝʝ 25 ʫʟʣʦʚ, ʩ ʢʦʪʦʨʳʤʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʙʤʝʥ ʜʘʥʥʳʤʠ ʧʦ TLS. ɼʘʥʥʳʝ ʭʨʘʥʷʪʩʷ ʚ 

RAM ʠ ʧʠʰʝʪʩʷ ʚ ʣʦʢʘʣʴʥʫʶ ʙʘʟʫ levelDB. ʇʨʠ ʰʪʘʪʥʦʤ ʟʘʚʝʨʰʝʥʠʠ ʨʘʙʦʪʳ, ʠʟʚʝʩʪʥʳʝ ʫʟʣʳ ʩʝʪʠ 

ʩʦʭʨʘʥʷʶʪʩʷ ʥʘ ʜʠʩʢ ʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ ʩʣʝʜʫʶʱʝʤ ʩʪʘʨʪʝ. 

3.3.2.2. ʆʙʭʦʜ ʩʝʪʠ 

ʆʙʭʦʜ ʩʝʪʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ Node Discovery ʧʨʦʪʦʢʦʣʘ, ʚʝʨʩʠʷ 4. ɺ ʢʘʯʝʩʪʚʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʢʣʶʯʝʡ ʫʟʣʦʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʫʙʣʠʯʥʳʝ ʢʣʶʯʠ ʫʟʣʦʚ. ʈʘʩʩʪʦʷʥʠʝ ʤʝʞʜʫ ʜʚʫʤʷ 

ʫʟʣʘʤʠ ï ʵʪʦ ʧʦʙʠʪʦʚʦʝ ʠʩʢʣʶʯʘʶʱʝʝ ʀʃʀ ʭʝʰʝʡ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʵʪʠʭ ʫʟʣʦʚ:  

distance (n ϛ, n Ϝ) = gost256(n ϛ) XOR gost256(n Ϝ)  

ʋʟʣʳ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Node Discovery ʧʨʦʪʦʢʦʣʘ ʭʨʘʥʷʪ ʠʥʬʦʨʤʘʮʠʶ ʦ çʩʦʩʝʜʥʠʭè ʫʟʣʘʭ. 

ʉʦʩʝʜʥʠʝ ʫʟʣʳ ʭʨʘʥʷʪʩʷ ʚ ʪʘʙʣʠʮʝ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ, ʢʦʪʦʨʘʷ ʩʦʩʪʦʠʪ ʠʟ k-ʩʣʦʪʦʚ. ɼʣʷ ʢʘʞʜʦʛʦ i, 0Ò 

i <256, ʫ ʢʘʞʜʦʛʦ ʫʟʣʘ ʝʩʪʴ ʦʜʠʥ k-ʩʣʦʪ ʜʣʷ ʫʟʣʦʚ, ʥʘʭʦʜʷʱʠʭʩʷ ʥʘ ʨʘʩʩʪʦʷʥʠʠ 2i ʠ 2i+1 ʦʪ ʜʘʥʥʦʛʦ 

ʫʟʣʘ. 

Node Discovery ʧʨʦʪʦʢʦʣ ʠʩʧʦʣʴʟʫʝʪ k = 16, ʪʦ ʝʩʪʴ ʢʘʞʜʳʡ k-ʩʣʦʪ ʩʦʜʝʨʞʠʪ 16 ʟʘʧʠʩʝʡ, 

ʦʪʩʦʨʪʠʨʦʚʘʥʥʳʭ ʧʦ ʧʨʠʥʮʠʧʫ: ʩʘʤʳʡ ʥʝʜʘʚʥʦ ʚʠʜʝʥʥʳʡ ʫʟʝʣ ʚ ʥʘʯʘʣʝ, ʜʘʚʥʦ ʚʠʜʝʥʥʳʡ ʫʟʝʣ ʚ 

ʢʦʥʮʝ. 

ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʪʘʙʣʠʮʳ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ ʫʟʝʣ ʟʘʧʨʘʰʠʚʘʝʪ ʙʣʠʞʘʡʰʠʝ ʠʟʚʝʩʪʥʳʝ ʫʟʣʳ 

ʦ ʙʣʠʞʘʡʰʠʭ ʠʟʚʝʩʪʥʳʭ ʠʤ ʫʟʣʘʭ. ʂʦʛʜʘ ʥʦʚʳʡ ʫʟʝʣ Nϛ ʦʙʥʘʨʫʞʝʥ, ʦʥ ʧʦʤʝʱʘʝʪʩʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʩʣʦʪ. ɽʩʣʠ ʚ ʩʣʦʪʝ ʤʝʥʝʝ k ʟʘʧʠʩʝʡ, ʥʦʚʳʡ ʫʟʝʣ ʜʦʙʘʚʣʷʝʪʩʷ ʢʘʢ ʧʝʨʚʘʷ ʟʘʧʠʩʴ. 

ɽʩʣʠ ʩʣʦʪ ʫʞʝ ʩʦʜʝʨʞʠʪ ʟʘʧʠʩʠ, ʪʦ ʩʘʤʳʡ ʜʘʚʥʠʡ ʫʟʝʣ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ: ʧʦʩʳʣʘʝʪʩʷ ping 

ʧʘʢʝʪ. ɽʩʣʠ ʦʪʚʝʪʘ ʥʝʪ, ʪʦ ʫʟʝʣ ʩʯʠʪʘʝʪʩʷ ʥʝʜʦʩʪʫʧʥʳʤ ʠ ʫʜʘʣʷʝʪʩʷ, ʧʝʨʚʦʡ ʟʘʧʠʩʴʶ ʩʣʦʪʘ 

ʜʦʙʘʚʣʷʝʪʩʷ Nϛ. ɽʩʣʠ Nϛ ʙʣʠʞʝ ʠʟʚʝʩʪʥʳʭ ʦʧʨʦʰʝʥʥʳʭ ʫʟʣʦʚ, ʪʦ ʵʪʦʪ ʫʟʝʣ ʦʧʨʘʰʠʚʘʝʪʩʷ ʦ 

ʙʣʠʞʘʡʰʠʭ ʠʟʚʝʩʪʥʳʭ ʝʤʫ ʫʟʣʘʭ. 

ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʪʘʙʣʠʮʳ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʝʢʫʨʩʠʚʥʳʡ ʧʦʠʩʢ. ʇʦʠʩʢ ʫʟʣʦʚ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʘʣʛʦʨʠʪʤʫ ï ʩʤ. ʈʠʩʫʥʦʢ 3 

͔̂͘͡ 1 ͔̂͘͡ 2

1
ping ͫ ͦͦ͋΅͔͙͔ͤ

2
pong ͫ ͦͦ͋΅͔͙͔ͤ

3
͊ͨͪͦͫ͘ ͤ͊ ͙ͫͨͫͦ͟ ͍ͯͦ͘͡

4
͙ͫͨͫͦ͟ ͍ͯͦ͘͡

 

ʈʠʩʫʥʦʢ 3 ï ɸʣʛʦʨʠʪʤ ʧʦʠʩʢʘ ʫʟʣʦʚ. 
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ʆʧʠʩʘʥʠʝ ʰʘʛʦʚ ʘʣʛʦʨʠʪʤʘ ʧʦʠʩʢʘ ʫʟʣʦʚ ï ʩʤ. ʊʘʙʣʠʮʘ 2. 

ʊʘʙʣʠʮʘ 2 ï ʐʘʛʠ ʘʣʛʦʨʠʪʤʘ ʧʦʠʩʢʘ ʫʟʣʦʚ. 

ˉ 

ʧ/ʧ 
ʐʘʛ ʆʧʠʩʘʥʠʝ 

1.  1 ʋʟʝʣ 1 ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ ping ʫʟʣʫ ʠʟ ʩʧʠʩʢʘ. 

2.  2 ʅʘ ʩʦʦʙʱʝʥʠʝ ping ʫʟʝʣ 2 ʦʪʚʝʯʘʝʪ ʩʦʦʙʱʝʥʠʝʤ pong. ɽʩʣʠ ʫʟʝʣ 1 ʥʝ ʧʦʣʫʯʘʣ ʦʪʚʝʪʘ ʥʘ 

ʩʦʦʙʱʝʥʠʝ ping, ʫʟʝʣ 2 ʫʜʘʣʷʝʪʩʷ ʠʟ ʩʧʠʩʢʘ ʫʟʣʦʚ ʥʘ ʧʦʜʩʦʝʜʠʥʝʥʠʝ. 

3.  3 ʋʟʝʣ 1 ʟʘʧʨʘʰʠʚʘʝʪ ʩʧʠʩʦʢ ʫʟʣʦʚ, ʩʦʩʝʜʥʠʭ (ʧʦ DHT) ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ 

ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʟʘʧʨʦʩʝ. ʉʦʦʙʱʝʥʠʝ FindNode. 

4.  4 ʋʟʝʣ 2 ʦʪʧʨʘʚʣʷʝʪ ʩʧʠʩʦʢ ʫʟʣʦʚ, ʩʦʩʝʜʥʠʭ (ʧʦ DHT) ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ ʫʢʘʟʘʥ 

ʚ ʟʘʧʨʦʩʝ (ʰʘʛ 3). ʉʦʦʙʱʝʥʠʝ Neighbors.  

ʇʘʢʝʪ Neighbors ʙʫʜʝʪ ʧʦʩʣʘʥ ʫʟʣʫ 1 ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʪ ʵʪʦʛʦ ʫʟʣʘ ʙʳʣ ʧʦʣʫʯʝʥ ʚʘʣʠʜʥʳʡ 

pong-ʦʪʚʝʪ (ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʪʦʪ ʞʝ ʭʝʰ, ʯʪʦ ʠ ping ʧʘʢʝʪ) ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʯʘʩʦʚ. 

Node Discovery ʩʦʦʙʱʝʥʠʷ ʧʦʩʳʣʘʶʪʩʷ UDP ʧʘʢʝʪʘʤʠ (ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ 1280 ʙʘʡʪ):  

packet = packet - header || packet - data  

ɿʘʛʦʣʦʚʦʢ ʧʘʢʝʪʘ: 

packet - header = hash || signature || packet - type  

hash = gost256(signatur e || packet - type || packet - data)  

signature = sign(packet - type || packet - data)  

ʅʠʞʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ: 

hash - ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʪʣʠʯʘʪʴ ʧʘʢʝʪʳ, ʢʦʛʜʘ ʥʝʩʢʦʣʴʢʦ ʧʨʦʪʦʢʦʣʦʚ 

ʠʩʧʦʣʴʟʫʶʪ ʦʜʠʥ UDP ʧʦʨʪ; 

signature ï ʧʦʜʧʠʩʴ ʧʘʢʝʪʘ ʫʟʣʦʤ, ʚ ʚʠʜʝ ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ, ʜʣʠʥʥʦʡ 65: r || s || v (gost 34.10); 

packet-type ï ʙʘʡʪ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʪʠʧ ʩʦʦʙʱʝʥʠʷ. 

ɼʘʥʥʳʝ ʧʘʢʝʪʘ: 

ɼʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʠʜʫʪ ʩʨʘʟʫ ʧʦʩʣʝ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ ʦʧʨʝʜʝʣʷʶʪʩʷ ʪʠʧʦʤ ʧʘʢʝʪʘ. 

Ping ʧʘʢʝʪ: 

packet - type = 0x01  

packet - data = [version, from, to, expiration] version = 4 from = [sender - ip, sender - udp - port, 

sender - tcp - port] to = [recipient - ip, recipient - udp - por t, 0]  

expiration ï ʚʨʝʤʷ ʚ UNIX ʬʦʨʤʘʪʝ. ʇʘʢʝʪʳ, ʚʨʝʤʷ ʚ ʢʦʪʦʨʳʭ ʫʢʘʟʘʥʦ ʚ ʧʨʦʰʣʦʤ, ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ. 

ʋʟʝʣ-ʧʦʣʫʯʘʪʝʣʴ ʦʪʚʝʯʘʝʪ ʥʘ ʧʘʢʝʪ ping ʧʘʢʝʪʦʤ ʚ ʬʦʨʤʘʪʝ pong. ʋʟʝʣ-ʧʦʣʫʯʘʪʝʣʴ ʤʦʞʝʪ 

ʜʦʙʘʚʠʪʴ ʫʟʝʣ-ʦʪʧʨʘʚʠʪʝʣʴ ʚ ʩʚʦʶ ʪʘʙʣʠʮʫ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ. 

ɽʩʣʠ ʥʠʢʘʢʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʫʟʣʦʤ ʦʪʧʨʘʚʠʪʝʣʝʤ ʥʝ ʙʳʣʦ ʧʦʩʣʝʜʥʠʝ 12 ʯʘʩʦʚ, 

ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʧʦʩʳʣʘʝʪʩʷ ping ʧʘʢʝʪ. 

Pong ʧʘʢʝʪ: 
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packet - type = 0x02  

packet - data = [to, ping - hash, expiration]  

Pong ʧʘʢʝʪ ʷʚʣʷʝʪʩʷ ʦʪʚʝʪʦʤ ʥʘ ping ʧʘʢʝʪ. 

ping-hash ï ʜʦʣʞʝʥ ʙʳʪʴ ʨʘʚʝʥ hash ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ping ʧʘʢʝʪʘ, ʝʩʣʠ ʵʪʦ ʥʝ ʪʘʢ, ʧʘʢʝʪ 

ʠʛʥʦʨʠʨʫʝʪʩʷ. 

FindNode ʧʘʢʝʪ: 

packet - type = 0x03  

packet - data = [target, expiration]  

ɼʘʥʥʳʡ ʧʘʢʝʪ ï ʟʘʧʨʦʩ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʟʣʘʭ, ʙʣʠʞʘʡʰʠʭ ʢ target. ʋʟʝʣ-ʧʦʣʫʯʘʪʝʣʴ ʜʦʣʞʝʥ 

ʦʪʚʝʪʠʪʴ ʧʘʢʝʪʦʤ ʬʦʨʤʘʪʘ Neighbors, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ 16 ʙʣʠʞʘʡʰʠʭ ʫʟʣʦʚ ʠʟ ʣʦʢʘʣʴʥʦʡ ʪʘʙʣʠʮʳ 

ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ target. 

ʇʘʢʝʪ Neighbors ʙʫʜʝʪ ʧʦʩʣʘʥ ʫʟʣʫ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʪ ʵʪʦʛʦ ʫʟʣʘ ʙʳʣ ʧʦʣʫʯʝʥ ʚʘʣʠʜʥʳʡ 

pong-ʦʪʚʝʪ ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʯʘʩʦʚ. 

Neighbors ʧʘʢʝʪ: 

packet - type = 0x04  

packet - data = [nodes, expiration]  

nodes = [[ip, udp - port, tcp - port, node - id], ... ]  

Neighbors ʧʘʢʝʪ ʷʚʣʷʝʪʩʷ ʦʪʚʝʪʦʤ ʥʘ FindNode ʧʘʢʝʪ. ɼʘʥʥʳʡ ʧʘʢʝʪ ʩʦʜʝʨʞʠʪ 16 ʙʣʠʞʘʡʰʠʭ 

ʫʟʣʦʚ ʠʟ ʣʦʢʘʣʴʥʦʡ ʪʘʙʣʠʮʳ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ target. 

ʇʘʢʝʪ Neighbors ʙʫʜʝʪ ʧʦʩʣʘʥ ʫʟʣʫ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʪ ʵʪʦʛʦ ʫʟʣʘ ʙʳʣ ʧʦʣʫʯʝʥ ʚʘʣʠʜʥʳʡ 

pong-ʦʪʚʝʪ ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʯʘʩʦʚ. 

3.3.2.3. ʋʩʪʘʥʦʚʢʘ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ 

ʋʟʝʣ ʠʥʠʮʠʠʨʫʝʪ ʩʦʝʜʠʥʝʥʠʝ ʩ ʫʟʣʦʤ ʠʟ ʪʘʙʣʠʮʳ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ. ɽʩʣʠ ʫʟʝʣ ʥʝ ʦʪʚʝʪʠʣ, ʪʦ 

ʵʪʦʪ ʫʟʝʣ ʫʜʘʣʷʝʪʩʷ ʠʟ ʪʘʙʣʠʮʳ ʠʟʚʝʩʪʥʳʭ ʫʟʣʦʚ. ɽʩʣʠ ʫʟʝʣ ʦʪʚʝʪʠʣ, ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ TLS ʩʝʩʩʠʷ.  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ʫʟʣʳ ʤʦʛʫʪ ʥʘʯʘʪʴ ʦʙʤʝʥʠʚʘʪʴʩʷ P2P ʩʦʦʙʱʝʥʠʷʤʠ. ɺ 

ʣʶʙʦʡ ʤʦʤʝʥʪ ʩʦʦʙʱʝʥʠʝ Disconnect ʤʦʞʝʪ ʙʳʪʴ ʧʦʩʣʘʥʦ. Disconnect [0x01: P, reason: P] ï 

ʩʦʦʙʱʝʥʠʝ ʦ ʥʝʠʟʙʝʞʥʦʤ ʦʪʢʣʶʯʝʥʠʠ ʫʟʣʘ, ʛʜʝ  

- 0x01 ï ʢʦʜ ʩʦʦʙʱʝʥʠʷ;  

- reason ï (ʦʧʮʠʦʥʘʣʴʥʦ) ʧʨʠʯʠʥʘ ʦʪʢʣʶʯʝʥʠʷ.  

ɺʦʟʤʦʞʥʳʝ ʧʨʠʯʠʥʳ ʦʪʢʣʶʯʝʥʠʷ: 

- 0x00 ï ʟʘʧʨʦʰʝʥʥʦʝ ʦʪʩʦʝʜʠʥʝʥʠʝ; 

- 0x01 ï ʦʰʠʙʢʘ TCP ʧʦʜʩʠʩʪʝʤʳ; 

- 0x02 ï ʥʘʨʫʰʝʥʠʝ ʧʨʦʪʦʢʦʣʘ;  

- 0x03 ï ʙʝʩʧʦʣʝʟʥʦʝ ʩʦʝʜʠʥʝʥʠʝ; 

- 0x04 ï ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʩʦʝʜʠʥʝʥʠʡ; 
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- 0x05 ï ʩʦʝʜʠʥʝʥʠʝ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʦ; 

- 0x06 ï ʥʝʩʦʚʤʝʩʪʠʤʳʝ ʚʝʨʩʠʠ P2P ʧʨʦʪʦʢʦʣʦʚ; 

- 0x07 ï ʥʝ ʧʦʣʫʯʝʥ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ; 

- 0x08 ï ʚʳʭʦʜ ʫʟʣʘ ʠʟ ʩʠʩʪʝʤʳ; 

- 0x09 ï ʥʝʦʞʠʜʘʥʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ (ʥʘʧʨʠʤʝʨ, ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʪʦʛʦ, ʯʪʦ ʙʳʣ 

ʧʦʣʫʯʝʥ ʧʨʠ ʧʨʝʜʳʜʫʱʝʤ ʩʦʝʜʠʥʝʥʠʠ); 

- 0x0a ï ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ ʧʦʜʢʣʶʯʝʥʠʷ ʩʦʚʧʘʜʘʝʪ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ 

ʜʘʥʥʦʛʦ ʫʟʣʘ (ʪʦ ʝʩʪʴ ʫʟʝʣ ʧʦʜʩʦʝʜʠʥʷʝʪʩʷ ʢ ʩʘʤʦʤʫ ʩʝʙʝ); 

- 0x0b ï ʪʘʡʤʘʫʪ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʩʦʦʙʱʝʥʠʷ (ʪʦ ʝʩʪʴ ʥʠʯʝʛʦ ʥʝ ʧʦʣʫʯʝʥʦ ʩ ʧʦʩʣʝʜʥʝʛʦ ping 

ʩʦʦʙʱʝʥʠʷ); 

- 0x10 ï ʜʨʫʛʘʷ ʧʨʠʯʠʥʘ, ʩʧʝʮʠʬʠʯʥʘʷ ʜʣʷ ʧʦʜ-ʧʨʦʪʦʢʦʣʘ. 

Ping [0x02: P] ï ʟʘʧʨʦʩ ʥʘ ʥʝʤʝʜʣʝʥʥʳʡ Pong ʦʪʚʝʪ. 

Pong [0x03: P] ï ʦʪʚʝʪ ʥʘ Ping ʧʘʢʝʪ. 

3.3.2.4. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʢʦʧʠʡ ʈʈ ʥʘ ʚʩʝʭ ʫʯʘʩʪʥʠʢʘʭ ʩʝʪʠ 

ʋʟʣʫ ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʫʯʠʪʴ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʣʦʢʦʚ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʪʝʢʫʱʝʛʦ ʢʦʥʩʝʥʩʫʩʘ. ɿʘʜʘʯʘ ʫʟʣʘ ï ʥʘʡʪʠ ʣʫʯʰʫʶ (ʩ ʤʘʢʩʠʤʘʣʴʥʦʡ ʦʙʱʝʡ 

ʩʣʦʞʥʦʩʪʴʶ: Total Difficulty) ʮʝʧʦʯʢʫ ʙʣʦʢʦʚ ʜʣʷ ʣʦʢʘʣʴʥʦʡ ʢʦʧʠʠ ʈʈ. 

ɸʣʛʦʨʠʪʤ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ: 

- ɼʚʘ ʫʟʣʘ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ʧʦʩʳʣʘʶʪ ʜʨʫʛ ʜʨʫʛʫ ʩʦʦʙʱʝʥʠʝ ʦ 

ʩʦʩʪʦʷʥʠʠ (Status message), ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʱʫʶ ʩʣʦʞʥʦʩʪʴ (Total 

Difficulty, ʜʘʣʝʝ - TD) ʠ ʭʝʰ ʟʘʛʦʣʦʚʢʘ ʥʘʠʣʫʯʰʝʛʦ ʙʣʦʢʘ ʚ ʢʦʧʠʠ ʈʈ ʥʘ ʫʟʣʝ; 

- ʋʟʝʣ, ʟʥʘʯʝʥʠʝ TD ʢʦʪʦʨʦʛʦ ʙʦʣʴʰʝ. ʆʪʧʨʘʚʣʷʝʪ ʮʝʧʦʯʢʫ ʭʝʰʝʡ ʙʣʦʢʦʚ ʫʟʣʫ ʩ 

ʤʝʥʴʰʠʤ ʟʥʘʯʝʥʠʝʤ TD; 

- ʇʦʢʘ ʝʩʪʴ ʭʝʰʠ ʚ ʮʝʧʦʯʢʘʭ ʭʝʰʝʡ, ʢʦʪʦʨʳʭ ʥʝʪ ʚ ʣʦʢʘʣʴʥʦʡ ʢʦʧʠʠ ʈʈ ʥʝʦʙʭʦʜʠʤʦ 

ʟʘʧʨʦʩʠʪʴ N ʙʣʦʢʦʚ ʠʩʧʦʣʴʟʫʷ ʭʝʰʠ, ʧʦʤʝʪʠʪʴ, ʢʘʢ ʟʘʧʨʦʰʝʥʥʳʝ, ʯʪʦʙʳ ʥʝ 

ʟʘʧʨʘʰʠʚʘʪʴ ʫ ʜʨʫʛʦʛʦ ʫʟʣʘ. 

ʇʨʠʤʝʨ ʘʣʛʦʨʠʪʤʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ ï ʩʤ. ʈʠʩʫʥʦʢ 4. 
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͔̂͘͡ 1

1

˿ͦͦ͋΅͔͙͔ͤ 
ͫͦͫͭͦΎ͙ͤΎ ͯ͊͘͡ 1

2

˿ͦͦ͋΅͔͙͔ͤ 
ͫͦͫͭͦΎ͙ͤΎ ͯ͊͘͡ 2

3

˿͙ͨͫͦ͟ ͻΉ΄͔͚ ͎͍͍͊ͦͦͦ͘͟͡ 
͍ͤͦ·ͻ ͍͋ͦͦ͟͡

4

˭͊ͨͪͦͫ ͤ͊ ͨͦͯ͡;͔͙͔ͤ 
͎͍͍͊ͦͦͦ͘͟͡ ͍͋ͦͦ͟͡

5

˿͙ͨͫͦ͟ ͎͍͍͊ͦͦͦ͘͟͡ 
͍͋ͦͦ͟͡

6

˭͊ͨͪͦͫ ͤ͊ ͨͦͯ͡;͔͙͔ͤ ͙͍ͫͨͫͦ͟ 
ͭͪ͊ͤ͊͘͟ͼ͙͚ ͙ ͙͍ͫͨͫͦ͟ 
͊͡Έ͔͙͍ͭͪͤ͊ͭͤ·ͻ ͍͋ͦͦ͟͡

7

˿͙͙ͨͫ͟ ͭͪ͊ͤ͊͘͟ͼ͙͚ ͙ ͙͙ͫͨͫ͟ 
͊͡Έ͔͙͍ͭͪͤ͊ͭͤ·ͻ ͍͋ͦͦ͟͡

͔̂͘͡ 2

 

ʈʠʩʫʥʦʢ 4 - ɸʣʛʦʨʠʪʤ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ. 

ʆʧʠʩʘʥʠʝ ʰʘʛʦʚ ʘʣʛʦʨʠʪʤʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ï ʩʤ. ʊʘʙʣʠʮʘ 3. 
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ʊʘʙʣʠʮʘ 3- ʐʘʛʠ ʘʣʛʦʨʠʪʤʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ. 

ˉ 

ʧ/ʧ 
ʐʘʛ ʆʧʠʩʘʥʠʝ 

1.  1 ʋʟʝʣ 1 ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ ʩʚʦʝʛʦ ʩʦʩʪʦʷʥʠʷ ʫʟʣʫ 2. ʉʦʦʙʱʝʥʠʝ Status. 

2.  2 ʋʟʝʣ 2 ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ ʩʚʦʝʛʦ ʩʦʩʪʦʷʥʠʷ ʫʟʣʫ 1. ʉʦʦʙʱʝʥʠʝ Status. 

3.  3 ɽʩʣʠ ʦʙʱʘʷ ʩʣʦʞʥʦʩʪʴ ʈʈ ʫʟʣʘ 1 ʙʦʣʴʰʝ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ ʫʟʣʘ 2, ʪʦʛʜʘ ʫʟʝʣ 1 ʧʦʩʳʣʘʝʪ 

ʩʧʠʩʦʢ ʭʝʰʝʡ, ʥʦʚʳʭ ʜʣʷ ʫʟʣʘ 2, ʫʟʣʫ 2 (ʩʤ. ʈʠʩʫʥʦʢ 3). 

ɽʩʣʠ ʦʙʱʘʷ ʩʣʦʞʥʦʩʪʴ ʈʈ ʫʟʣʘ 2 ʙʦʣʴʰʝ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ ʫʟʣʘ 1, ʪʦʛʜʘ ʫʟʝʣ 2 ʧʦʩʳʣʘʝʪ 

ʩʧʠʩʦʢ ʭʝʰʝʡ, ʥʦʚʳʭ ʜʣʷ ʫʟʣʘ 1, ʫʟʣʫ 1. 

ʉʦʦʙʱʝʥʠʝ NewBlockHashes.  

4.  4 ʋʟʝʣ 2 ʟʘʧʨʘʰʠʚʘʝʪ ʟʘʛʦʣʦʚʢʠ ʙʣʦʢʦʚ ʜʣʷ ʟʘʜʘʥʥʳʭ ʙʣʦʢʦʚ. ʉʦʦʙʱʝʥʠʝ GetBlockHeaders. 

5.  5 ʋʟʝʣ 1 ʚʦʟʚʨʘʱʘʝʪ ʟʘʛʦʣʦʚʢʠ ʙʣʦʢʦʚ ʜʣʷ ʟʘʜʘʥʥʳʭ ʙʣʦʢʦʚ. ʉʦʦʙʱʝʥʠʝ BlockHeaders. 

6.  6 ʋʟʝʣ 2 ʟʘʧʨʘʰʠʚʘʝʪ ʩʧʠʩʢʠ ʪʨʘʥʟʘʢʮʠʡ ʠ ʩʧʠʩʢʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʜʣʷ ʟʘʜʘʥʥʳʭ 

ʙʣʦʢʦʚ. ʉʦʦʙʱʝʥʠʝ GetBlockBodies. 

7.  7 ʋʟʝʣ 1 ʚʦʟʚʨʘʱʘʝʪ ʩʧʠʩʢʠ ʪʨʘʥʟʘʢʮʠʡ ʠ ʩʧʠʩʢʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʜʣʷ ʟʘʜʘʥʥʳʭ ʙʣʦʢʦʚ. 

ʉʦʦʙʱʝʥʠʝ BlockBodies. 

ʉʦʦʙʱʝʥʠʝ ʦ ʩʦʩʪʦʷʥʠʠ 

Status  [+0x00: P, protocolVersion: P, networkId: P, td: P, bestHash: B_32, genesisHash: B_32]  

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 4. 

ʊʘʙʣʠʮʘ 4 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʩʦʦʙʱʝʥʠʷ ʦ ʩʦʩʪʦʷʥʠʠ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x00 ʂʦʜ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦ ʩʦʩʪʦʷʥʠʠ. 

2.  protocolVersion ɺʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ ʫʟʣʘ, ʜʣʷ ʜʘʥʥʦʛʦ ʧʨʦʝʢʪʘ ʟʥʘʯʝʥʠʝ 62 (ʚʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ 

PV62). 

3.  networkId ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʪʠ. 

4.  td ʆʙʱʘʷ ʩʣʦʞʥʦʩʪʴ ʣʫʯʰʝʡ ʮʝʧʦʯʢʠ ʙʣʦʢʦʚ. 

5.  bestHash ʍʝʰ ʣʫʯʰʝʛʦ ʙʣʦʢʘ. 

6.  genesisHash ʍʝʰ ʥʘʯʘʣʴʥʦʛʦ ʙʣʦʢʘ ʈʈ. 

ʉʦʦʙʱʝʥʠʝ ʦ ʥʦʚʳʭ ʙʣʦʢʘʭ 

ʍʝʰ ʥʦʚʦʛʦ ʙʣʦʢʘ (ʠʣʠ ʥʦʚʳʭ ʙʣʦʢʦʚ) ʧʦʩʳʣʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʩʦʦʙʱʝʥʠʷ NewBlockHashes. 

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʦʚ ʟʘʧʨʘʰʠʚʘʝʪʩʷ ʠ ʧʦʣʫʯʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʘʨʳ 

ʩʦʦʙʱʝʥʠʡ GetBlockHeaders/BlockHeaders. ʅʘʙʦʨ ʩʦʜʝʨʞʠʤʦʛʦ ʙʣʦʢʦʚ (ʩʧʠʩʢʠ ʪʨʘʥʟʘʢʮʠʡ ʠ 

ʩʧʠʩʢʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ) ʧʦʣʫʯʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʘʨʳ ʩʦʦʙʱʝʥʠʡ 

GetBlockBodies/BlockBodies. 
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ɿʘʧʨʦʩʳ ʥʘ ʧʦʣʫʯʝʥʠʝ ʙʣʦʢʦʚ ʨʘʩʧʨʝʜʝʣʷʶʪʩʷ ʤʝʞʜʫ ʫʟʣʘʤʠ, ʩ ʢʦʪʦʨʳʤʠ ʫʩʪʘʥʦʚʣʝʥʳ 

ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʠ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʩʝʪʠ. 

NewBlockHashes  [+0x01: P, [hash_0: B_32, number_0: P], [hash_1: B_32, number_1: P], ...]  

ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʭʝʰʝʡ ʥʦʚʳʭ ʙʣʦʢʦʚ. ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ 

ʤʠʥʠʤʫʤ ʦʙ ʦʜʥʦʤ ʥʦʚʦʤ ʙʣʦʢʝ. 

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 5. 

ʊʘʙʣʠʮʘ 5 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʩʦʦʙʱʝʥʠʷ ʦ ʥʦʚʳʭ ʙʣʦʢʘʭ.  

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x01 ʂʦʜ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʩʦ ʩʧʠʩʢʦʤ ʭʝʰʝʡ ʥʦʚʳʭ 

ʙʣʦʢʦʚ. 

2.  [hash_0: B_32, number_0: P] ʍʝʰ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ, ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʙʣʦʢʘ. 

3.  é é 

ʉʦʦʙʱʝʥʠʝ-ʟʘʧʨʦʩ ʥʘ BlockHeaders: 

GetBlockHeaders  [+0x03: P, block: { P , B_32 }, maxHeaders: P, skip: P, reverse: P in { 0 , 1 

} ]  

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 6. 

ʊʘʙʣʠʮʘ 6 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʩʦʦʙʱʝʥʠʷ-ʟʘʧʨʦʩʘ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʧʠʩʢʘ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʦʚ.  

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x03 ʂʦʜ ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ-ʟʘʧʨʦʩ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʦʚ. 

2.  block ʅʦʤʝʨ ʙʣʦʢʘ ʠʣʠ ʭʝʰ, ʥʘʯʠʥʘʷ ʩ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʶʪʩʷ ʟʘʛʦʣʦʚʢʠ ʙʣʦʢʦʚ. 

3.  maxHeaders ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʞʠʜʘʝʤʳʭ ʟʘʛʦʣʦʚʢʦʚ. 

4.  skip ʉʢʦʣʴʢʦ ʙʣʦʢʦʚ ʧʨʦʧʫʩʪʠʪʴ, ʥʘʯʠʥʘʷ ʩ ʙʣʦʢʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ block. 

5.  reverse 0: ʟʘʛʦʣʦʚʢʠ ʙʣʦʢʦʚ ʚ ʚʦʩʭʦʜʷʱʝʤ ʧʦʨʷʜʢʝ, ʥʘʯʠʥʘʷ ʩ ʙʣʦʢʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ 

ʧʦʣʝ block;  

1: ʟʘʛʦʣʦʚʢʠ ʙʣʦʢʦʚ ʚ ʚʦʩʭʦʜʷʱʝʤ ʧʦʨʷʜʢʝ, ʥʘʯʠʥʘʷ ʩ ʙʣʦʢʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ 

ʧʦʣʝ block. 

ʉʦʦʦʙʱʝʥʠʝ-ʦʪʚʝʪ ʥʘ GetBlockHeaders: 

BlockHeaders [+0x04, blockHeader_0, blockHeader_1, ...] ï ʩʦʦʙʱʝʥʠʝ-ʦʪʚʝʪ ʥʘ GetBlockHeaders 

ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʘ, ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʬʦʨʤʘʪʝ, ʢʦʪʦʨʳʝ 

ʫʜʦʚʣʝʪʚʦʨʷʶʪ ʟʘʧʨʦʩʫ GetBlockHeaders. ʉʦʦʙʱʝʥʠʝ ʤʦʞʝʪ ʥʝ ʩʦʜʝʨʞʘʪʴ ʥʠ ʦʜʥʦʛʦ ʟʘʛʦʣʦʚʢʘ ʚ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʫʟʝʣ ʥʝ ʠʤʝʝʪ ʙʣʦʢʦʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʟʘʧʨʦʩʫ GetBlockHeaders. 
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ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 7. 

ʊʘʙʣʠʮʘ 7 - ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʩʦʦʙʱʝʥʠʷ-ʦʪʚʝʪʘ ʩʦ ʩʧʠʩʢʦʤ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʘ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x04 ʂʦʜ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ cʦ ʩʧʠʩʢʦʤ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʦʚ. 

2.  blockHeader_0 ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʬʦʨʤʘʪʝ. 

3.  é é 

ʉʦʦʙʱʝʥʠʝ-ʟʘʧʨʦʩ ʥʘ BlockBodies: 

GetBlockBodies [+0x05, hash_0: B_32, hash_1: B_32, ...] ï ʩʦʦʙʱʝʥʠʝ-ʟʘʧʨʦʩ ʥʘ BlockBodies  

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 8. 

ʊʘʙʣʠʮʘ 8 - ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʩʦʦʙʱʝʥʠʷ-ʟʘʧʨʦʩʘ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʧʠʩʢʦʚ ʪʨʘʥʟʘʢʮʠʡ ʠ ʩʧʠʩʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x05 ʂʦʜ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ-ʟʘʧʨʦʩ ʥʘ ʧʦʣʫʯʝʥʠʝ ʙʣʦʢʦʚ. 

2.  hash_0 ʍʝʰ ʙʣʦʢʘ. 

3.  é é 

ʉʦʦʙʱʝʥʠʝ-ʦʪʚʝʪ ʥʘ GetBlockBodies: 

BlockBodies [+0x06, [transactions_0, uncles_0] , ...] ï ʩʦʦʙʱʝʥʠʝ-ʦʪʚʝʪ ʥʘ GetBlockBodies 

ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʩʧʠʩʢʠ ʪʨʘʥʟʘʢʮʠʡ ʠ ʩʧʠʩʢʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʚ ʩʪʘʥʜʘʨʪʥʦʤ 

ʬʦʨʤʘʪʝ, ʢʦʪʦʨʳʝ ʫʜʦʚʣʝʪʚʦʨʷʶʪ ʟʘʧʨʦʩʫ GetBlockBodies. ʉʦʦʙʱʝʥʠʝ ʤʦʞʝʪ ʥʝ ʩʦʜʝʨʞʘʪʴ ʥʠʢʘʢʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʜʝʨʞʠʤʦʤ ʙʣʦʢʦʚ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʫʟʝʣ ʥʝ ʠʤʝʝʪ ʙʣʦʢʦʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʟʘʧʨʦʩʫ 

GetBlockBodies.  

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 9.  
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ʊʘʙʣʠʮʘ 9 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʩʦʦʙʱʝʥʠʷ-ʦʪʚʝʪʘ ʩʦ ʩʧʠʩʢʘʤʠ ʪʨʘʥʟʘʢʮʠʡ ʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x06 ʂʦʜ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ cʦ ʩʧʠʩʢʘʤʠ ʪʨʘʥʟʘʢʮʠʡ ʠ 

ʩʧʠʩʢʘʤʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

2.  [transactions_0, uncles_0] ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʠ ʩʧʠʩʦʢ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʚ ʩʪʘʥʜʘʨʪʥʦʤ 

ʬʦʨʤʘʪʝ. 

3.  é é 

3.3.2.5. ʆʙʤʝʥ ʪʨʘʥʟʘʢʮʠʷʤʠ ʤʝʞʜʫ ʫʯʘʩʪʥʠʢʘʤʠ ʩʝʪʠ ʧʦ TLS 

ʂʦʛʜʘ ʚ ʧʫʣʝ ʪʨʘʥʟʘʢʮʠʡ ʧʦʷʚʣʷʶʪʩʷ ʥʦʚʳʝ ʪʨʘʥʟʘʢʮʠʠ, ʫʟʝʣ ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ 

Transactions ʫʟʣʘʤ, ʩ ʢʦʪʦʨʳʤʠ ʫʩʪʘʥʦʚʣʝʥʦ ʩʦʝʜʠʥʝʥʠʝ. ɼʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʦʜʥʫ ʠ ʙʦʣʝʝ 

ʥʦʚʳʭ ʪʨʘʥʟʘʢʮʠʠ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʜʣʷ ʪʨʘʥʟʘʢʮʠʡ ʬʦʨʤʘʪʝ. ʋʟʝʣ ʥʝ ʧʦʩʳʣʘʝʪ ʪʨʘʥʟʘʢʮʠʶ ʜʨʫʛʦʤʫ 

ʫʟʣʫ, ʝʩʣʠ ʟʥʘʝʪ, ʯʪʦ ʥʘ ʜʨʫʛʦʤ ʫʟʣʝ ʝʩʪʴ ʵʪʘ ʪʨʘʥʟʘʢʮʠʷ (ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʫʟʝʣ ʧʦʣʫʯʠʣ ʪʨʘʥʟʘʢʮʠʶ 

ʦʪ ʵʪʦʛʦ ʫʟʣʘ ʠʣʠ ʧʦʩʳʣʘʣ ʪʨʘʥʟʘʢʮʠʶ ʵʪʦʤʫ ʫʟʣʫ ʨʘʥʝʝ). 

Transactions  [+0x02: P, [nonce: P, receivingAddress: B_20, value: P, é], é] 

ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʤʠʥʠʤʫʤ ʦʜʥʫ ʪʨʘʥʟʘʢʮʠʶ. 

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ï ʩʤ. ʊʘʙʣʠʮʘ 10. 

ʊʘʙʣʠʮʘ 10 ïʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʧʨʠ ʦʙʤʝʥʝ ʪʨʘʥʟʘʢʮʠʷʤʠ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  0x02 ʂʦʜ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʩ ʥʦʚʳʤʠ 

ʪʨʘʥʟʘʢʮʠʷʤʠ. 

2.  [nonce: P, receivingAddress: B_20, value: P, é] ʊʨʘʥʟʘʢʮʠʷ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʬʦʨʤʘʪʝ. 

3.  é é 

3.3.3. ʂʦʤʧʦʥʝʥʪ ʠʩʧʦʣʥʝʥʠʷ ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ 

3.3.3.1. ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪʳ 

ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʙʣʦʢ ʢʦʜʘ (ʬʘʢʪʠʯʝʩʢʠ Solidity-ʢʣʘʩʩ). ʗʟʳʢ ʦʧʠʩʘʥʠʷ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ - Solidity, ʷʚʣʷʝʪʩʷ ʪʴʶʨʠʥʛ-ʧʦʣʥʳʤ ʠ ʧʦʟʚʦʣʷʝʪ ʨʝʘʣʠʟʦʚʘʪʴ ʣʶʙʫʶ ʚʳʯʠʩʣʠʤʫʶ 

ʬʫʥʢʮʠʶ. 

ʉʦʟʜʘʥʠʝ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʵʪʘʧʳ: 

- ʆʧʠʩʘʥʠʝ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʥʘ ʷʟʳʢʝ Solidity; 
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- ʂʦʤʧʠʣʷʮʠʷ ʚ ʙʘʡʪ-ʢʦʜ EVM. ʈʝʟʫʣʴʪʘʪʦʤ ʢʦʤʧʠʣʷʮʠʠ ʷʚʣʷʶʪʩʷ ʜʚʘ ʬʘʡʣʘ. ʆʜʠʥ 

ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʜʚʦʠʯʥʳʡ ʢʦʜ, ʚʪʦʨʦʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ABI (Application Binary 

Interface) ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. ABI ï ɻ ʪʦ javascript ʦʙʲʝʢʪ, ʩʦʜʝʨʞʘʱʠʡ ʠʤʝʥʘ ʠ ʦʧʠʩʘʥʠʝ 

ʬʫʥʢʮʠʡ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʠ ʢʘʢ ʠʭ ʚʳʟʳʚʘʪʴ ï ʵʪʦ ʜʦʢʫʤʝʥʪʘʮʠʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ; 

- ʇʫʙʣʠʢʘʮʠʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʚ ʈʈ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʚ ʈʈ 

ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʣʘʪʴ ʪʨʘʥʟʘʢʮʠʶ. ɺ ʧʦʣʝ data ʪʨʘʥʟʘʢʮʠʠ ʫʢʘʟʳʚʘʝʪʩʷ ʢʦʜ, 

ʧʦʣʫʯʝʥʥʳʡ ʥʘ ʧʨʝʜʳʜʫʱʝʤ ʰʘʛʝ, ʚ ʧʦʣʝ to - ʥʝ ʟʘʥʷʪʳʡ (ʥʝ ʩʫʱʝʩʪʚʫʶʱʠʡ) ʘʜʨʝʩ 

ʠʣʠ ʥʠʯʝʛʦ ʥʝ ʫʢʘʟʳʚʘʝʪʩʷ. ɿʘ ʦʙʨʘʙʦʪʢʫ ʵʪʦʡ ʪʨʘʥʟʘʢʮʠʠ (ʢʘʢ ʠ ʟʘ ʦʙʨʘʙʦʪʢʫ ʣʶʙʦʡ 

ʪʨʘʥʟʘʢʮʠʠ) ʩ ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʙʫʜʝʪ ʩʥʷʪʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ. 

ʏʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʪʨʘʥʟʘʢʮʠʷ ʙʫʜʝʪ ʚʢʣʶʯʝʥʘ ʚ ʙʣʦʢ ʠ ʟʘʧʠʩʘʥʘ ʚ ʈʈ. ɸʜʨʝʩ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʙʫʜʝʪ ʩʦʟʜʘʥ ʩʦ ʟʥʘʯʝʥʠʝʤ, ʫʢʘʟʘʥʥʦʤ ʚ ʧʦʣʝ to. ɽʩʣʠ ʘʜʨʝʩ ʚ ʧʦʣʝ 

to ʷʚʥʦ ʥʝ ʫʢʘʟʘʥ, ʪʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʙʫʜʝʪ ʩʦʟʜʘʥ ʩ ʥʝʟʘʥʷʪʳʤ ʘʜʨʝʩʦʤ. 

ʂʦʛʜʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʟʘʧʠʩʘʥ ʚ ʈʈ, ʢ ʥʝʤʫ ʤʦʞʥʦ ʦʙʨʘʱʘʪʴʩʷ ʧʦ ʘʜʨʝʩʫ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. C 

ʩʫʱʝʩʪʚʫʶʱʠʤ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʤ ʤʦʞʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʣʠ ʜʨʫʛʦʡ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪ. 

ʂ ʬʫʥʢʮʠʷʤ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʤʦʞʥʦ ʦʙʨʘʪʠʪʴʩʷ ʜʚʫʤʷ ʩʧʦʩʦʙʘʤʠ: 

- ʏʝʨʝʟ ʚʳʟʦʚ (call) ʬʫʥʢʮʠʠ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʩʝ ʚʳʯʠʩʣʝʥʠʷ 

ʧʨʦʠʩʭʦʜʷʪ ʥʘ ʫʟʣʝ, ʛʜʝ ʚʳʟʦʚ ʧʨʦʠʟʚʦʜʠʪʩʷ ʠ ʩʦʩʪʦʷʥʠʝ ʈʈ ʥʝ ʤʝʥʷʝʪʩʷ. ɺʳʧʦʣʥʝʥʠʝ 

ʧʨʦʠʩʭʦʜʠʪ ʥʝʤʝʜʣʝʥʥʦ. ɺʳʯʠʩʣʝʥʠʷ (ʚ ʪʝʨʤʠʥʘʭ ɻʘʟʘ) ʙʝʩʧʣʘʪʥʳ; 

- ʏʝʨʝʟ ʧʦʜʧʠʩʘʥʥʫʶ ʪʨʘʥʟʘʢʮʠʶ. ʊʨʘʥʟʘʢʮʠʷ ʤʝʥʷʝʪ ʩʦʩʪʦʷʥʠʝ ʈʈ (ʚʳʧʦʣʥʝʥʠʝ 

ʧʨʦʠʩʭʦʜʠʪ ʩ ʥʝʢʦʪʦʨʦʡ ʟʘʜʝʨʞʢʦʡ), ʚʦʟʚʨʘʱʘʝʪ ʭʵʰ ʪʨʘʥʟʘʢʮʠʠ. ʆʪʧʨʘʚʠʪʝʣʴ 

ʪʨʘʥʟʘʢʮʠʠ ʧʣʘʪʠʪ (ʩʪʦʠʤʦʩʪʴ ɻʘʟʘ) ʟʘ ʦʙʨʘʙʦʪʢʫ ʪʨʘʥʟʘʢʮʠʠ ʠ ʚʳʧʦʣʥʝʥʠʝ ʢʦʜʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʤʦʞʝʪ ʩʫʱʝʩʪʚʦʚʘʪʴ ʧʦʢʘ ʩʫʱʝʩʪʚʫʝʪ ʈʈ. ɾʝʣʘʪʝʣʴʥʦ, ʯʪʦʙʳ ʚ ʢʘʞʜʦʤ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʝ ʙʳʣʘ ʦʧʨʝʜʝʣʝʥʘ ʬʫʥʢʮʠʷ, ʚʳʟʦʚ ʢʦʪʦʨʦʡ ʙʫʜʝʪ ʪʝʨʤʠʥʠʨʦʚʘʪʴ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ. 

ɽʩʣʠ ʪʘʢʘʷ ʬʫʥʢʮʠʷ ʦʧʨʝʜʝʣʝʥʘ, ʪʦ ʦʙʨʘʱʝʥʠʝ ʢ ʵʪʦʡ ʬʫʥʢʮʠʠ ʯʝʨʝʟ ʪʨʘʥʟʘʢʮʠʶ ʧʨʝʢʨʘʱʘʝʪ 

ʜʝʡʩʪʚʠʝ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ʂʦʜ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʩʦʩʪʦʠʪ ʠʟ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʙʘʡʪʦʚ, ʛʜʝ ʢʘʞʜʳʡ ʙʘʡʪ ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʦʧʝʨʘʮʠʶ ʠʣʠ ʜʘʥʥʳʝ. ɺʳʧʦʣʥʝʥʠʝ ʢʦʜʘ ï ʵʪʦ ʙʝʩʢʦʥʝʯʥʳʡ ʮʠʢʣ, ʢʦʪʦʨʳʡ ʩʦʩʪʦʠʪ ʠʟ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʚʳʧʦʣʥʷʝʤʳʭ ʦʧʝʨʘʮʠʡ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʢʦʥʝʮ ʢʦʜʘ ʥʝ ʙʫʜʝʪ ʜʦʩʪʠʛʥʫʪ, ʥʝ 

ʧʨʦʠʟʦʡʜʸʪ ʦʰʠʙʢʘ ʠʣʠ ʥʝ ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʳ ʠʥʩʪʨʫʢʮʠʠ Stop ʠʣʠ Return. 

ʊʨʘʥʟʘʢʮʠʠ ʠ ʢʦʜ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʚʳʧʦʣʥʷʝʪʩʷ ʚʥʫʪʨʠ EVM. EVM ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʢʘʞʜʦʛʦ 

ʫʟʣʘ, ʧʦʣʥʦʩʪʴʶ ʠʟʦʣʠʨʦʚʘʥʘ, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʜ, ʚʳʧʦʣʥʷʝʤʳʡ ʚʥʫʪʨʠ EVM, ʥʝ ʠʤʝʝʪ ʜʦʩʪʫʧʘ 

ʢ ʩʝʪʠ, ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʠʣʠ ʢ ʣʶʙʳʤ ʜʨʫʛʠʤ ʧʨʦʮʝʩʩʘʤ. ʊʘʢ ʞʝ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ 

ʠʤʝʝʪ ʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʜʨʫʛʠʤ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘʤ. ʕʪʠ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ ʧʦʟʚʦʣʷʶʪ 

ʙʝʟʦʧʘʩʥʦ ʚʳʧʦʣʥʷʪʴ ʥʝʧʨʦʚʝʨʝʥʥʳʡ ʢʦʜ ʠʟ ʧʨʦʠʟʚʦʣʴʥʳʭ ʠʩʪʦʯʥʠʢʦʚ. 
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3.3.3.2. ʈʘʩʯʝʪ ʢʦʤʠʩʩʠʠ ʟʘ ʚʳʧʦʣʥʝʥʥʳʝ ʦʧʝʨʘʮʠʠ 

ɼʣʷ ʢʘʞʜʦʡ ʚʳʧʦʣʥʝʥʥʦʡ ʦʧʝʨʘʮʠʠ ʩʫʱʝʩʪʚʫʝʪ ʦʧʨʝʜʝʣʝʥʥʘʷ ʩʪʦʠʤʦʩʪʴ, ʚʳʨʘʞʝʥʥʘʷ ʚ 

ʢʦʣʠʯʝʩʪʚʝ ʝʜʠʥʠʮ ɻʘʟʘ. 

ɻʘʟ ï ʵʪʦ ʥʘʟʚʘʥʠʝ ʧʣʘʪʳ ʟʘ ʚʳʧʦʣʥʝʥʠʝ, ʢʦʪʦʨʫʶ ʦʪʧʨʘʚʠʪʝʣʴ ʪʨʘʥʟʘʢʮʠʡ ʜʦʣʞʝʥ ʧʣʘʪʠʪʴ 

ʟʘ ʢʘʞʜʫʶ ʦʧʝʨʘʮʠʶ ʚ ʈʈ. ɻʘʟ ʧʦʢʫʧʘʝʪʩʷ ʟʘ ʙʘʟʦʚʳʝ ʪʦʢʝʥʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʨʘʩʯʸʪʦʚ ʚ ʩʝʪʠ. 

ɻʘʟ ʠ ʙʘʟʦʚʳʝ ʪʦʢʝʥʳ ʨʘʟʜʝʣʝʥʳ ʩʧʝʮʠʘʣʴʥʦ, ʧʦʩʢʦʣʴʢʫ ʝʜʠʥʠʮʳ ɻʘʟʘ ʩʪʦʷʪ ʚ ʦʜʥʦʤ ʨʷʜʫ ʩ 

ʚʳʯʠʩʣʠʪʝʣʴʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʩʪʦʠʤʦʩʪʴ ʚ ʨʝʘʣʴʥʦʤ ʤʠʨʝ (ʩʪʦʠʤʦʩʪʴ 

ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ, ʩʪʦʠʤʦʩʪʴ ʦʙʦʨʫʜʦʚʘʥʠʷ), ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʮʝʥʘ ʙʘʟʦʚʳʭ ʪʦʢʝʥʦʚ ʦʙʳʯʥʦ ʢʦʣʝʙʣʝʪʩʷ 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʳʥʦʯʥʳʭ ʩʠʣ. ʎʝʥʘ ɻʘʟʘ ʬʘʢʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʷʝʪʩʷ ʤʘʡʥʝʨʘʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʪʨʘʥʟʘʢʮʠʠ ʩ ʙʦʣʝʝ ʥʠʟʢʦʡ ʮʝʥʦʡ ʥʘ ɻʘʟ, ʯʝʤ ʠʭ ʤʠʥʠʤʘʣʴʥʳʡ ʧʨʝʜʝʣ. ɻʘʟ ʥʝ ʥʫʞʥʦ 

ʧʦʢʫʧʘʪʴ ʩʧʝʮʠʘʣʴʥʦ: ʥʘ ʘʜʨʝʩʝ ʜʦʣʞʥʦ ʙʳʪʴ ʜʦʩʪʘʪʦʯʥʦ ʙʘʟʦʚʳʭ ʪʦʢʝʥʦʚ. ʇʨʠ ʦʙʨʘʙʦʪʢʝ 

ʪʨʘʥʟʘʢʮʠʠ ɻʘʟ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʢʫʧʘʝʪʩʷ ʟʘ ʮʝʥʫ ʠ ʚ ʨʘʟʤʝʨʝ, ʫʢʘʟʘʥʥʳʝ ʚ ʪʨʘʥʟʘʢʮʠʠ. 

ʂʘʞʜʘʷ ʪʨʘʥʟʘʢʮʠʷ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ ʣʠʤʠʪ ɻʘʟʘ ʠ ʮʝʥʫ ɻʘʟʘ, ʢʦʪʦʨʫʶ ʧʦʩʳʣʘʶʱʠʡ 

ʩʦʛʣʘʩʝʥ ʧʣʘʪʠʪʴ. ʄʘʡʥʝʨʳ ʤʦʛʫʪ ʦʙʨʘʙʦʪʘʪʴ ʪʨʘʥʟʘʢʮʠʶ, ʚʢʣʶʯʠʪʴ ʝʸ ʚ ʙʣʦʢ ʠ ʩʦʙʨʘʪʴ ʢʦʤʠʩʩʠʶ 

ʠʣʠ ʧʨʦʠʛʥʦʨʠʨʦʚʘʪʴ ʪʨʘʥʟʘʢʮʠʶ. ɽʩʣʠ ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ɻʘʟʘ, ʠʩʧʦʣʴʟʫʝʤʦʝ ʚʳʯʠʩʣʠʪʝʣʴʥʳʤʠ 

ʰʘʛʘʤʠ, ʚʳʟʚʘʥʥʳʤʠ ʪʨʘʥʟʘʢʮʠʝʡ (ʚʢʣʶʯʘʷ ʠʩʭʦʜʥʦʝ ʩʦʦʙʱʝʥʠʝ ʠ ʣʶʙʳʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʩʦʦʙʱʝʥʠʷ), ʤʝʥʴʰʝ ʠʣʠ ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ ʣʠʤʠʪʫ ɻʘʟʘ, ʪʦ ʪʨʘʥʟʘʢʮʠʷ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ. ɽʩʣʠ ʦʙʱʝʝ 

ʢʦʣʠʯʝʩʪʚʦ ɻʘʟʘ ʧʨʝʚʳʰʘʝʪ ʫʢʘʟʘʥʥʳʡ ʣʠʤʠʪ, ʪʦ ʚʩʝ ʠʟʤʝʥʝʥʠʷ, ʧʨʦʠʟʚʝʜʸʥʥʳʝ ʧʨʠ ʚʳʯʠʩʣʝʥʠʷʭ, 

ʦʪʢʘʪʳʚʘʶʪʩʷ ʥʘʟʘʜ, ʤʘʡʥʝʨ ʙʝʨʸʪ ʢʦʤʠʩʩʠʶ ʟʘ ʧʨʦʜʝʣʘʥʥʳʝ ʚʳʯʠʩʣʝʥʠʷ. ʇʦ ʦʢʦʥʯʘʥʠʶ 

ʚʳʯʠʩʣʝʥʠʡ (ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʟʘʢʦʥʯʠʪʴʩʷ ʜʦʩʪʠʞʝʥʠʝʤ ʢʦʥʮʘ ʢʦʜʘ ʠʣʠ ʚʦʟʚʨʘʪʦʤ ʦʰʠʙʢʠ) 

ʩʪʦʠʤʦʩʪʴ ʥʝʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʘ ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ ʧʦ ʪʦʡ ʞʝ ʮʝʥʝ, ʯʪʦ ʫʢʘʟʘʥʘ 

ʚ ʪʨʘʥʟʘʢʮʠʠ (ʠ ʧʦ ʢʦʪʦʨʦʡ ɻʘʟ ʙʳʣ ʢʫʧʣʝʥ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʪʨʘʥʟʘʢʮʠʠ). 

ʂʦʤʠʩʩʠʷ ʤʦʞʝʪ ʙʳʪʴ ʥʘʯʠʩʣʝʥʘ ʚ ʜʚʫʭ ʨʘʟʥʳʭ ʩʣʫʯʘʷʭ: 

- ʇʣʘʪʘ ʟʘ ʚʳʯʠʩʣʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʦʪʜʝʣʴʥʦʡ ʦʧʝʨʘʮʠʠ; 

- ʇʣʘʪʘ ʟʘ ʤʝʩʪʦ ʚ ʈʈ (ʧʣʘʪʘ ʥʘʯʠʩʣʷʝʪʩʷ ʟʘ ʨʘʟʤʝʨ ʟʘʧʠʩʳʚʘʝʤʳʭ ʜʘʥʥʳʭ). 

ɼʣʷ ʢʘʞʜʦʡ ʦʧʝʨʘʮʠʠ EVM ʦʧʨʝʜʝʣʝʥʦ ʩʢʦʣʴʢʦ ʝʜʠʥʠʮ ɻʘʟʘ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʝʸ ʚʳʧʦʣʥʝʥʠʷ. 

ʎʝʥʘ ʟʘʚʠʩʠʪ ʦʪ ʧʨʦʮʝʩʩʦʨʥʦʛʦ ʚʨʝʤʝʥʠ EVM, ʢʦʪʦʨʦʝ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ, ʨʘʟʤʝʨʘ 

ʧʝʨʝʩʳʣʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʘʤʷʪʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʧʨʠ ʚʳʯʠʩʣʝʥʠʠ. ʆʧʝʨʘʮʠʷ ʟʘ ʦʩʚʦʙʦʞʜʝʥʠʝ 

ʧʘʤʷʪʠ ʩʧʦʥʩʠʨʫʝʪʩʷ ʩʝʪʴʶ ï ʟʘ ʝʸ ʚʳʧʦʣʥʝʥʠʝ ʥʘʯʠʩʣʷʝʪʩʷ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ.  

ʉʢʦʣʴʢʦ ʝʜʠʥʠʮ ɻʘʟʘ ʧʦʪʨʝʙʫʝʪ ʚʳʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʠ ʠʣʠ ʢʦʜʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʤʦʞʥʦ 

ʦʮʝʥʠʪʴ, ʠʩʧʦʣʴʟʫʷ ʬʫʥʢʮʠʶ JS API ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ eb3.eth.estimateGas. ɺʳʟʦʚ ʵʪʦʡ ʬʫʥʢʮʠʠ 

ʩʠʤʫʣʠʨʫʝʪ ʚʳʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʠ ʠʣʠ ʢʦʜʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʫʟʣʝ ʠ 

ʚʦʟʚʨʘʱʘʝʪ ʦʮʝʥʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ɻʘʟʘ. 

ʂʦʥʮʝʧʮʠʷ ɻʘʟʘ ʚʚʝʜʝʥʘ, ʢʘʢ ʟʘʱʠʪʘ ʦʪ DDoS ʘʪʘʢ. ɸʪʘʢʫʶʱʠʡ, ʢʘʢ ʠ ʣʶʙʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴ, 

ʜʦʣʞʝʥ ʧʣʘʪʠʪʴ ʟʘ ʢʘʞʜʳʡ ʨʝʩʫʨʩ, ʢʦʪʦʨʳʡ ʦʥ ʠʩʧʦʣʴʟʫʝʪ, ʚʢʣʶʯʘʷ ʚʳʯʠʩʣʝʥʠʷ, ʨʘʟʤʝʨ 

ʧʝʨʝʩʳʣʘʝʤʳʭ ʪʨʘʥʟʘʢʮʠʡ ʠ ʟʘ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʣʶʙʘʷ ʪʨʘʥʟʘʢʮʠʷ, ʢʦʪʦʨʘʷ 

ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ ʩʝʪʴ ʧʦʪʨʝʙʣʷʝʪ ʙʦʣʴʰʠʡ ʦʙʲʝʤ ʣʶʙʦʛʦ ʠʟ ʵʪʠʭ ʨʝʩʫʨʩʦʚ, ʪʨʝʙʫʝʪ ʦʧʣʘʪʳ ʟʘ 

ɻʘʟ ʠ ʫʚʝʣʠʯʝʥʠʝ ʦʧʣʘʪʳ ʧʨʠʤʝʨʥʦ ʧʨʦʧʦʨʮʠʦʥʘʣʴʥʦ ʧʨʠʨʘʱʝʥʠʶ ʠʩʧʦʣʴʟʫʝʤʳʭ ʨʝʩʫʨʩʦʚ ʩʝʪʠ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʘʣʛʦʨʠʪʤ EVM ʦʧʠʩʘʥ ï ʩʤ. 0. 
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3.3.3.3. ɺʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʥʝʩʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʩʦʩʪʦʷʥʠʡ ʠʟ ʜʨʫʛʠʭ ʩʠʩʪʝʤ ʈʈ 

ɼʣʷ ʧʝʨʝʥʝʩʝʥʠʷ ʙʣʦʢʦʚ ʠʟ ʦʜʥʦʛʦ ʈʈ(1) ʚ ʜʨʫʛʦʡ ʈʈ(2) ʜʦʣʞʝʥ ʩʫʱʝʩʪʚʦʚʘʪʴ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪ, ʪʘʢʦʡ ʯʪʦ ʬʫʥʢʮʠʷ ʧʨʦʚʝʨʢʠ ʵʪʦʛʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʨʝʘʣʠʟʫʝʪ ʘʣʛʦʨʠʪʤ ʢʦʥʩʝʥʩʫʩʘ ʈʈ(1). 

ʅʘ ʚʭʦʜ ʬʫʥʢʮʠʷ ʧʨʦʚʝʨʢʠ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʧʨʠʥʠʤʘʝʪ ʙʣʦʢ n ʠ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ n-1 ʠʟ ʈʈ(1), 

ʧʨʦʠʟʚʦʜʠʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʧʨʦʚʝʨʢʠ. ɽʩʣʠ ʬʫʥʢʮʠʷ ʧʨʦʚʝʨʢʠ ʚʳʟʳʚʘʝʪʩʷ ʯʝʨʝʟ ʪʨʘʥʟʘʢʮʠʶ, ʪʦ 

ʜʘʥʥʳʝ ʦ ʙʣʦʢʝ n ʠʟ ʈʈ(1) ʙʫʜʫʪ ʚʢʣʶʯʝʥʳ ʚ ʙʣʦʢ ʠ ʟʘʧʠʩʘʥʳ ʚ ʈʈ(2). 

3.3.4. ʂʦʤʧʦʥʝʥʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʨʠʧʪʦʩʨʝʜʩʪʚʘʤʠ 

ʇʨʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʷʭ ʧʨʦʠʩʭʦʜʠʪ ʦʙʨʘʱʝʥʠʝ ʢ ʢʨʠʧʪʦʘʜʘʧʪʝʨʫ. 

ʂʨʠʧʪʦʘʜʘʧʪʝʨ ʚʳʟʳʚʘʝʪ ʥʝʦʙʭʦʜʠʤʳʝ ʬʫʥʢʮʠʠ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ. 

ʂʨʠʧʪʦʘʜʘʧʪʝʨ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʬʫʥʢʮʠʡ. ɺʩʷ ʣʦʛʠʢʘ 

ʉʂɿʀ ʠʩʧʦʣʴʟʫʝʪ ʵʪʦʪ ʠʥʪʝʨʬʝʡʩ, ʘ ʦʥ ʧʝʨʝʜʘʝʪ ʚʳʟʦʚʳ ʚ ʂʨʠʧʪʦʇʨʦ CSP. 

ʌʫʥʢʮʠʠ ʢʨʠʧʪʦʘʜʘʧʪʝʨʘ ʚ ʯʘʩʪʠ ʧʦʜʧʠʩʠ ʠ ʧʨʦʚʝʨʢʠ ʧʦʜʧʠʩʠ ʙʣʦʢʦʚ ʠ ʪʨʘʥʟʘʢʮʠʡ, TLS 

ʦʧʠʩʘʥʳ ʚ ʧʨʠʣʦʞʝʥʠʷʭ: 0, 0, 0, 0.  

3.3.5. ʂʦʤʧʦʥʝʥʪ ʘʜʨʝʩʘʮʠʠ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

3.3.5.1. ʋʯʸʪ ʟʘʪʨʘʪ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʡ 

ɺʦʟʥʘʛʨʘʞʜʝʥʠʝ ʤʘʡʥʝʨʘ, ʥʘʰʝʜʰʝʛʦ ʥʦʚʳʡ ʙʣʦʢ, ʚʢʣʶʯʸʥʥʳʡ ʚ ʈʈ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ 

ʩʦʩʪʘʚʣʷʶʱʠʭ: 

- ɿʘ ʥʘʭʦʞʜʝʥʠʝ ʙʣʦʢʘ ʥʘʯʠʩʣʷʝʪʩʷ 5 ʙʘʟʦʚʳʭ ʢʦʠʥʦʚ; 

- ɿʘ ʢʘʞʜʳʡ ʚʢʣʶʯʝʥʥʳʡ ʟʘʛʦʣʦʚʦʢ ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʙʣʦʢʘ ʥʘʯʠʩʣʷʝʪʩʷ 1/32*5 ʙʘʟʦʚʳʭ 

ʢʦʠʥʦʚ (ʤʘʢʩʠʤʘʣʴʥʦ 2 ʟʘʛʦʣʦʚʢʘ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ); 

- ɺʦʟʥʘʛʨʘʞʜʝʥʠʝ ʟʘ ʚʳʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʡ, ʚʢʣʶʯʸʥʥʳʭ ʚ ʙʣʦʢ. ɼʘʥʥʦʝ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʥʝ ʤʦʞʝʪ ʧʨʝʚʳʰʘʪʴ gasLimit ï ʦʛʨʘʥʠʯʝʥʠʝ ʧʦʪʨʝʙʣʝʥʠʷ ɻʘʟʘ ʥʘ 

ʤʦʤʝʥʪ ʩʦʟʜʘʥʠʷ ʙʣʦʢʘ.  

- ɺʦʟʥʘʛʨʘʞʜʝʥʠʝ ʚ ʙʘʟʦʚʳʭ ʢʦʠʥʘʭ ʥʘʯʠʩʣʷʝʪʩʷ ʥʘ ʘʜʨʝʩ ʤʘʡʥʝʨʘ, ʥʘʰʝʜʰʝʛʦ ʙʣʦʢ. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʣʦʢ ʩʦʜʝʨʞʠʪ ʟʘʛʦʣʦʚʢʠ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ, ʪʦ ʥʘ ʘʜʨʝʩ ʢʘʞʜʦʛʦ ʠʟ 

ʤʘʡʥʝʨʦʚ, ʥʘʰʝʜʰʠʭ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʙʣʦʢʠ ʥʘʯʠʩʣʷʝʪʩʷ 7/8*5 ʙʘʟʦʚʳʭ ʢʦʠʥʦʚ. 

3.3.5.2. ɼʦʢʘʟʘʪʝʣʴʩʪʚʦ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʘʜʨʝʩʘ 

ʂʘʞʜʳʡ ʫʯʘʩʪʥʠʢ ʧʦʣʫʯʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ: ʟʘʢʨʳʪʳʡ ʢʣʶʯ (ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʜʧʠʩʠ 

ʩʦʦʙʱʝʥʠʡ) ʠ ʦʪʢʨʳʪʳʡ ʢʣʶʯ (ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʨʘʚʠʣʴʥʦʩʪʠ ʧʦʜʧʠʩʠ). ʇʦʩʣʝʜʥʠʝ 160-

ʙʠʪ ʭʵʰʘ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʷʚʣʷʶʪʩʷ ʘʜʨʝʩʦʤ ʫʯʘʩʪʥʠʢʘ ʚ ʩʝʪʠ. 
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ʂʘʞʜʳʡ ʙʣʦʢ ʩʦʜʝʨʞʠʪ: 

- ɸʜʨʝʩ ʤʘʡʥʝʨʘ ʜʣʷ ʥʘʯʠʩʣʝʥʠʷ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ; 

- ʇʦʜʧʠʩʘʥʥʳʡ ʙʣʦʢ (ʤʘʡʥʝʨ ʧʦʜʧʠʩʳʚʘʝʪ ʙʣʦʢ ʩʚʦʠʤ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ). ʀʟ ʧʦʜʧʠʩʠ 

ʦʜʥʦʟʥʘʯʥʦ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʜʨʝʩ, ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ, ʩ 

ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʙʣʦʢ ʙʳʣ ʧʦʜʧʠʩʘʥ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʦʦʙʱʝʥʠʝ ʙʳʣʦ ʦʙʨʘʙʦʪʘʥʦ, ʩʦʦʙʱʝʥʠʝ ʜʦʣʞʥʦ ʙʳʪʴ ʧʦʜʧʠʩʘʥʦ 

ʣʝʛʠʪʠʤʥʳʤ ʢʣʶʯʦʤ. ʀʟ ʧʦʜʧʠʩʠ ʦʜʥʦʟʥʘʯʥʦ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʜʨʝʩ, ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ 

ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʩʦʦʙʱʝʥʠʝ ʙʳʣʦ ʧʦʜʧʠʩʘʥʦ. 

3.3.6. ʂʦʤʧʦʥʝʥʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʨʘʙʦʪʳ ʩ ʄʘʩʪʝʨʯʝʡʥ ʨʝʘʣʠʟʫʝʪʩʷ ʯʝʨʝʟ API. API ʨʝʘʣʠʟʫʝʪ ʬʫʥʢʮʠʦʥʘʣ ʜʣʷ 

ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʡ: 

- ʋʜʦʙʥʦʛʦ ʯʪʝʥʠʷ ʜʘʥʥʳʭ ʠʟ ʄʘʩʪʝʨʯʝʡʥ; 

- ʈʘʟʙʣʦʢʠʨʦʚʢʠ ʢʣʶʯʝʚʳʭ ʢʦʥʪʝʡʥʝʨʦʚ (ʯʝʨʝʟ API ʧʝʨʝʜʘʸʪʩʷ PIN); 

- ʉʦʟʜʘʥʠʷ, ʧʦʜʧʠʩʠ ʠ ʦʪʧʨʘʚʢʠ ʪʨʘʥʟʘʢʮʠʡ; 

- ʇʦʜʧʠʩʠ ʟʘʜʘʥʥʳʭ ʜʘʥʥʳʭ ʟʘʜʘʥʥʳʤ ʢʣʶʯʦʤ (ʧʨʠ ʫʩʣʦʚʠʠ ʥʘʣʠʯʠʷ ʵʪʦʛʦ ʢʣʶʯʘ ʚ 

ʢʨʠʧʪʦ-ʢʦʥʪʝʡʥʝʨʝ); 

- ʐʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʟʘʜʘʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ; 

- ʈʘʩʰʠʬʨʦʚʳʚʘʥʠʝ ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ (ʧʨʠ ʫʩʣʦʚʠʠ ʥʘʣʠʯʠʷ ʥʫʞʥʦʛʦ ʢʣʶʯʘ ʚ 

ʢʨʠʧʪʦ-ʢʦʥʪʝʡʥʝʨʝ). 

ɼʣʷ ʜʦʩʪʫʧʘ ʢ API ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʩʪʨʦʝʥʥʳʡ http-ʩʝʨʚʝʨ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʦʪʢʨʳʚʘʪʴ ʢʘʢ TCP, 

ʪʘʢ ʠ IPC ʩʦʢʝʪʳ. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʜʣʷ ʜʦʩʪʫʧʘ ʢ API ʥʫʞʝʥ ʜʦʩʪʫʧ ʢ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʆʉ ʠʣʠ ʢ 

TCP ʩʦʢʝʪʫ. 

ɺʩʝ ʬʫʥʢʮʠʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʢʨʠʧʪʦʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʦʙʨʘʱʘʶʪʩʷ ʢ ʢʨʠʧʪʦʘʜʘʧʪʝʨʫ, ʢʦʪʦʨʳʡ 

ʧʝʨʝʜʘʝʪ ʠʭ ʚ CSP. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʬʫʥʢʮʠʠ ʢʨʠʧʪʦʘʜʘʧʪʝʨʘ ʦʧʠʩʘʥʳ ï ʩʤ. 0. 

ʉʘʤ API ʥʘ ʥʠʟʢʦʤ ʫʨʦʚʥʝ ʠʩʧʦʣʴʟʫʝʪ JSON RPC ʧʨʦʪʦʢʦʣ ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ. ʇʦʩʢʦʣʴʢʫ 

ʜʘʥʥʳʝ ʚ JSON RPC ʢʦʜʠʨʫʶʪʩʷ, ʪʦ ʜʣʷ ʫʜʦʙʥʦʡ ʨʘʙʦʪʳ ʩ API ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʣʠʝʥʪʩʢʘʷ JS 

ʙʠʙʣʠʦʪʝʢʘ web3.js, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ JS ʢʦʥʩʦʣʠ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ 

ʨʘʙʦʪʘ ʩ ʢʣʠʝʥʪʩʢʦʡ JS ʙʠʙʣʠʦʪʝʢʦʡ ʧʨʠʚʝʜʝʥʘ ï ʩʤ. 0. 

3.3.7. ʂʦʤʧʦʥʝʥʪ Whitelist  

ʉʧʝʮʠʘʣʴʥʳʡ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ, ʢʦʪʦʨʳʡ ʚ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʦʤ ʚʠʜʝ ʚʩʪʨʘʠʚʘʝʪʩʷ ʚ ʥʘʯʘʣʴʥʳʡ 

ʙʣʦʢ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ Whitelist ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʫʢʘʟʳʚʘʝʪʩʷ ʧʨʠ 

ʟʘʧʫʩʢʝ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

Whitelist ʩʦʜʝʨʞʠʪ: 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʝʨʚʦʛʦ ʫʟʣʘ ʩʝʪʠ. ʋʟʝʣ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʟʘʧʫʩʢʘ ʩʝʪʠ; 
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¶ ʉʧʠʩʦʢ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʢʣʶʯʝʡ ʫʟʣʦʚ, ʠʭ ʨʦʣʴ ʠ ʚʨʝʤʷ ʜʦʙʘʚʣʝʥʠʷ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʫʟʣʘ ʚ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ; 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩʝʪʠ (ɸʉ); 

¶ ʉʧʠʩʦʢ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʢʣʶʯʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ Whitelist; 

¶ ʌʫʥʢʮʠʦʥʘʣ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ, ʭʨʘʥʠʤʳʭ ʚ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʝ. 

Whitelist ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ: 

¶ ʋʩʪʘʥʦʚʣʝʥʠʠ TLS ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʫʟʣʘʤʠ; 

¶ ɺʘʣʠʜʘʮʠʠ ʙʣʦʢʦʚ. 

¶ ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪ Whitelist'ʘ ʜʦʧʫʩʢʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʭʦʜʘ ʥʘ ʥʦʚʫʶ ʚʝʨʩʠʶ 

ʩ ʧʦʤʦʱʴʶ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʦʚʦʡ ʩʝʪʠ. ʇʝʨʝʭʦʜ ʥʘ ʥʦʚʳʡ Whitelist ʤʦʞʝʪ ʙʳʪʴ 

ʥʝʦʙʭʦʜʠʤ, ʥʘʧʨʠʤʝʨ, ʚ ʩʣʫʯʘʝ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʧʦʜʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩʝʪʠ. 

ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʭʨʘʥʷʪʩʷ ʚ ʩʧʨʘʚʦʯʥʠʢʝ ʫʟʣʦʚ ï NodeWhitelist, 

ʨʝʘʣʠʟʦʚʘʥʥʦʛʦ ʚ ʢʦʤʦʧʥʝʥʪʝ Whitelist, ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʤʝʪʦʜʳ: 

- ʚʦʟʚʨʘʪ ʩʦʩʪʦʷʥʠʷ ʧʦ ʘʜʨʝʩʫ -  getMask  ï ʤʘʩʢʘ; 

- ʧʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʜʦʙʘʚʣʝʥʠʷ ʘʜʨʝʩʘ ï getCreationTime  ï ʚʨʝʤʷ ʜʦʙʘʚʣʝʥʠʷ ʘʜʨʝʩʘ 

ʚ ʩʧʨʘʚʦʯʥʠʢ; 

- ʧʦʣʫʯʝʥʠʝ ʫʟʣʦʚ - listReaders ï ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʫʟʣʦʚ ʩ ʨʦʣʴʶ FLAG_CAN_READ; 

- ʧʦʣʫʯʝʥʠʝ ʫʟʣʦʚ ï listMiners  ï ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʫʟʣʦʚ ʩ ʨʦʣʴʶ FLAG_CAN_MINE. 

ʄʝʪʦʜʳ ʦʧʨʝʜʝʣʝʥʳ ʚ ʉʧʨʘʚʦʯʥʠʢʝ ʫʟʣʦʚ  - NodeWhitelist, ʢʦʤʦʧʥʝʥʪʘ Whitelist. 

 

3.3.8. ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ 

ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʨʠʧʪʦ-ʦʧʝʨʘʮʠʡ, ʪʘʢʠʭ ʢʘʢ: 

- ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʧʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ; 

- ʆʙʝʩʧʝʯʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʄʝʪʦʜʳ ʂʨʠʧʪʦʇʨʦ CSP ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʘʣʛʦʨʠʪʤʘʭ, ʦʧʠʩʘʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʷʭ: 0 - 0. 

3.3.9. ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çʉʝʨʚʠʩ ʧʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ 
ʩʦʦʙʱʝʥʠʡè. 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚʢʣʶʯʘʝʪ ʚ ʩʚʦʡ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çʉʝʨʚʠʩ ʧʝʨʝʜʘʯʠ 

ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡè (ʜʘʣʝʝ ï ʇʂ ʉʇʂʉ). 

ɺ ʩʦʩʪʘʚ ʇʂ ʉʇʂʉ ʚʭʦʜʷʪ ʥʠʞʝʫʢʘʟʘʥʥʳʝ ʢʦʤʦʧʥʝʥʪʳ. 
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3.3.9.1. ʂʦʤʧʦʥʝʥʪ çʂʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤè. 

ʂʦʤʦʧʥʝʥʪ ʂʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ: 

- ɺʝʜʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʩʪʨʫʢʪʫʨʳ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ. ʆʨʛʘʥʠʟʘʮʠʦʥʥʘʷ ʩʪʨʫʢʪʫʨʘ 

ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ ʚʢʣʶʯʘʝʪ: 

¶ ʇʝʨʝʯʝʥʴ ʦʨʛʘʥʠʟʘʮʠʡ - ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ, ʚ ʢʦʪʦʨʳʭ ʨʘʟʚʝʨʥʫʪʳ ʫʟʣʳ 

ʄʘʩʪʝʨʯʝʡʥ; 

¶ ʇʝʨʝʯʝʥʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʨʛʘʥʠʟʘʮʠʡ ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ ʠ ʠʭ ʧʨʠʢʣʘʜʥʳʭ ʨʦʣʝʡ; 

- ɺʝʜʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʤ 

ʜʦʢʫʤʝʥʪʘʤ-ʩʦʦʙʱʝʥʠʷʤ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʣʦʢʘʣʴʥʦʤ ʭʨʘʥʠʣʠʱʝ ʦʨʛʘʥʠʟʘʮʠʠ; 

- ɺʝʜʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʦʙʲʝʢʪʦʚ; 

- ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʘʚʪʦʨʠʟʘʮʠʷ ʚ ʯʘʩʪʠ ʚʝʜʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʩʪʨʫʢʪʫʨʳ 

ʫʯʘʩʪʥʠʢʦʚ ʩʝʪʠ. 

ʆʧʠʩʘʥʠʝ API ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʦʤʧʦʥʝʥʪʦʤ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 

ʧʨʠʚʝʜʝʥʦ ʚ ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè.  

3.3.9.2. ʂʦʤʧʦʥʝʥʪ ʇʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ. 

ʂʦʤʦʧʥʝʥʪ ʇʝʨʝʜʘʯʠ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ: 

- ʨʘʟʤʝʱʝʥʠʝ ʢʦʬʝʜʝʥʮʠʘʣʴʥʳʭ ʬʘʡʣʦʚ-ʩʦʦʙʱʝʥʠʡ ʚ ʣʦʢʘʣʴʥʦʤ ʭʨʘʥʠʣʠʱʝ 

ʦʨʛʘʥʠʟʘʮʠʠ-ʫʯʘʩʪʥʠʢʘ ʩʝʪʠ; 

- ʟʘʧʨʦʩ ʠ ʧʦʣʫʯʝʥʝ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʬʘʡʣʦʚ-ʩʦʦʙʱʝʥʠʡ ʠʟ ʣʦʢʫʘʣʴʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

ʦʨʛʘʥʠʟʘʮʠʠ-ʫʯʘʩʪʥʠʢʘ ʩʝʪʠ; 

- ʟʘʧʨʦʩ ʠ ʧʦʣʫʯʝʥʠʝ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʬʘʡʣʦʚ-ʩʦʦʙʱʝʥʠʡ ʦʪ ʫʜʘʣʝʥʥʦʛʦ ʫʟʣʘ ʉʇʂʉ; 

- ʘʚʪʦʨʠʟʘʮʠʷ ʜʦʩʪʫʧʘ ʧʨʠ ʟʘʢʧʨʦʩʘʭ ʧʦʣʫʯʝʥʠʷ ʢʦʥʬʝʜʝʥʮʠʘʣʴʥʳʭ ʬʘʡʣʦʚ-

ʩʦʦʙʱʝʥʠʡ. 

ʆʧʠʩʘʥʠʝ API ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʦʤʧʦʥʝʥʪʦʤ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 

ʧʨʠʚʝʜʝʥʦ ʚ ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè.  

 

3.3.9.3. ʂʦʤʧʦʥʝʥʪ çʂʦʤʦʧʥʝʥʪ ʂʨʠʧʪʦʇʨʦ CSPè. 

ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʨʠʧʪʦ-ʦʧʝʨʘʮʠʡ, ʪʘʢʠʭ ʢʘʢ: 

- ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʧʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ; 
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- ʆʙʝʩʧʝʯʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʄʝʪʦʜʳ ʂʨʠʧʪʦʇʨʦ CSP ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʘʣʛʦʨʠʪʤʘʭ, ʦʧʠʩʘʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʷʭ: 0 - 0. 

 

3.4. ʉʚʷʟʠ ʩ ʜʨʫʛʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʚ ʯʘʩʪʠ ʚʳʛʨʫʟʢʠ ʠ ʟʘʛʨʫʟʢʠ ʜʘʥʥʳʭ ʩ ʧʨʦʠʟʚʦʣʴʥʳʤʠ 

ʧʨʠʢʣʘʜʥʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ.  

ʆʧʠʩʘʥʠʝ ʤʝʭʘʥʠʟʤʦʚ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʜʨʫʛʠʭ ʧʦʜʩʠʩʪʝʤ ʧʨʠʚʝʜʝʥʦ 

ʚ ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ɻʆʉʊ, ʧʨʠʤʝʥʷʝʪʩʷ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨ çʂʨʠʧʪʦʇʨʦè. 
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4. ʀʉʇʆʃʔɿʋɽʄʓɽ ʊɽʍʅʀʏɽʉʂʀɽ ʉʈɽɼʉʊɺɸ  

ʊʨʝʙʦʚʘʥʠʷ ʢ ʪʝʭʥʠʯʝʩʢʦʤʫ (ʘʧʧʘʨʘʪʥʦʤʫ) ʦʙʝʩʧʝʯʝʥʠʶ: 

- ʦʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ: ʥʝ ʤʝʥʝʝ 16 ɻɹ; 

- ʜʠʩʢʦʚʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ: 200 ɻʙ; 

- ʢʦʣʠʯʝʩʪʚʦ ʷʜʝʨ ʧʨʦʮʝʩʩʦʨʘ: ʥʝ ʤʝʥʝʝ 4 ʷʜʝʨ ʩ ʯʘʩʪʦʪʦʡ ʥʝ ʤʝʥʝʝ 700 ʄɻʮ; 

ɼʣʷ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʩʘʡʟʠʥʛ ʧʦ ʧʨʦʮʝʩʩʦʨʫ ʠ ʆɿʋ ʥʝ ʨʘʩʩʯʠʪʳʚʘʝʪʩʷ. ʉʘʡʟʠʥʛ ʧʦ 

ʥʘʢʦʧʠʪʝʣʷʤ ʧʨʠʚʝʜʝʥ ʥʠʞʝ. 

ʄʠʥʠʤʘʣʴʥʳʡ ʮʝʣʝʚʦʡ ʦʙʲʝʤ ʥʘʢʦʧʠʪʝʣʝʡ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ (Vmin) ʨʘʩʩʯʠʪʳʚʘʝʪʩʷ ʧʦ 

ʬʦʨʤʫʣʝ:  

Vmin = N1*V1+V2, ʛʜʝ  

N1 - ʂʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʢʦʪʦʨʦʝ ʚʤʝʱʘʝʪ ʉʂɿʀ ʄʘʯʪʝʨʯʝʡʥ; 

V1 - ʉʨʝʜʥʠʡ ʦʙʲʝʤ ʧʘʤʷʪʠ, ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʦʜʥʦʛʦ ʙʣʦʢʘ (ɻɹ); 

V2 - ʆʙʲʝʤ ʧʘʤʷʪʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʫʩʣʦʚʠʷʭ ʧʫʩʪʦʛʦ ʈʈ (ɻɹ). 

ʈʘʩʯʝʪ ʩʘʡʟʠʥʛʘ ʜʣʷ ʧʨʦʤʳʰʣʝʥʥʦʡ ʵʢʩʧʣʫʘʪʘʮʠʠ ʧʦ ʥʘʢʦʧʠʪʝʣʷʤ ʥʘ 5 ʣʝʪ: 

- ʉʨʝʜʥʝʝ ʢʦʣʠʯʝʩʪʚʦ ʙʣʦʢʦʚ ʚ ʜʝʥʴ: 100; 

- ʉʨʝʜʥʠʡ ʦʙʲʝʤ ʧʘʤʷʪʠ, ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʦʜʥʦʛʦ ʙʣʦʢʘ: 0,003 

ɻɹ; 

- ʆʙʲʝʤ ʧʘʤʷʪʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʫʩʣʦʚʠʷʭ ʧʫʩʪʦʛʦ ʈʈ: 3,033 ɻɹ. 

Vmin = 365*5*100*0,003+3,033 = 550,533 ɻɹ.  
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5. ɺʓɿʆɺ ʀ ɿɸɻʈʋɿʂɸ  

ɺʳʟʦʚ ʠ ʟʘʛʨʫʟʢʘ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʚʠʜʝ ʩʝʨʚʠʩʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ.  

ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʧʨʠʚʝʜʝʥʦ ʚ ʜʦʢʫʤʝʥʪʘʭ ɾʊʗʀ.00107-01 91 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè, ɾʊʗʀ.00107-01 91 02 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. Linuxè, 

ɾʊʗʀ.00107-01 91 03 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʠʨʪʫʘʣʴʥʳʝ ʩʨʝʜʳè. 
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6. ɺʍʆɼʅʓɽ ɼɸʅʅʓɽ 

6.1. ʍʘʨʘʢʪʝʨ, ʦʨʛʘʥʠʟʘʮʠʷ ʠ ʧʦʜʛʦʪʦʚʢʘ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ 

ɺʭʦʜʥʳʤʠ ʜʘʥʥʳʤʠ ʜʣʷ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʷʚʣʷʶʪʩʷ: 

1) ʊʨʘʥʟʘʢʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

2) ʅʘʩʪʨʦʡʢʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʤʝʭʘʥʠʟʤʦʚ. 

6.2. ʌʦʨʤʘʪ, ʦʧʠʩʘʥʠʝ ʠ ʩʧʦʩʦʙ ʢʦʜʠʨʦʚʘʥʠʷ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʩʦʟʜʘʶʪ ʟʘʧʨʦʩʳ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʡ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʊʨʘʥʟʘʢʮʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʦʜʧʠʩʘʥʥʳʡ ʧʘʢʝʪ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ 

ʩʦʜʝʨʞʠʪ ʩʦʦʙʱʝʥʠʝ ʦʪ ʦʜʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʨʫʛʦʤʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ 

ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʈʈ. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʣʫʯʘʪʝʣʷ ʤʦʞʝʪ ʙʳʪʴ, ʢʘʢ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʘʢ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ʊʨʘʥʟʘʢʮʠʠ ʙʳʚʘʶʪ ʪʨʸʭ ʚʠʜʦʚ: 

1) ʊʨʘʥʟʘʢʮʠʷ-ʧʝʨʝʚʦʜ ʊʈɽ ʩ ʦʜʥʦʛʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ ʥʘ ʜʨʫʛʦʡ; 

2) ʊʨʘʥʟʘʢʮʠʷ-ʩʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ; 

3) ʊʨʘʥʟʘʢʮʠʷ-ʚʳʟʦʚ ʤʝʪʦʜʘ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ʊʨʘʥʟʘʢʮʠʷ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

" transaction " : {  

"nonce" : "int",  

"gasPrice" : "int",  

"gasLimit" : "int",  

"to" : "address"  

"value" : "int",  

"v" : "byte",  

"r" : "256 bit unsign ed int",  

"s" : "256 bit unsigned int",  

"data" : "byte array"  

}  

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʪʨʘʥʟʘʢʮʠʠ ï ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʘʙʣʠʮʘ 11 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʪʨʘʥʟʘʢʮʠʠ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʊʠʧ ʆʧʠʩʘʥʠʝ 

1.  Nonce 

ʠʣʠ 

account 

nonce 

int ʂʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ. 

ʅʝʦʙʭʦʜʠʤ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay attack). 
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ˉ 

ʧ/ʧ 
ʇʦʣʝ ʊʠʧ ʆʧʠʩʘʥʠʝ 

2.  gasPrice int ʎʝʥʘ ʟʘ ɻʘʟ (ʩʫʤʤʘ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ), ʢʦʪʦʨʫʶ ʦʪʧʨʘʚʠʪʝʣʴ 

ʛʦʪʦʚ ʧʣʘʪʠʪʴ. ʆʙʳʯʥʦ ʝʜʠʥʠʮʘ ɻʘʟʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʚʳʧʦʣʥʝʥʠʶ ʦʜʥʦʡ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʠʥʩʪʨʫʢʮʠʠ, ʪʦ ʝʩʪʴ 

ʦʜʥʦʛʦ ʰʘʛʘ ʚʳʯʠʩʣʝʥʠʷ. ʅʝʢʦʪʦʨʳʝ ʩʣʦʞʥʳʝ ʰʘʛʠ 

ʚʳʯʠʩʣʝʥʠʷ ʤʦʛʫʪ ʩʪʦʠʪʴ ʜʦʨʦʞʝ. 

3.  gasLimit int ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ɻʘʟʘ, ʜʦʧʫʩʪʠʤʦʝ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʪʨʘʥʟʘʢʮʠʠ. 

4.  to address ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʣʫʯʘʪʝʣʷ ʠʣʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

5.  v, r, s "v" : "byte" 

"r" : "256 bit unsigned int" 

"s" : "256 bit unsigned int" 

ʕʣʝʤʝʥʪʳ ʧʦʜʧʠʩʠ, ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʝʡ ʦʪʧʨʘʚʠʪʝʣʷ ʠ 

ʧʦʜʪʚʝʨʞʜʘʶʱʠʝ ʝʛʦ ʥʘʤʝʨʝʥʠʝ ʦʪʧʨʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ ʯʝʨʝʟ 

ʈʈ ʟʘʷʚʣʝʥʥʦʤʫ ʧʦʣʫʯʘʪʝʣʶ. 

6.  value int ʎʝʥʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ ʚ ʊʈɽ. 

7.  data byte array - ʇʨʦʠʟʚʦʣʴʥʦʝ ʩʦʦʙʱʝʥʠʝ ʀʃʀ; 

- ɺʳʟʦʚ ʬʫʥʢʮʠʠ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʀʃʀ; 

- ʂʦʜ ʧʨʠ ʩʦʟʜʘʥʠʠ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ʇʦʣʝ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ. 

ʇʦʜʧʠʩʴ ʪʨʘʥʟʘʢʮʠʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɼʘʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ RLP ʢʦʜʠʨʫʶʪʩʷ. ɼʘʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ ʜʣʷ RLP ʢʦʜʠʨʦʚʘʥʠʷ: 

nonce, gasPrice, gasLimit, to, value, data, chainId, ʚ ʢʦʥʮʝ ʜʦʙʘʚʣʷʝʪʩʷ ʜʚʘ ʥʫʣʷ. 

ʆʧʠʩʘʥʠʝ RLP ʢʦʜʠʨʦʚʘʥʠʷ ï ʩʤ. 0. 

chainId ï ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ: ʧʝʨʚʳʝ ʯʝʪʳʨʝ ʙʘʡʪʘ Whitelist ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. 

2) ʆʪ ʜʘʥʥʳʭ, ʧʦʣʫʯʝʥʥʳʭ ʥʘ ʰʘʛʝ 1 ʚʳʯʠʩʣʷʝʪʩʷ ʭʝʰ. ʍʝʰ ʚʳʯʠʩʣʷʝʪʩʷ ʧʦ ɻʆʉʊ ʈ 

34.11-2012 (ʉʪʨʠʙʦʛ-256). 

3) ʍʝʰ ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʠ ʧʦʜʧʠʩʴ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʪʨʘʥʟʘʢʮʠʶ. ɼʣʷ ʧʦʜʧʠʩʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʬʫʥʢʮʠʷ ʂʨʠʧʪʦʇʨʦ: crypto_csp.Sign(). 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʦʠʩʭʦʜʠʪ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʘʜʸʞʥʳʭ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʬʫʥʢʮʠʡ. ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʬʫʥʢʮʠʠ ʨʝʘʣʠʟʫʶʪʩʷ ʯʝʨʝʟ ʧʦʜʢʣʶʯʝʥʠʝ 

ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʝ ʂʨʠʧʪʦʇʨʦ CSP. 

ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʙʠʙʣʠʦʪʝʢʘ ʧʦʜʩʦʝʜʠʥʷʝʪʩʷ ʯʝʨʝʟ ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ. 
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7. ɺʓʍʆɼʅʓɽ ɼɸʅʅʓɽ 

7.1. ʍʘʨʘʢʪʝʨ, ʦʨʛʘʥʠʟʘʮʠʷ ʠ ʧʦʜʛʦʪʦʚʢʘ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ 

ɺʳʭʦʜʥʳʤʠ ʜʘʥʥʳʤʠ ʜʣʷ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʷʚʣʷʝʪʩʷ ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʈʈ. 

7.2. ʌʦʨʤʘʪ, ʦʧʠʩʘʥʠʝ ʠ ʩʧʦʩʦʙ ʢʦʜʠʨʦʚʘʥʠʷ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ 

ʉʬʦʨʤʠʨʦʚʘʥʥʘʡ ʈʈ ʩʦʜʝʨʞʠʪ ʦʙʨʘʙʦʪʘʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ, ʩʛʨʫʧʧʠʨʦʚʘʥʥʳʝ ʚ ʙʣʦʢʠ. 

ʂʘʞʜʳʡ ʙʣʦʢ ʩʦʜʝʨʞʠʪ ʤʘʪʝʤʘʪʠʯʝʩʢʦʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ, ʢʦʪʦʨʦʝ ʫʜʦʩʪʦʚʝʨʷʝʪ ʩʦʜʝʨʞʠʤʦʝ ʙʣʦʢʘ ʠ 

ʪʦ, ʯʪʦ ʙʣʦʢ ʷʚʣʷʝʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʝʤ ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʢʘ.  

ɼʘʥʥʦʝ ʤʘʪʝʤʘʪʠʯʝʩʢʦʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʦʙʣʘʜʘʝʪ ʜʚʫʤʷ ʚʘʞʥʳʤʠ ʩʚʦʡʩʪʚʘʤʠ: 

- ʄʘʪʝʤʘʪʠʯʝʩʢʦʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʜʦʨʦʛʦ ʥʘʡʪʠ (ʚʨʝʤʷ ʠ ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʤʦʱʥʦʩʪʠ); 

- ʀʤʝʷ ʤʘʪʝʤʘʪʠʯʝʩʢʦʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʣʝʛʢʦ ʧʨʦʚʝʨʠʪʴ ʮʝʣʦʩʪʥʦʩʪʴ ʙʣʦʢʘ ʠ 

ʧʨʘʚʠʣʴʥʦʩʪʴ ʝʛʦ ʥʘʭʦʞʜʝʥʠʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʝʜʰʝʩʪʚʫʶʱʠʭ ʝʤʫ ʙʣʦʢʦʚ. 

ʈʈ ʦʙʣʘʜʘʝʪ ʩʚʦʡʩʪʚʦʤ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ. ʇʨʠ ʥʘʣʠʯʠʠ ʢʦʧʠʠ ʈʈ ʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ 

ʮʝʣʦʩʪʥʦʩʪʴ ʈʈ ʣʝʛʢʦ ʧʨʦʚʝʨʷʝʪʩʷ. 

ɺ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʜʚʘ ʪʠʧʘ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ: 

- ʈʘʩʧʨʝʜʝʣʝʥʥʳʡ ʨʝʝʩʪʨ. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʨʝʝʩʪʨʘ ʧʨʦʠʩʭʦʜʠʪ ʚ ʧʨʦʮʝʩʩʝ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʜʘʥʥʳʭ: ʩʦʟʜʘʥʥʳʝ ʣʦʢʘʣʴʥʦ ʠ ʧʦʣʫʯʝʥʥʳʝ ʧʦ ʩʝʪʠ ʙʣʦʢʠ, ʠ 

ʪʨʘʥʟʘʢʮʠʠ ʧʨʦʭʦʜʷʪ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʠ ʟʘʧʠʩʳʚʘʶʪʩʷ ʫʟʣʘʤʠ ʚ ʣʦʢʘʣʴʥʫʶ 

ʢʦʧʠʶ ʈʈ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʡ ʧʨʦʚʝʨʢʠ. ʇʨʦʚʝʨʢʘ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʦʚʝʨʢʫ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʙʣʦʢʦʚ: ʧʨʦʚʝʨʷʝʤʳʡ ʙʣʦʢ N ʜʦʣʞʝʥ 

ʩʦʜʝʨʞʘʪʴ ʚ ʟʘʛʦʣʦʚʢʝ ʭʝʰ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʢʘ N-1. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʦʚʝʨʷʶʱʘʷ 

ʩʪʦʨʦʥʘ ʜʦʣʞʥʘ ʦʙʣʘʜʘʪʴ ʢʦʧʠʝʡ ʨʝʝʩʪʨʘ ʩ ʙʣʦʢʦʤ N-1, ʥʦ ʧʦʣʥʘʷ ʧʨʦʚʝʨʢʘ ʣʦʢʘʣʴʥʦʡ 

ʢʦʧʠʠ ʨʝʝʩʪʨʘ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. 

- Whitelist ʫʟʣʦʚ. 

ɹʘʟʠʨʫʝʪʩʷ ʥʘ ʪʦʤ, ʯʪʦ Whitelist ʩʦʟʜʘʸʪʩʷ ʚ ʥʘʯʘʣʴʥʦʤ ʙʣʦʢʝ ʈʈ, ʢʦʪʦʨʳʡ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʧʦ ʫʟʣʘʤ ʚ ʧʨʦʮʝʩʩʝ ʟʘʧʫʩʢʘ ʩʝʪʠ. ɽʩʣʠ ʦʥ ʙʫʜʝʪ ʠʟʤʝʥʸʥ ʚ ʧʨʦʮʝʩʩʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʪʦ ʫʟʝʣ ʩ ʠʟʤʝʥʸʥʥʳʤ ʥʘʯʘʣʴʥʳʤ ʙʣʦʢʦʤ ʈʈ (ʠʟʤʝʥʝʥʠʝ Whitelit 

ʫʟʣʦʚ ʠʟʤʝʥʠʪ ʭʝʰ ʙʣʦʢʘ), ʥʝ ʩʤʦʞʝʪ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴʩʷ ʩ ʩʝʪʴʶ, ʪʘʢ ʢʘʢ ʭʝʰʠ N-1 

ʙʣʦʢʦʚ ʙʫʜʫʪ ʨʘʟʣʠʯʘʪʴʩʷ. 

ʂʘʞʜʳʡ ʙʣʦʢ ʚ ʈʈ ʩʦʩʪʦʠʪ ʠʟ ʪʨʸʭ ʯʘʩʪʝʡ (ʩʤ. ʈʠʩʫʥʦʢ 5): 

1) ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ. 
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2) ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ, ʚʢʣʶʯʝʥʥʳʭ ʚ ʙʣʦʢ, ʚ ʪʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʚ ʢʦʪʦʨʦʡ 

ʪʨʘʥʟʘʢʮʠʠ ʦʙʨʘʙʘʪʳʚʘʣʠʩʴ. ɽʩʣʠ ʥʝʪ ʪʨʘʥʟʘʢʮʠʡ ʚ ʦʯʝʨʝʜʠ ʥʘ ʦʙʨʘʙʦʪʢʫ, ʪʦʛʜʘ 

ʩʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʚ ʙʣʦʢʝ ʙʫʜʝʪ ʧʫʩʪʳʤ. 

3) ʉʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ (ʩʧʠʩʦʢ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ). ɽʩʣʠ ʥʝʪ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ, ʩʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʙʫʜʝʪ ʧʫʩʪʳʤ. 

ˣͦ͟͡ n-1

            ˭ ͎͍͊ͦͦͦ͟͡

́ͪ͊ͤ͊͘͟ͼ͙͙

˭͎͍͙͊ͦͦ͟͡ 
͊͡Έ͔͙͍ͭͪͤ͊ͭͤ·ͻ ͍͋ͦͦ͟͡

ͻΉ΄

ˣͦ͟͡ n

            ˭ ͎͍͊ͦͦͦ͟͡

́ͪ͊ͤ͊͘͟ͼ͙͙

˭͎͍͙͊ͦͦ͟͡ 
͊͡Έ͔͙͍ͭͪͤ͊ͭͤ·ͻ ͍͋ͦͦ͟͡

ͻΉ΄

 

ʈʠʩʫʥʦʢ 5 ï ʉʭʝʤʘ ʙʣʦʢʦʚ. 

7.2.1. ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ 

ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʟʘʛʦʣʦʚʢʘ ʙʦʢʘ ï ʩʤ. ʊʘʙʣʠʮʘ 12. 

ʊʘʙʣʠʮʘ 12 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

1.  parentHash 256-ʙʠʪʥʳʡ ʭʝʰ ʧʨʝʜʰʝʩʪʚʫʶʱʝʛʦ (ʨʦʜʠʪʝʣʴʩʢʦʛʦ) ʙʣʦʢʘ (ʭʝʰ ʩʯʠʪʘʝʪʩʷ ʙʝʟ ʫʯʸʪʘ 

ʧʦʜʧʠʩʠ ʙʣʦʢʘ, ʪʦ ʝʩʪʴ ʚ ʧʦʣʝ extraData ʫʯʠʪʳʚʘʶʪʩʷ ʪʦʣʴʢʦ ʧʝʨʚʳʝ 32 ʙʘʡʪʘ). 

2.  ommersHash 

(ʠʣʠ sha3Uncles 

ʠʣʠ uncleHash) 

256-ʙʠʪʥʳʡ ʭʝʰ ʩʧʠʩʢʘ ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ, ʚʢʣʶʯʸʥʥʳʭ ʚ ʙʣʦʢ. 

3.  beneficiary (ʠʣʠ 

coinbase, ʠʣʠ 

miner) 

160-ʙʠʪʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘ ʢʦʪʦʨʳʡ ʧʝʨʝʚʦʜʠʪʩʷ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʟʘ ʩʦʟʜʘʥʠʝ ʙʣʦʢʘ. 

4.  stateRoot 256-ʙʠʪʥʳʡ ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ Merkle Patricia ʜʝʨʝʚʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ, ʧʦʩʣʝ ʪʦʛʦ 

ʢʘʢ ʚʩʝ ʪʨʘʥʟʘʢʮʠʠ ʦʙʨʘʙʦʪʘʥʳ ʠ ʬʠʥʘʣʠʟʠʨʦʚʘʥʥʳ. 

5.  transactionsRoot 256-ʙʠʪʥʳʡ ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ Merkle Patricia ʜʝʨʝʚʘ ʪʨʘʥʟʘʢʮʠʡ, ʢʘʞʜʳʡ ʣʠʩʪ 

(ʢʦʥʝʯʥʳʡ ʫʟʝʣ) ʵʪʦʛʦ ʜʝʨʝʚʘ ï ʪʨʘʥʟʘʢʮʠʷ ʠʟ ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ ʜʘʥʥʦʛʦ ʙʣʦʢʘ. 

6.  receiptsRoot 256-ʙʠʪʥʳʡ ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ Merkle Patricia ʜʝʨʝʚʘ ʢʚʠʪʘʥʮʠʡ, ʢʘʞʜʳʡ ʣʠʩʪ 

(ʢʦʥʝʯʥʳʡ ʫʟʝʣ) ʵʪʦʛʦ ʜʝʨʝʚʘ ï ʢʚʠʪʘʥʮʠʷ (ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʪʨʘʥʟʘʢʮʠʠ) ʜʣʷ ʢʘʞʜʦʡ 

ʪʨʘʥʟʘʢʮʠʠ ʠʟ ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ ʜʘʥʥʦʛʦ ʙʣʦʢʘ. 
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ˉ 

ʧ/ʧ 
ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

7.  logsBloom (ʠʣʠ 

bloom) 

ʌʠʣʴʪʨ ɹʣʫʤʘ, ʩʦʩʪʘʚʣʝʥʥʳʡ ʠʟ ʠʥʜʝʢʩʠʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʛʦʣʦʚʢʠ ʣʦʛʦʚ), ʢʦʪʦʨʘʷ ʝʩʪʴ ʚ ʢʘʞʜʦʡ ʣʦʛ-ʟʘʧʠʩʠ ʚ 

ʢʚʠʪʘʥʮʠʠ ʜʣʷ ʢʘʞʜʦʡ ʪʨʘʥʟʘʢʮʠʠ ʠʟ ʩʧʠʩʢʘ ʙʣʦʢʘ. 

8.  difficulty ʉʢʘʣʷʨʥʦʝ ʟʥʘʯʝʥʠʝ, ʫʨʦʚʝʥʴ ʩʣʦʞʥʦʩʪʠ ʙʣʦʢʘ. ɿʥʘʯʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʚʳʯʠʩʣʝʥʦ ʠʟ 

ʫʨʦʚʥʷ ʩʣʦʞʥʦʩʪʠ ʧʨʝʜʳʜʫʱʝʛʦ (ʨʦʜʠʪʝʣʴʩʢʦʛʦ) ʙʣʦʢʘ ʠ timestamp. 

9.  number ʉʢʘʣʷʨʥʦʝ ʟʥʘʯʝʥʠʝ, ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʙʣʦʢʘ (ʥʘʯʘʣʴʥʳʡ ʙʣʦʢ ʈʈ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ 0). 

10.  gasLimit ʉʢʘʣʷʨʥʦʝ ʟʥʘʯʝʥʠʝ, ʪʝʢʫʱʝʤʫ ʣʠʤʠʪʫ ʧʦʪʨʝʙʣʝʥʠʷ ɻʘʟʘ ʟʘ ʙʣʦʢ. 

11.  gasUsed ʉʢʘʣʷʨʥʦʝ ʟʥʘʯʝʥʠʝ, ʚʝʩʴ ɻʘʟ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʡ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʡ, 

ʚʢʣʶʯʸʥʥʳʭ ʚ ʙʣʦʢ. 

12.  timestamp ʉʢʘʣʷʨʥʦʝ ʟʥʘʯʝʥʠʝ, ʚʨʝʤʷ ʚʳʯʠʩʣʝʥʠʷ ʙʣʦʢʘ (Unix ʬʫʥʢʮʠʠ time() ʚ ʥʘʯʘʣʝ 

ʚʳʯʠʩʣʝʥʠʷ ʙʣʦʢʘ). 

13.  extraData (ʠʣʠ 

extra) 

ʇʨʦʠʟʚʦʣʴʥʳʡ ʤʘʩʩʠʚ ʙʘʡʪʦʚ, ʩʦʜʝʨʞʘʱʠʡ ʠʥʬʦʨʤʘʮʠʶ, ʠʤʝʶʱʫʶ ʦʪʥʦʰʝʥʠʝ ʢ 

ʵʪʦʤʫ ʙʣʦʢʫ. ɺ ʦʨʠʛʠʥʘʣʴʥʦʡ ʚʝʨʩʠʠ ʨʘʟʤʝʨ 32 ʙʘʡʪʘ, ʜʣʷ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ 

ʟʥʘʯʝʥʠʝ ʫʚʝʣʠʯʝʥʦ ʜʦ 97 ʙʘʡʪ. ʇʝʨʚʳʝ 32 ʙʘʡʪʘ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ, ʢʘʩʘʶʱʫʶʩʷ 

ʙʣʦʢʘ, ʧʦʩʣʝʜʫʶʱʠʝ 65 ʙʘʡʪʘ ʩʦʜʝʨʞʘʪ ʧʦʜʧʠʩʴ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ ʜʘʥʥʦʛʦ ʙʣʦʢʘ (ʭʝʰ 

ʩʯʠʪʘʝʪʩʷ ʦʪ ʟʘʛʦʣʦʚʢʘ, ʚ ʢʦʪʦʨʦʤ ʫʢʘʟʘʥʳ ʪʦʣʴʢʦ 32 ʙʘʡʪʘ extraData), ʧʦʜʧʠʩʳʚʘʝʪ 

ʤʘʡʥʝʨ, ʥʘʰʝʜʰʠʡ ʵʪʦʪ ʙʣʦʢ. 

14.  mixHash 256-ʙʠʪʥʳʡ ʭʝʰ, ʜʦʢʘʟʳʚʘʶʱʠʡ (ʩʦʚʤʝʩʪʥʦ ʩ nonce), ʯʪʦ ʙʳʣʦ ʧʨʦʠʟʚʝʜʝʥʦ 

ʜʦʩʪʘʪʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʳʯʠʩʣʝʥʠʡ ʜʣʷ ʵʪʦʛʦ ʙʣʦʢʘ. 

15.  nonce 64-ʙʠʪʥʳʡ ʭʝʰ, ʜʦʢʘʟʳʚʘʶʱʠʡ (ʩʦʚʤʝʩʪʥʦ ʩ mixHash), ʯʪʦ ʙʳʣʦ ʧʨʦʠʟʚʝʜʝʥʦ 

ʜʦʩʪʘʪʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʳʯʠʩʣʝʥʠʡ ʜʣʷ ʵʪʦʛʦ ʙʣʦʢʘ. 

ʇʦʜʧʠʩʴ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɼʘʥʥʳʝ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ RLP ʢʦʜʠʨʫʶʪʩʷ. ɼʘʥʥʳʝ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʜʣʷ RLP 

ʢʦʜʠʨʦʚʘʥʠʷ: parentHash, uncleHash, coinbase, stateRoot, transactionsRoot, 

receiptRoot, bloom, difficulty, number, gasLimit, gasUsed, timestamp ʠ ʧʝʨʚʳʭ 32 

ʙʘʡʪʘ ʧʦʣʷ extraData. ʆʧʠʩʘʥʠʝ RLP ʢʦʜʠʨʦʚʘʥʠʷ ï ʩʤ. 0. 

2) ʆʪ ʜʘʥʥʳʭ, ʧʦʣʫʯʝʥʥʳʭ ʥʘ ʰʘʛʝ 1 ʚʳʯʠʩʣʷʝʪʩʷ ʭʝʰ. ʍʝʰ ʚʳʯʠʩʣʷʝʪʩʷ ʧʦ ɻʆʉʊ ʈ 

34.11-2012 (ʉʪʨʠʙʦʛ-256). 

3) ʍʝʰ ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʠ ʧʦʜʧʠʩʴ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʧʦʩʣʝʜʥʠʝ 65 ʙʘʡʪ ʧʦʣʷ extraData. ɼʣʷ 

ʧʦʜʧʠʩʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʬʫʥʢʮʠʷ ʂʨʠʧʪʦʇʨʦ: crypto_csp.Sign(). 

ʐʘʛʠ 1-2 ʦʜʠʥʘʢʦʚʳ ʧʨʠ ʧʦʣʫʯʝʥʠʠ: 

- ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ (ʧʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʛʦ ʙʣʦʢʘ ʠ ʧʨʠ ʚʘʣʠʜʘʮʠʠ 

ʙʣʦʢʘ); 
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- ʭʝʰʘ ʜʣʷ ʧʦʜʧʠʩʠ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ (ʧʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʛʦ ʙʣʦʢʘ ʠ ʧʨʠ ʚʘʣʠʜʘʮʠʠ 

ʙʣʦʢʘ). 

ɺ ʢʘʞʜʳʡ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʚʭʦʜʠʪ ʪʨʠ ʭʝʰʘ ʢʦʨʥʝʚʳʭ ʫʟʣʦʚ Merkle Patricia ʜʝʨʝʚʴʝʚ: 

- stateRoot ï ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ Merkle Patricia ʜʝʨʝʚʘ ʩʦʩʪʦʷʥʠʡ ʩʠʩʪʝʤʳ; 

- transactionsRoot ï ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ Merkle Patricia ʜʝʨʝʚʘ ʪʘʨʥʟʘʢʮʠʡ; 

- receiptsRoot ï ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ Merkle Patricia ʜʝʨʝʚʘ ʢʚʠʪʘʥʮʠʡ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 

ʜʝʨʝʚʘ. 

7.2.2. ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ 

ʕʪʘ ʯʘʩʪʴ ʙʣʦʢʘ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ, ʚʢʣʶʯʝʥʥʳʭ ʚ ʜʘʥʥʳʡ ʙʣʦʢ, ʚ ʪʦʡ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʚ ʢʦʪʦʨʦʡ ʪʨʘʥʟʘʢʮʠʠ ʦʙʨʘʙʘʪʳʚʘʣʠʩʴ (ʩʧʠʩʦʢ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ). 

ʉʪʨʫʢʪʫʨʘ ʪʨʘʥʟʘʢʮʠʠ, ʚʢʣʶʯʸʥʥʦʡ ʚ ʙʣʦʢ, ʥʝʤʥʦʛʦ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʪʨʫʢʪʫʨʳ ʪʨʘʥʟʘʢʮʠʠ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ï ʩʤ. ʊʘʙʣʠʮʘ 13. 

ʊʘʙʣʠʮʘ 13 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʪʨʘʥʟʘʢʮʠʠ, ʚʢʣʶʯʝʥʥʦʡ ʚ ʙʣʦʢ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʊʠʧ ʆʧʠʩʘʥʠʝ 

1.  nonce 

ʠʣʠ 

account 

nonce 

int ʂʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ. 

ʅʝʦʙʭʦʜʠʤ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʥʦʛʦ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack). 

2.  gasPrice int ʎʝʥʘ ʟʘ ɻʘʟ (ʩʫʤʤʘ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ), ʢʦʪʦʨʫʶ ʦʪʧʨʘʚʠʪʝʣʴ ʩʦʛʣʘʩʠʣʩʷ 

ʧʣʘʪʠʪʴ. ʆʙʳʯʥʦ ʝʜʠʥʠʮʘ ɻʘʟʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʚʳʧʦʣʥʝʥʠʶ ʦʜʥʦʡ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʠʥʩʪʨʫʢʮʠʠ? ʪʦ ʝʩʪʴ ʦʜʥʦʛʦ ʰʘʛʘ ʚʳʯʠʩʣʝʥʠʷ. ʅʝʢʦʪʦʨʳʝ 

ʩʣʦʞʥʳʝ ʰʘʛʠ ʚʳʯʠʩʣʝʥʠʷ ʤʦʛʫʪ ʩʪʦʠʪʴ ʜʦʨʦʞʝ. 

3.  hash string ʍʝʰ ʜʘʥʥʦʡ ʪʨʘʥʟʘʢʮʠʠ. ɺʳʯʠʩʣʷʝʪʩʷ ʧʦ ɻʆʉʊ ʈ 34.11-2012 (ʉʪʨʠʙʦʛ-256). 

4.  to address ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʣʫʯʘʪʝʣʷ ʠʣʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ, ʬʫʥʢʮʠʠ ʢʦʪʦʨʦʛʦ ʚʳʟʳʚʘʶʪʩʷ. 

5.  v, r, s "v" : "byte", 

"r" : "256 bit 

unsigned int", 

"s" : "256 bit 

unsigned int" 

ʕʣʝʤʝʥʪʳ ʧʦʜʧʠʩʠ, ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʝʡ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʧʦʜʪʚʝʨʞʜʘʶʱʠʝ 

ʝʛʦ ʥʘʤʝʨʝʥʠʝ ʦʪʧʨʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ ʯʝʨʝʟ ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʨʝʝʩʪʨ 

ʟʘʷʚʣʝʥʥʦʤʫ ʧʦʣʫʯʘʪʝʣʶ. 

6.  gas int ɻʘʟ, ʧʦʪʨʘʯʝʥʥʳʡ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʜʘʥʥʦʡ ʪʨʘʥʟʘʢʮʠʠ. 
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ˉ 

ʧ/ʧ 
ʇʦʣʝ ʊʠʧ ʆʧʠʩʘʥʠʝ 

7.  value int ʎʝʥʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ ʚ ʊʈɽ. 

8.  input byte array - ʇʨʦʠʟʚʦʣʴʥʦʝ ʩʦʦʙʱʝʥʠʝ ʀʃʀ; 

- ɺʳʟʦʚ ʬʫʥʢʮʠʠ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʀʃʀ; 

- ʂʦʜ ʧʨʠ ʩʦʟʜʘʥʠʠ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ʇʦʣʝ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ 

7.2.2.1. ʂʚʠʪʘʥʮʠʠ 

ɼʣʷ ʢʘʞʜʦʡ ʪʨʘʥʟʘʢʮʠʠ, ʚʢʣʶʯʘʝʤʦʡ ʚ ʙʣʦʢ, ʩʦʟʜʘʸʪʩʷ ʢʚʠʪʘʥʮʠʷ. ʂʚʠʪʘʥʮʠʷ ï ʵʪʦ 

ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʪʦʛʦ, ʯʪʦ ʪʨʘʥʟʘʢʮʠʷ ʙʳʣʘ ʦʙʨʘʙʦʪʘʥʘ ʠ ʚʢʣʶʯʝʥʘ ʚ ʙʣʦʢ. ʉʪʨʫʢʪʫʨʘ ʢʚʠʪʘʥʮʠʠ ï 

ʩʤ. ʊʘʙʣʠʮʘ 14.  

ʊʘʙʣʠʮʘ 14 ï ʆʧʠʩʘʥʠʝ ʧʦʣʝʡ ʢʚʠʪʘʥʮʠʠ. 

ˉ 

ʧ/ʧ 
ʇʦʣʝ ʊʠʧ ʆʧʠʩʘʥʠʝ 

1.  post-transaction 

state 

 ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʪʨʘʥʟʘʢʮʠʠ. 

2.  ʩumulative gas 

used 

int ʆʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ɻʘʟʘ, ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʚ ʙʣʦʢʝ ʩʨʘʟʫ ʧʦʩʣʝ 

ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʪʨʘʥʟʘʢʮʠʠ. 

3.  logs  ɾʫʨʥʘʣ ʣʦʛʦʚ, ʧʦʣʫʯʝʥʥʳʡ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʪʨʘʥʟʘʢʮʠʠ. ʂʘʞʜʘʷ ʟʘʧʠʩʴ ʚ 

ʞʫʨʥʘʣʝ ʣʦʛʦʚ ʩʦʩʪʦʠʪ ʠʟ: 

- ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ʩ ʢʦʪʦʨʦʛʦ ʙʳʣʦ ʚʳʟʚʘʥʦ ʩʦʙʳʪʠʝ; 

- ʩʝʨʠʠ ʟʘʛʦʣʦʚʢʦʚ ʣʦʛʦʚ (ʢʘʞʜʳʡ ʟʘʛʦʣʦʚʦʢ 32 ʙʘʡʪʘ); 

- ʜʘʥʥʳʭ. 

4.  Bloom filter 256-

ʙʠʪʥʳʡ 

ʭʝʰ 

ʌʠʣʴʪʨ ɹʣʫʤʘ ʩʦʩʪʘʚʣʝʥʥʳʡ ʠʟ ʞʫʨʥʘʣʘ ʣʦʛʦʚ. ɼʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʚʢʣʶʯʘʝʪʩʷ ʚ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ. 

ʂʚʠʪʘʥʮʠʠ ʥʝ ʭʨʘʥʷʪʩʷ ʚ ʈʈ. ʂʚʠʪʘʥʮʠʷ ʧʦʣʫʯʘʝʪʩʷ ʧʨʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʡ ʦʙʨʘʙʦʪʢʝ ʚʩʝʭ 

ʪʨʘʥʟʘʢʮʠʡ, ʚʢʣʶʯʝʥʥʳʭ ʚ ʈʈ, ʢʘʞʜʳʤ ʫʟʣʦʤ ʄʘʩʪʝʨʯʝʡʥ ʠ ʩʦʭʨʘʥʷʝʪʩʷ ʣʦʢʘʣʴʥʦ ʥʘ ʜʠʩʢ. ʂʘʞʜʘʷ 

ʢʚʠʪʘʥʮʠʷ ʧʦʤʝʱʘʝʪʩʷ ʚ Merkle Patricia ʜʝʨʝʚʦ, ʢʘʞʜʳʡ ʣʠʩʪ ʵʪʦʛʦ ʜʝʨʝʚʘ ï ʢʚʠʪʘʥʮʠʷ. 

ʌʫʥʢʮʠʷ JSON RPC API eth.getTransactionReceipt ʚʦʟʚʨʘʱʘʝʪ ʚʩʶ ʚʦʟʤʦʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʪʨʘʥʟʘʢʮʠʠ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʦ ʙʣʦʢʝ, ʩʦʜʝʨʞʘʱʝʤ ʵʪʫ ʪʨʘʥʟʘʢʮʠʶ. 
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7.2.3. ʉʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ 

ɼʣʷ ʢʘʞʜʦʛʦ ʙʣʦʢʘ, ʚʢʣʶʯʸʥʥʦʛʦ ʚ ʈʈ ʤʦʞʝʪ ʙʳʪʴ ʩʦʟʜʘʥʦ ʙʦʣʝʝ ʦʜʥʦʛʦ ʙʣʦʢʘ-ʧʦʪʦʤʢʘ, ʥʦ 

ʪʦʣʴʢʦ ʦʜʠʥ ʙʣʦʢ-ʧʦʪʦʤʦʢ ʙʫʜʝʪ ʚʢʣʶʯʸʥ ʚ ʈʈ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʙʣʦʢ ï ʵʪʦ ʙʣʦʢ, 

ʯʝʡ ʨʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ ʚʢʣʶʯʝʥ ʚ ʈʈ, ʥʦ ʩʘʤ ʙʣʦʢ ʥʝ ʙʳʣ ʚʢʣʶʯʝʥ ʚ ʈʈ. 

ʉʪʨʫʢʪʫʨʘ ʟʘʛʦʣʦʚʢʘ ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʙʣʦʢʘ ʠʜʝʥʪʠʯʥʘ ʩʪʨʫʢʪʫʨʝ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ, ʢʦʪʦʨʳʡ 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʙʣʦʢ. 

ʆʛʨʘʥʠʯʝʥʠʷ ʥʘ ʚʢʣʶʯʝʥʠʷ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ: ʙʣʦʢ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʤʘʢʩʠʤʫʤ 2 

ʟʘʛʦʣʦʚʢʘ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʘ. ɺʢʣʶʯʸʥʥʳʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʙʣʦʢʠ ʜʦʣʞʥʳ ʙʳʪʴ ʩʦʟʜʘʥʳ ʥʝ 

ʧʦʟʞʝ 6 ʙʣʦʢʦʚ. 

ʇʨʠʯʠʥʳ, ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʚ ʈʈ: 

- ɺʢʣʶʯʝʥʠʝ ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʧʦʚʳʰʘʝʪ ʩʣʦʞʥʦʩʪʴ, ʘ ʩ ʵʪʠʤ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʈʈ. 

- ʏʪʦʙʳ ʦʙʨʘʙʘʪʳʚʘʪʴ ʪʨʘʥʟʘʢʮʠʠ ʙʳʩʪʨʦ ʥʝʦʙʭʦʜʠʤʦ ʙʳʩʪʨʦ ʩʦʟʜʘʚʘʪʴ ʙʣʦʢʠ, ʜʣʷ 

ʤʘʡʥʝʨʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʳʩʦʢʘ ʚʝʨʦʷʪʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʙʣʦʢʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʦʪʚʝʨʛʥʫʪ ʩʝʪʴʶ (ʪʘʢʦʡ ʙʣʦʢ ʥʘʟʳʚʘʝʪʩʷ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ). ɽʩʣʠ ʟʘʛʦʣʦʚʦʢ 

ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʙʣʦʢʘ ʚʢʣʶʯʝʥ ʚ ʩʪʘʪʠʯʝʩʢʠʡ ʙʣʦʢ (ʙʣʦʢ, ʢʦʪʦʨʳʡ ʟʘʧʠʩʘʥ ʚ ʈʈ), 

ʤʘʡʥʝʨ, ʥʘʰʝʜʰʠʡ ʵʪʦʪ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʙʣʦʢ, ʧʦʣʫʯʘʝʪ 7/8 ʦʪ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ ʟʘ 

ʩʪʘʪʠʯʥʳʡ ʙʣʦʢ (ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʟʘ ʩʪʘʪʠʯʝʩʢʠʡ ʙʣʦʢ 5 ʊʈɽ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʟʘ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʙʣʦʢ 4.375), ʪʦ ʝʩʪʴ ʤʘʡʥʝʨʳ ʟʘʠʥʪʝʨʝʩʦʚʘʥʳ ʚ 

ʙʳʩʪʨʦʤ ʥʘʭʦʞʜʝʥʠʠ ʙʣʦʢʦʚ. 
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ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ - ʩʤ. ʊʘʙʣʠʮʘ 15.  
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ʊʘʙʣʠʮʘ 15 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʨʘʙʦʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʪʝʨʬʝʡʩʘ RPC 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʇʦʣʫʯʠʪʴ ʜʘʥʥʳʝ ʠʟ 

ʈʈ, ʧʨʦʠʟʚʝʩʪʠ 

ʜʝʡʩʪʚʠʝ ʥʘ ʫʟʣʝ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ: 

- ʧʦʣʫʯʠʪʴ ʜʘʥʥʳʝ, 

ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʫʟʣʝ ʚ ʈʈ 

(ʥʘʧʨʠʤʝʨ, ʧʦʣʫʯʠʪʴ ʙʣʦʢ), 

- ʦʪʧʨʘʚʠʪʴ ʪʨʘʥʟʘʢʮʠʶ, 

- ʧʨʦʠʟʚʝʩʪʠ ʜʝʡʩʪʚʠʷ ʩ ʫʟʣʦʤ 

(ʥʘʧʨʠʤʝʨ, ʟʘʧʫʩʪʠʪʴ 

ʤʘʡʥʠʥʛ). 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ, 

ʧʦʩʪʫʧʠʚʰʠʝ ʠʟ 

ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ ʢ 

RPC ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

2.  002 ʇʦʩʣʘʪʴ ʟʘʧʨʦʩ ʥʘ 

ʫʟʝʣ 

ʏʝʨʝʟ JSON RPC API ʠʣʠ ʯʝʨʝʟ 

ʜʨʫʛʫʶ ʢʣʠʝʥʪʩʢʫʶ ʙʠʙʣʠʦʪʝʢʫ 

ʟʘʧʨʦʩ ʧʦʩʳʣʘʝʪʩʷ ʫʟʣʫ ʧʦ http 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ ʢ 

RPC, ʦʧʠʩʘʥʥʦʤ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʘʥʥʳʝ, ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ, 

ʦʪʧʨʘʚʣʝʥʥʳʝ ʥʘ ʫʟʝʣ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ RPC, 

ʦʧʠʩʘʥʥʦʤ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

3.  003 ʇʦʣʫʯʝʥ ʟʘʧʨʦʩ ʦʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʝʨʝʜʘʯʘ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ 

ʩʝʨʚʝʨ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ RPC, 

ʟʘʧʫʱʝʥʥʳʡ ʥʘ ʫʟʣʝ. RPC ʷʚʣʷʝʪʩʷ 

ʯʘʩʪʴʶ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ɼʘʥʥʳʝ, ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ, 

ʦʪʧʨʘʚʣʝʥʥʳʝ ʥʘ ʫʟʝʣ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ RPC, 

ʦʧʠʩʘʥʥʦʤ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʧʨʠʥʷʪʳʝ ʥʘ ʫʟʣʝ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ RPC, 

ʦʧʠʩʘʥʥʦʤ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

4.  004 ɼʝʢʦʜʠʨʦʚʘʪʴ 

ʟʘʧʨʦʩ 

ʆʪʧʨʘʚʢʘ ʟʘʧʨʦʩʘ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 

RPC ʜʣʷ ʜʝʢʦʜʠʨʦʚʘʥʠʷ. ʇʦʜʨʦʙʥʦ 

ʧʨʦʮʝʜʫʨʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥʘ 

ï ʩʤ.0. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʧʨʠʥʷʪʳʝ ʥʘ ʫʟʣʝ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ RPC, 

ʦʧʠʩʘʥʥʦʤ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

5.  005 ʆʙʨʘʙʦʪʘʪʴ ʟʘʧʨʦʩ ʋʟʝʣ ʦʙʨʘʙʘʪʳʚʘʝʪ ʟʘʧʨʦʩ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC (ʦʙʨʘʙʦʪʢʘ ʟʘʧʨʦʩʘ 

ʦʧʠʩʘʥʘ ʚ ʰʘʛʘʭ 005-011 ʘʣʛʦʨʠʪʤʘ 

ʨʘʙʦʪʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʚ ʯʘʩʪʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ï ʩʤ. ʈʠʩʫʥʦʢ 1.  

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

EVM ʢʦʜ. 

ʂʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ. 

ɸʜʨʝʩ ʩʤʘʨʪ ʢʦʥʪʨʘʢʪʘ, 

ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ 

ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.3.3.3.1. 

ɸʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ 

ʪʨʘʥʟʘʢʮʠʠ, 

ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ ʵʪʦ 

ʚʳʧʦʣʥʝʥʠʝ - ʦʙʲʝʢʪ 

ʪʨʘʥʟʘʢʮʠʠ string from. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ, ʩʦʩʪʘʚ ʦʧʠʩʘʥ ʚ 

ʧ.3.3.1.4. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ, ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

6.  006 ʉʬʦʨʤʠʨʦʚʘʪʴ 

ʦʪʚʝʪ 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʜʣʷ ʦʪʚʝʪʘ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ RPC. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ, ʩʦʩʪʘʚ ʦʧʠʩʘʥ ʚ 

ʧ.3.3.1.4. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʈʈ 

ʜʣʷ ʦʪʚʝʪʘ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

7.  007 ʂʦʜʠʨʦʚʘʪʴ ʦʪʚʝʪ ʆʪʧʨʘʚʢʘ ʜʘʥʥʳʭ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 

RPC ʜʣʷ ʢʦʜʠʨʦʚʘʥʠʷ. ʇʦʜʨʦʙʥʦ 

ʧʨʦʮʝʜʫʨʘ ʢʦʜʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥʘ ï 

ʩʤ.0. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʈʈ ʜʣʷ 

ʦʪʚʝʪʘ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

8.  008 ʆʪʧʨʘʚʠʪʴ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ 

ʆʪʧʨʘʚʢʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ ʦʪʚʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦ http ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʆʪʧʨʘʚʣʝʥʥʳʡ 

ʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

9.  009 ʇʦʣʫʯʝʥ ʦʪʚʝʪ ʦʪ 

ʫʟʣʘ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʦʪʚʝʪ ʦʪ 

ʫʟʣʘ. 

ʆʪʧʨʘʚʣʝʥʥʳʡ 

ʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʆʪʚʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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ʇʈʀʃʆɾɽʅʀɽ ɹ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ʈɸɹʆʊʓ ʉ 

ʀʉʇʆʃʔɿʆɺɸʅʀɽʄ ʀʅʊɽʈʌɽʁʉɸ JSON RPC API 
JS

 ˴
ͦ
ͤ
ͫ
ͦ
͡
Έ

JS
 A

P
I

RPC

ʇʦʣʴʟʦʚʘʪʝʣʴ

˽ͦͯ͡;͙ͭΈ ͒͊ͤͤ·͔ ͙͘ ˾,˾ 
͙͍͔͙ͨͪͦͫͭ͘ ͔͚͍͙͔͒ͫͭ ͤ͊ 

͔ͯ͘͡

ʋʟʝʣ

ˤ·͍͔͙ͫͭ ͍͔ͦͭͭ ͍  ͙ͦͤͫͦ͟͡

008

010

002

˨͔͙͍ͦ͒ͪͦ͊ͭ͟Έ ͊ͨͪͦͫ͘

˽ͦͯ͡;͔ͤ ͍͔ͦͭͭ ͦͭ ͯ͊͘͡

ˤ͍͔͙ͫͭ JSON RPC API 
ͦͣ͊ͤ͒ͯ͟ ͍  ͙ͦͤͫͦ͟͡

001

003

005

˴͙͍ͦ͒ͪͦ͊ͭΈ ͊ͨͪͦͫ͘

011

004

006

˻͍͙ͭͨͪ͊ͭΈ ͊ͨͪͦͫ͘ ͯͯ͘͡

013

˻͍͙ͭͨͪ͊ͭΈ ͍͔ͦͭͭ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό

˽ͦͯ͡;͔ͤ ͊ͨͪͦͫ͘ ͦͭ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ

˨͔͙͍ͦ͒ͪͦ͊ͭ͟Έ ͍͔ͦͭͭ

009

˻͋ͪ͊͋ͦͭ͊ͭΈ ͊ͨͪͦͫ͘

˴͙͍ͦ͒ͪͦ͊ͭΈ ͍͔ͦͭͭ

˿ͺ͙͍ͦͪͣͪͦ͊ͭΈ ͍͔ͦͭͭ

˭͙͊ͨͯͫͭͭΈ ͦͤͫͦ͟͡Έ

012

007

014

http

http

 

ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ - ʩʤ. ʊʘʙʣʠʮʘ 16. 
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ʊʘʙʣʠʮʘ 16 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʨʘʙʦʪʳ ʩ ʠʧʦʣʴʟʦʚʘʥʠʝʤ ʠʥʪʝʨʬʝʡʩʘ JSON RPC API 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʇʦʣʫʯʠʪʴ ʜʘʥʥʳʝ ʠʟ 

ʈʈ, ʧʨʦʠʟʚʝʩʪʠ 

ʜʝʡʩʪʚʠʝ ʥʘ ʫʟʣʝ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ: 

- ʧʦʣʫʯʠʪʴ ʜʘʥʥʳʝ, 

ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʫʟʣʝ ʚ ʈʈ 

(ʥʘʧʨʠʤʝʨ, ʧʦʣʫʯʠʪʴ ʙʣʦʢ), 

- ʦʪʧʨʘʚʠʪʴ ʪʨʘʥʟʘʢʮʠʶ, 

- ʧʨʦʠʟʚʝʩʪʠ ʜʝʡʩʪʚʠʷ ʩ 

ʫʟʣʦʤ (ʥʘʧʨʠʤʝʨ, ʟʘʧʫʩʪʠʪʴ 

ʤʘʡʥʠʥʛ). 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ, 

ʧʦʩʪʫʧʠʚʰʠʝ ʠʟ 

ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ 

ʢ JSON API, ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 

92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

2.  002 ɿʘʧʫʩʪʠʪʴ ʢʦʥʩʦʣʴ ʢʦʥʩʦʣʴ ï ʵʪʦ ʯʘʩʪʴ ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ 

ʂʦʥʩʦʣʴ ʧʦʜʩʦʝʜʠʥʷʝʪʩʷ ʢ 

ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʫʟʣʫ 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ 

JSON API, ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 

92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ 

ʢ JSON API ʥʘ ʟʘʧʫʱʝʥʥʦʡ 

ʢʦʥʩʦʣʠ, ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 

92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

3.  003 ɺʚʝʩʪʠ JSON API 

ʢʦʤʘʥʜʫ ʚ ʢʦʥʩʦʣʠ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʚʚʦʜʠʪ ʢʦʤʘʥʜʳ 

JSON RPC API ʚ ʢʦʥʩʦʣʠ. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ 

JSON API ʥʘ ʟʘʧʫʱʝʥʥʦʡ 

ʢʦʥʩʦʣʠ, ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 

92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ, 

ʟʘʧʠʩʘʥʥʳʝ ʚ ʢʦʤʘʥʜʫ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʦʥʩʦʣʠ, ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʠʥʪʝʨʬʝʡʩʘ, ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-01 

92 01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

4.  004 ʂʦʜʠʨʦʚʘʪʴ ʟʘʧʨʦʩ ʂʦʜʠʨʦʚʘʥʠʝ ʧʦʣʫʯʝʥʥʦʡ 

ʢʦʤʘʥʜʳ ʯʝʨʝʟ ʢʦʥʩʦʣʴʥʳʡ 

ʠʥʪʝʨʬʝʡʩ ʙʠʙʣʠʦʪʝʢʠ JSON API  

ɼʘʥʥʳʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʈʈ, 

ʟʘʧʠʩʘʥʥʳʝ ʚ ʢʦʤʘʥʜʫ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʦʥʩʦʣʠ, ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʥʪʝʨʬʝʡʩʘ, 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ʇʦʜʨʦʙʥʦ ʧʨʦʮʝʜʫʨʘ 

ʢʦʜʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥʘ ï ʩʤ.0. 

ʦʧʠʩʘʥʳ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 92 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè. 

5.  005 ʆʪʧʨʘʚʠʪʴ ʟʘʧʨʦʩ 

ʫʟʣʫ 

ʆʪʧʨʘʚʢʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʡ 

ʢʦʤʘʥʜʳ ʯʝʨʝʟ ʢʦʥʩʦʣʴʥʳʡ 

ʠʥʪʝʨʬʝʡʩ ʙʠʙʣʠʦʪʝʢʠ JSON API 

ʫʟʣʫ ʧʦ http. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ, 

ʦʪʧʨʘʚʣʝʥʥʳʡ ʥʘ ʫʟʝʣ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

6.  006 ʇʦʣʫʯʝʥ ʟʘʧʨʦʩ ʦʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʝʨʝʜʘʯʘ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʥʘ ʩʝʨʚʝʨ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ JSON 

RPC, ʟʘʧʫʱʝʥʥʳʡ ʥʘ ʫʟʣʝ. JSON 

RPC ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ, 

ʦʪʧʨʘʚʣʝʥʥʳʡ ʥʘ ʫʟʝʣ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ, 

ʧʨʠʥʷʪʳʡ ʥʘ ʫʟʣʝ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

7.  007 ɼʝʢʦʜʠʨʦʚʘʪʴ ʟʘʧʨʦʩ ʆʪʧʨʘʚʢʘ ʟʘʧʨʦʩʘ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ JSON RPC ʜʣʷ 

ʜʝʢʦʜʠʨʦʚʘʥʠʷ. ʇʦʜʨʦʙʥʦ 

ʧʨʦʮʝʜʫʨʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ 

ʦʧʠʩʘʥʘ ï ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ, 

ʧʨʠʥʷʪʳʡ ʥʘ ʫʟʣʝ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

8.  008 ʆʙʨʘʙʦʪʘʪʴ ʟʘʧʨʦʩ ʋʟʝʣ ʦʙʨʘʙʘʪʳʚʘʝʪ ʟʘʧʨʦʩ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ JSON RPC (ʦʙʨʘʙʦʪʢʘ 

ʟʘʧʨʦʩʘ ʦʧʠʩʘʥʘ ʚ ʰʘʛʘʭ 005-011 

ʘʣʛʦʨʠʪʤʘ ʨʘʙʦʪʳ ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ ʚ ʯʘʩʪʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ï ʩʤ. ʈʠʩʫʥʦʢ 1. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

EVM ʢʦʜ. 

ʂʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ. 

ɸʜʨʝʩ ʩʤʘʨʪ ʢʦʥʪʨʘʢʪʘ, 

ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ 

ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.3.3.3.1. 

ɸʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ 

ʪʨʘʥʟʘʢʮʠʠ, 

ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ ʵʪʦ 

ʚʳʧʦʣʥʝʥʠʝ - ʦʙʲʝʢʪ 

ʪʨʘʥʟʘʢʮʠʠ string from. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ, ʩʦʩʪʘʚ ʦʧʠʩʘʥ ʚ 

ʧ.3.3.1.4. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ, ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

9.  009 ʉʬʦʨʤʠʨʦʚʘʪʴ ʦʪʚʝʪ ʌʦʨʤʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʜʣʷ ʦʪʚʝʪʘ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ RPC. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ, ʩʦʩʪʘʚ ʦʧʠʩʘʥ ʚ 

ʧ.3.3.1.4. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʈʈ 

ʜʣʷ ʦʪʚʝʪʘ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

10.  010 ʂʦʜʠʨʦʚʘʪʴ ʦʪʚʝʪ ʆʪʧʨʘʚʢʘ ʜʘʥʥʳʭ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC ʜʣʷ ʢʦʜʠʨʦʚʘʥʠʷ. 

ʇʦʜʨʦʙʥʦ ʧʨʦʮʝʜʫʨʘ 

ʢʦʜʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥʘ ï ʩʤ.0. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʈʈ ʜʣʷ 

ʦʪʚʝʪʘ. ʉʦʩʪʘʚ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ. 

ʉʦʩʪʘʚ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï 

ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

11.  011 ʆʪʧʨʘʚʠʪʴ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ 

ʆʪʧʨʘʚʢʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ ʦʪʚʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦ http ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ RPC. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʆʪʧʨʘʚʣʝʥʥʳʡ 

ʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

12.  012 ʇʦʣʫʯʝʥ ʦʪʚʝʪ ʦʪ 

ʫʟʣʘ 

ʇʦʣʫʯʝʥʠʝ ʦʪʚʝʪʘ ʦʪ ʫʟʣʘ ʯʝʨʝʟ 

ʢʦʥʩʦʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ 

ʙʠʙʣʠʦʪʝʢʠ JSON RPC ʧʦ http. 

ʆʪʧʨʘʚʣʝʥʥʳʡ 

ʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, 

ʢʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

13.  013 ɼʝʢʦʜʠʨʦʚʘʪʴ ʦʪʚʝʪ ɼʝʢʦʜʠʨʦʚʘʥʠʝ ʧʦʣʫʯʝʥʥʦʛʦ ʦʪ 

ʫʟʣʘ ʦʪʚʝʪʘ ʯʝʨʝʟ ʢʦʥʩʦʣʴʥʳʡ 

ʠʥʪʝʨʬʝʡʩ ʙʠʙʣʠʦʪʝʢʠ JSON 

API. 

ʇʦʜʨʦʙʥʦ ʧʨʦʮʝʜʫʨʘ 

ʜʝʢʦʜʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥʘ ï ʩʤ.0. 

ʂʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʂʨʠʧʪʦʇʨʦ. 

14.  014 ɺʳʚʝʩʪʠ ʦʪʚʝʪ ʚ 

ʢʦʥʩʦʣʠ 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʚʳʚʦʜʠʪʩʷ ʚ ʢʦʥʩʦʣʠ. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ. ʉʦʩʪʘʚ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ.0. 

ɼʝʢʦʜʠʨʦʚʘʥʥʳʡ ʦʪʚʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ, ʚʳʚʝʜʝʥʥʳʡ 

ʚ ʢʦʥʩʦʣʠ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ.0. 

ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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ʇʈʀʃʆɾɽʅʀɽ ɺ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ɺʓʇʆʃʅɽʅʀʗ ʂʆɼɸ ɺ EVM  

˻͙ͭ͊ͭͭ͟Έ ͍͔ͫ ͙͔͔͙ͣͤͤ͘Ύ, 
͍͘ΎͭΈ ͨ͊ͭͯ͡ ͊͘ ͍·͔͙͔ͨͦͤͤ͡: 
͍͖ͫ ͙ͦ͟͡;͔͍ͫͭͦ ˥͊͊͘

EVM

002

͔̂͘͡

ˤ·͙ͨͦͤͭ͡Έ ͔ͦͨͪ͊ͼ͙Ό

006
˴ͦͣ͊ͤ͒͊ PC Change

͍͔͙̂͡;͙ͭΈ ͫ;͖ͭ;͙͟ ͤ͊ 1

004
˴͙ͦ͡;͔͍ͫͭͦ ͎͊͊͘ - ͨ ͊ͭ͊͡ ͊͘ 
͍·͔͙͔ͨͦͤͤ͡  >= 0

009

ˤ·͙ͨͦͤͭ͡Έ EVM ͟ ͦ͒

011

001
1. EVM ͟ ͦ͒
2. ˹ ͔ͦ͋ͻ͙ͦ͒ͣ·͔ ͒͊ͤͤ·͔

003

˽͔͔͚͙ͪͭ ͨͦ ͔͊͒ͪͫͯ

010

͙̉ͭ͊ͭΈ ͦͣ͊ͤ͒ͯ͟

005

007
008
˴ͦͣ͊ͤ͒͊ Code Return

˻͙͋ͤͯͭ͡Έ ͫ;͖ͭ;͙͟

ˤ͘ΎͭΈ ͦͨ͊ͭͯ͡ ͊͘ ͍·͔͙͔ͨͦͤͤ͡ 
ͦͣ͊ͤ͒͟·

͒͊

͒͊

͒͊

͔ͤͭ

͔ͤͭ

͔ͤͭ

 

ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ - ʩʤ. ʊʘʙʣʠʮʘ 17. 
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ʊʘʙʣʠʮʘ 17 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʚʳʧʦʣʥʝʥʠʷ EVM ʢʦʜʘ 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ɺʳʧʦʣʥʠʪʴ 

EVM ʢʦʜ 

ʅʘ ʚʭʦʜ ʧʦʜʘʸʪʩʷ EVM ʢʦʜ ʠ ʜʘʥʥʳʝ 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʝʛʦ ʚʳʧʦʣʥʝʥʠʷ: 

- ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ (ʥʦʤʝʨ ʠ 

ʟʘʛʦʣʦʚʦʢ ʪʝʢʫʱʝʛʦ ʙʣʦʢʘ, 

timestamp). ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.12 ï ʩʤ. ʊʘʙʣʠʮʘ 12; 

- ɻʘʟ ʜʦʩʪʫʧʥʳʡ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 

ʢʦʜʘ; 

- ɸʜʨʝʩ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, 

ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ 

ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ; 

- ɸʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ ʪʨʘʥʟʘʢʮʠʠ, 

ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ ʵʪʦ 

ʚʳʧʦʣʥʝʥʠʝ; 

- ʎʝʥʘ ɻʘʟʘ, ʫʢʘʟʘʥʥʘʷ ʚ 

ʪʨʘʥʟʘʢʮʠʠ, ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ 

ʵʪʦ ʚʳʧʦʣʥʝʥʠʝ; 

- ɼʘʥʥʳʝ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʢʦʜʘ (ʚ ʩʣʫʯʘʝ ʢʦʜʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï ʵʪʦ ʚʭʦʜʥʳʝ 

ʟʥʘʯʝʥʠʷ ʜʣʷ ʚʳʟʳʚʘʝʤʳʭ 

ʬʫʥʢʮʠʡ 

EVM ʢʦʜ. 

ʂʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ. 

ɸʜʨʝʩ ʩʤʘʨʪ ʢʦʥʪʨʘʢʪʘ, 

ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ 

ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.3.3.3.1. 

ɸʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ 

ʪʨʘʥʟʘʢʮʠʠ, ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ 

ʵʪʦ ʚʳʧʦʣʥʝʥʠʝ - ʦʙʲʝʢʪ 

ʪʨʘʥʟʘʢʮʠʠ string from. 

ʊʨʘʥʟʘʢʮʠʷ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

EVM ʢʦʜ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- ɸʜʨʝʩ, ʩ ʢʦʪʦʨʦʛʦ ʚʳʟʚʘʥʦ ʵʪʦ 

ʚʳʧʦʣʥʝʥʠʝ (ʚ ʩʣʫʯʘʝ 

ʪʨʘʥʟʘʢʮʠʠ ʵʪʦʪ ʘʜʨʝʩ 

ʩʦʚʧʘʜʘʝʪ ʩ ʘʜʨʝʩʦʤ 

ʦʪʧʨʘʚʠʪʝʣʷ ʪʨʘʥʟʘʢʮʠʠ, 

ʠʥʠʮʠʠʨʦʚʘʚʰʝʡ ʵʪʦ 

ʚʳʧʦʣʥʝʥʠʝ). 

2.  002 ʆʙʥʫʣʠʪʴ 

ʩʯʝʪʯʠʢ 

ɺ ʥʘʯʘʣʝ ʦʙʨʘʙʦʪʢʠ EVM ʢʦʜʘ 

ʩʯʸʪʯʠʢ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʥʘʯʘʣʦ 

EVM ʢʦʜʘ. 

EVM ʢʦʜ ʉʯʝʪʯʠʢ ʩʤʝʱʝʥʠʷ ʦʪ ʥʘʯʘʣʘ 

EVM ʢʦʜʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

3.  003 ʏʠʪʘʪʴ ʢʦʤʘʥʜʫ ʏʠʪʘʪʴ ʢʦʤʘʥʜʫ ʠʟ EVM ʢʦʜʘ, ʥʘ 

ʢʦʪʦʨʫʶ ʫʢʘʟʳʚʘʝʪ ʩʯʸʪʯʠʢ. 

EVM ʢʦʜ. 

ʉʯʝʪʯʠʢ ʩʤʝʱʝʥʠʷ ʦʪ ʥʘʯʘʣʘ 

EVM ʢʦʜʘ 

ʇʨʦʯʠʪʘʥʥʳʝ ʢʦʤʘʜʳ PC 

Change, Code Return 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

4.  004 ʂʦʣʠʯʝʩʪʚʦ 

ɻʘʟʘ ï ʧʣʘʪʘ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝ 

ʢʦʤʘʥʜʳ Ó0 

ʇʨʦʚʝʨʢʘ, ʤʦʞʝʪ ʣʠ ʙʳʪʴ ʦʧʣʘʯʝʥʦ 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜʳ. 

ʂʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ. 

ʉʪʦʠʤʦʩʪʴ ʚʳʧʦʣʥʷʝʤʦʡ 

ʢʦʤʘʥʜʳ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, 

ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʦʛʦ 

ɻʘʟʘ Ó0. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

5.  005 ɺʟʷʪʴ ʦʧʣʘʪʫ 

ʚʳʧʦʣʥʝʥʠʷ 

ʢʦʤʘʥʜʳ 

ʋʤʝʥʴʰʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ɻʘʟʘ, 

ʜʦʩʪʫʧʥʦʛʦ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ, ʥʘ 

ʩʪʦʠʤʦʩʪʴ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ 

ʧʨʦʚʝʨʢʠ ʪʦʛʦ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ 

ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ Ó0. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʘʜʨʝʩʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʂʦʣʠʯʝʩʪʚʦ ʦʩʪʘʚʰʝʛʦʩʷ 

ɻʘʟʘ ʧʦʩʣʝ ʚʳʯʝʪʘ ɻʘʟʘ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜʳ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ɸʜʨʝʩ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʠʥʠʮʠʠʨʦʚʘʚʰʝʛʦ 

ʪʨʘʥʟʘʢʮʠʶ, ʂʦʣʠʯʝʩʪʚʦ 

ʜʦʩʪʫʧʥʦʛʦ ɻʘʟʘ. 

ʂʦʣʠʯʝʩʪʚʦ ʛʘʟʘ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜʳ 

6.  006 ʂʦʤʘʥʜʘ PC 

Change 

ʇʨʦʯʠʪʘʥʥʘʷ ʥʘ ʰʘʛʝ 003 ʢʦʤʘʥʜʘ PC 

Change (Program Counter Change). 

ʉʦʩʪʦʷʥʠʝ ʩʯʝʪʯʠʢʘ 

ʩʤʝʱʝʥʠʷ. 

ʉʦʩʪʦʷʥʠʝ ʩʯʝʪʯʠʢʘ 

ʩʤʝʱʝʥʠʷ ʧʦʩʣʝ ʠʩʧʦʣʥʝʥʠʷ 

ʢʦʤʘʥʜʳ PC Change. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

7.  007 ʇʝʨʝʡʪʠ ʧʦ 

ʘʜʨʝʩʫ 

ʇʨʦʠʟʚʦʜʠʪʩʷ ʧʝʨʝʭʦʜ ʧʦ ʫʢʘʟʘʥʥʦʤʫ 

ʚ ʢʦʤʘʥʜʝ ʘʜʨʝʩʫ. 

ʉʦʩʪʦʷʥʠʝ ʩʯʝʪʯʠʢʘ ʩʤʝʱʝʥʠʷ 

ʧʦʩʣʝ ʠʩʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ PC 

Change. 

ʂʦʤʘʥʜʘ ʧʦ ʘʜʨʝʩʫ. ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

8.  008 ʂʦʤʘʥʜʘ Code 

Return 

ʇʨʦʯʠʪʘʥʥʘʷ ʥʘ ʰʘʛʝ 003 ʢʦʤʘʥʜʘ 

Code Return. ʊʦʣʴʢʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ 

EVM ʢʦʜ ʧʦʣʥʦʩʪʴʶ ʚʳʧʦʣʥʝʥ ʙʝʟ 

ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʩʢʣʶʯʝʥʠʡ. 

ʂʦʤʘʥʜʘ ʧʦ ʘʜʨʝʩʫ. ʈʝʟʫʣʴʪʘʪ ʠʩʧʦʣʥʝʥʠʷ 

ʢʦʤʘʥʜʳ Code Return. 

ʊʨʘʥʟʘʢʮʠʠ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

9.  009 ɺʳʧʦʣʥʠʪʴ 

ʦʧʝʨʘʮʠʶ 

ɺʳʧʦʣʥʠʪʴ ʦʧʝʨʘʮʠʶ, ʧʨʦʯʠʪʘʥʥʫʶ 

ʥʘ ʰʘʛʝ 003. 

ʂʦʤʘʜʳ PC Change, Code 

Return. 

ʈʝʟʫʣʴʪʘʪʳ ʠʩʧʦʣʥʝʥʠʷ 

ʢʦʤʘʥʜ PC Change, Code 

Return. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 

10.  010 ʋʚʝʣʠʯʠʪʴ 

ʩʯʝʪʯʠʢ ʥʘ 1 

ʉʯʸʪʯʠʢ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʥʘ 1. ʉʦʩʪʦʷʥʠʝ ʩʯʝʪʯʠʢʘ ʜʦ 

ʠʟʤʝʥʝʥʠʷ. 

ʉʦʩʪʦʷʥʠʝ ʩʯʝʪʯʠʢʘ ʧʦʩʣʝ 

ʠʟʤʝʥʝʥʠʷ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

11.  011 ʆʪʢʘʪʠʪʴ ʚʩʝ 

ʠʟʤʝʥʝʥʠʷ, 

ʚʟʷʪʴ ʧʣʘʪʫ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝ: 

ʚʩʝ ʢʦʣʠʯʝʩʪʚʦ 

ɻʘʟʘ 

ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʠʩʢʣʶʯʝʥʠʷ ʚʩʝ 

ʠʟʤʝʥʝʥʠʷ, ʧʨʦʠʟʚʝʜʸʥʥʳʝ ʩ ʥʘʯʘʣʘ 

ʚʳʧʦʣʥʝʥʠʷ EVM ʢʦʜʘ, ʦʪʢʘʪʳʚʘʶʪʩʷ 

ʠ ʩ ʦʪʧʨʘʚʠʪʝʣʷ ʪʨʘʥʟʘʢʮʠʠ ʚʟʠʤʘʝʪʩʷ 

ʧʣʘʪʘ ʟʘ ʚʳʧʦʣʥʝʥʠʝ EVM ʢʦʜʘ ʚ 

ʨʘʟʤʝʨʝ ʢʦʣʠʯʝʩʪʚʘ ɻʘʟʘ, 

ʦʧʨʝʜʝʣʸʥʥʦʛʦ ʥʘ ʥʘʯʘʣʦ ʚʳʧʦʣʥʝʥʠʷ 

EVM ʢʦʜʘ. 

ʂʦʣʠʯʝʩʪʚʦ ɻʘʟʘ, ʥʘ ʤʦʤʝʥʪ 

ʥʘʯʘʣʘ ʚʳʧʦʣʥʝʥʠʷ EVM ʢʦʜʘ.  

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʦʪʧʨʘʚʠʪʝʣʷ ʪʨʘʥʟʘʢʮʠʠ (ʧʦʣʷ 

balance, nonce, storageRoot, 

codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ, ʜʦ 

ʥʘʯʘʣʘ ʚʳʧʦʣʥʝʥʠʷ EVM 

ʢʦʜʘ. 

ɹʣʦʢ, ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʦʪʧʨʘʚʠʪʝʣʷ ʪʨʘʥʟʘʢʮʠʠ 

ʧʦʩʣʝ ʚʳʯʝʪʘ ʧʣʘʪʳ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝ EVM ʢʦʜʘ (ʧʦʣʷ 

balance, nonce, storageRoot, 

codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ 

ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 

- nonce ʠʣʠ account 

nonce - ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʘʪʘʢʠ ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia 

ʜʝʨʝʚʘ, ʢʦʪʦʨʦʝ 

ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ 

ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ 

ʠ ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ).  
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ʇʈʀʃʆɾɽʅʀɽ ɻ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ɼʆɹɸɺʃɽʅʀɽ ʅʆɺʆʁ 

ʊʈɸʅɿɸʂʎʀʀ ɺ ʇʋʃ 

ʋʟʝʣ

ɼʦʙʘʚʠʪʴ ʪʨʘʥʟʘʢʮʠʶ ʚ 
ʧʫʣ

ɺʦʩʩʪʘʥʦʚʠʪʴ ʧʦʜʧʠʩʴ ʠ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʧʦʣʴʟʦʚʘʪʝʣʷ

ʋʜʘʣʠʪʴ ʪʨʘʥʟʘʢʮʠʶ ʩ 
ʫʟʣʘ

ʊʨʘʥʟʘʢʮʠʷ ʥʝ ʜʦʙʘʚʣʝʥʘ 
ʚ ʧʫʣ

ɺʳʯʠʩʣʠʪʴ ʭʝʰ 
ʪʨʘʥʟʘʢʮʠʠ

ʊʨʘʥʟʘʢʮʠʷ ʜʦʙʘʚʣʝʥʘ
ʚ ʧʫʣ

011

012

ɼʦʙʘʚʠʪʴ ʪʨʘʥʟʘʢʮʠʶ 
ʚ ʧʫʣ

013

001 ʎʝʥʘ ɻʘʟʘ ʢʦʨʨʝʢʪʥʘʷ
(ʤʠʥʠʤʫʤ)

003 ʇʦʜʧʠʩʴ ʩʦʦʪʚʝʪʩʪʚʫʝʪ        
ʪʨʘʥʟʘʢʮʠʠ

004 ʀʜʝʥʪʠʬʠʢʘʪʨ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʫʱʝʩʪʚʫʝʪ 
ʚ ʈʈ

005 ʅʦʥʩ ʢʦʨʨʝʢʪʥʳʡ

006 ʎʝʥʘ ɻʘʟʘ ʢʦʨʨʝʢʪʥʘʷ
(ʤʘʢʩʠʤʘʣʴʥʘʷ)

007 ʎʝʥʘ ʦʙʨʘʙʦʪʢʠ 
ʪʨʘʥʟʘʢʮʠʠ => 0

008 ʎʝʥʘ ʦʙʨʘʙʦʪʢʠ 
ʪʨʘʥʟʘʢʮʠʠ ʢʦʨʨʝʢʪʥʘʷ

009 ɼʘʥʥʳʝ ʩʦʭʨʘʥʷʶʪʩʷ 
ʚ ʈʈ

010 ʉʨʝʜʩʪʚ ʜʦʩʪʘʪʦʯʥʦ ʜʣʷ 
ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ

ʪʨʘʥʟʘʢʮʠʷ

002

ʜʘ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʜʘ

ʜʘ

ʜʘ

ʜʘ

ʜʘ

ʜʘ

ʜʘ

ʜʘ

ʜʘ
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ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 18. 

ʊʘʙʣʠʮʘ 18 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ ʪʨʘʥʟʘʢʮʠʠ ʚ ʧʫʣ. 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʎʝʥʘ ɻʘʟʘ 

ʢʦʨʨʝʢʪʥʘʷ 

(ʤʠʥʠʤʫʤ) 

ɿʥʘʯʝʥʠʝ ʚ ʧʦʣʝ gasPrice 

ʙʦʣʴʰʝ ʠʣʠ ʨʘʚʥʦ 

ʤʠʥʠʤʘʣʴʥʦʤʫ ʟʥʘʯʝʥʠʶ 

ʮʝʥʳ ʥʘ ɻʘʟ, ʫʢʘʟʘʥʥʦʤʫ ʜʣʷ 

ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ (ʧʫʣ 

ʪʨʘʥʟʘʢʮʠʡ ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ʩʦʟʜʘʸʪʩʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.2 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʄʠʥʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʮʝʥʳ ʥʘ ɻʘʟ. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʤʠʥʠʤʫʤʘ ʮʝʥʳ ʥʘ ɻʘʟ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

2.  002 ɺʦʩʩʪʘʥʦʚʠʪʴ 

ʧʦʜʧʠʩʴ ʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʧʦʜʧʠʩʴ ʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʧʦʣʝʡ v, r, s. 

ɼʘʥʥʳʝ ʧʦʣʷ ʦʧʠʩʘʥʳ ʚ ʧ.5 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʧʨʦʰʝʜʰʘʷ ʧʨʦʚʝʨʢʫ ʤʠʥʠʤʫʤʘ ʮʝʥʳ ʥʘ ɻʘʟ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʇʦʜʧʠʩʴ ʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

3.  003 ʇʦʜʧʠʩʴ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʪʨʘʥʟʘʢʮʠʠ 

ʇʦʜʧʠʩʴ, ʚʦʩʩʪʘʥʦʚʣʝʥʥʘʷ ʥʘ 

ʰʘʛʝ 002, ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʪʨʘʥʟʘʢʮʠʠ. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʇʦʜʧʠʩʴ. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʧʦʜʧʠʩʠ ʥʘ 

ʩʦʦʪʚʝʪʩʪʚʠʝ 

ʪʨʘʥʟʘʢʮʠʠ. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

4.  004 ʀʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʩʫʱʝʩʪʚʫʝʪ ʚ 

ʈʈ 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪʧʨʘʚʠʪʝʣʷ, 

ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʡ ʥʘ ʰʘʛʝ 

002, ʩʫʱʝʩʪʚʫʝʪ ʚ ʈʈ. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʧʨʦʰʝʜʰʘʷ ʧʨʦʚʝʨʢʫ ʧʦʜʧʠʩʠ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʘʥʥʳʝ ʈʈ. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʩʫʱʝʩʪʚʦʚʘʥʠʷ 

ʠʜʝʪʠʬʠʢʘʪʦʨʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʈʈ. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

5.  005 ʅʦʥʩ 

ʢʦʨʨʝʢʪʥʳʡ 

ɿʥʘʯʝʥʠʝ ʚ ʧʦʣʝ nonce 

ʙʦʣʴʰʝ ʥʦʥʩʘ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.1 ï ʩʤ. ʊʘʙʣʠʮʘ 

11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʧʨʦʰʝʜʰʘʷ ʧʨʦʚʝʨʢʫ ʩʫʱʝʩʪʚʦʚʘʥʠʷ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʈʈ. ʌʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʥʦʥʩʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɺ ʩʣʫʯʘʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay attack); 

- storageRoot - ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, ʢʦʪʦʨʦʝ 

ʢʦʜʠʨʫʝʪ ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. ʍʝʰ 

ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ ʢʦʥʢʘʪʠʥʘʮʠʠ 

ʢʣʶʯʘ ʠ ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ). 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

6.  006 ʎʝʥʘ ɻʘʟʘ 

ʢʦʨʨʝʢʪʥʘʷ 

(ʤʘʢʩʠʤʘʣʴʥʘʷ) 

ɿʥʘʯʝʥʠʝ ʚ ʧʦʣʝ gasLimit 

ʤʝʥʴʰʝ ʠʣʠ ʨʘʚʥʦ 

ʤʘʢʩʠʤʘʣʴʥʦʤʫ ʟʥʘʯʝʥʠʶ, 

ʫʢʘʟʘʥʥʦʤʫ ʜʣʷ ʧʫʣʘ 

ʪʨʘʥʟʘʢʮʠʡ (ʧʫʣ ʪʨʘʥʟʘʢʮʠʡ 

ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ ʩʦʟʜʘʸʪʩʷ ʧʨʠ 

ʫʩʪʘʥʦʚʢʝ ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.3 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʧʨʦʰʝʜʰʘʷ ʧʨʦʚʝʨʢʫ ʢʦʨʨʝʢʪʥʦʩʪʠ ʥʦʥʩʘ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʄʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʮʝʥʳ ʥʘ ʛʘʟ. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʤʘʢʩʠʤʫʤʘ ʮʝʥʳ ʥʘ 

ɻʘʟ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

7.  007 ʎʝʥʘ 

ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʠ Ó0 

ʎʝʥʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ 

(ʧʦʣʝ value) ʙʦʣʴʰʝ ʠʣʠ 

ʨʘʚʥʘ 0 (ʟʥʘʯʝʥʠʝ ʥʝ 

ʦʪʨʠʮʘʪʝʣʴʥʦʝ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.6 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʨʦʰʝʜʰʘʷ ʧʨʦʚʝʨʢʫ ʤʘʢʩʠʤʫʤʘ 

ʮʝʥʳ ʥʘ ɻʘʟ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʮʝʥʳ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʠ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

8.  008 ʎʝʥʘ 

ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʠ 

ʢʦʨʨʝʢʪʥʘʷ 

ɹʘʣʘʥʩ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ ʩʧʠʩʘʥʠʷ ʙʦʣʴʰʝ ʠʣʠ 

ʨʘʚʝʥ ʮʝʥʝ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʠ + gasLimit. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.3 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʧʨʦʰʝʜʰʘʷ ʧʨʦʮʝʨʢʫ ʮʝʥʳ ʦʙʨʘʙʦʪʢʠ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɺ ʩʣʫʯʘʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay attack); 

- storageRoot - ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, ʢʦʪʦʨʦʝ 

ʢʦʜʠʨʫʝʪ ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. ʍʝʰ 

ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ ʢʦʥʢʘʪʠʥʘʮʠʠ 

ʢʣʶʯʘ ʠ ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʮʝʥʳ 

ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ). 

9. ,  009 ɼʘʥʥʳʝ 

ʩʦʭʨʘʥʷʶʪʩʷ ʚ 

ʈʈ 

ʇʦʣʝ data ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.7 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʮʝʥʳ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʩʦʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʚ 

ʈʈ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

10.  010 ʉʨʝʜʩʪʚ 

ʜʦʩʪʘʪʦʯʥʦ ʜʣʷ 

ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ 

ʇʨʦʚʝʨʷʝʪʩʷ ʜʦʩʪʘʪʦʯʥʦ ʣʠ 

ʩʨʝʜʩʪʚ ʥʘ ʙʘʣʘʥʩʝ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʵʪʠʭ 

ʜʘʥʥʳʭ ʚ ʈʈ. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʩʦʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʚ ʈʈ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʜʦʩʪʘʪʦʯʥʦʩʪʠ ʩʨʝʜʩʪʚ 

ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. 

ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʢʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- nonce ʠʣʠ account nonce - ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɺ ʩʣʫʯʘʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay attack); 

- storageRoot - ʭʝʰ ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, ʢʦʪʦʨʦʝ 

ʢʦʜʠʨʫʝʪ ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. ʍʝʰ 

ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ ʢʦʥʢʘʪʠʥʘʮʠʠ 

ʢʣʶʯʘ ʠ ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ). 

11.  011 ɺʳʯʠʩʣʠʪʴ ʭʝʰ 

ʪʨʘʥʟʘʢʮʠʠ 

ʍʝʰ ʪʨʘʥʟʘʢʮʠʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʦʩʪʦʷʥʠʷ ʪʨʘʥʟʘʢʮʠʠ. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʦʢ ʰʘʛʦʚ 

001, 003-010. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, ʩ 

ʚʳʯʝʩʣʝʥʥʳʤ ʭʝʰʝʤ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

12.  012 ɼʦʙʘʚʠʪʴ 

ʪʨʘʥʟʘʢʮʠʶ ʚ 

ʧʫʣ 

ʊʨʘʥʟʘʢʮʠʷ ʜʦʙʘʚʣʷʝʪʩʷ ʚ 

ʧʫʣ ʪʨʘʥʟʘʢʮʠʡ ʥʘ ʫʟʣʝ. 

ʊʨʘʥʟʘʢʮʠʷ, ʧʦʜʧʠʩʘʥʥʘʷ ʦʪʧʨʘʚʠʪʝʣʝʤ, ʩ 

ʚʳʯʝʩʣʝʥʥʳʤ ʭʝʰʝʤ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ 

ʚ ʧ.6.2. 

ʊʨʘʥʟʘʢʮʠʷ, 

ʧʦʜʧʠʩʘʥʥʘʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ, 

ʜʦʙʘʚʣʝʥʥʘʷ ʚ ʧʫʣ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

13.  013 ʋʜʘʣʠʪʴ 

ʪʨʘʥʟʘʢʮʠʶ ʩ 

ʫʟʣʘ 

ʊʨʘʥʟʘʢʮʠʷ ʥʝ ʢʦʨʨʝʢʪʥʘ ʠ 

ʥʝ ʤʦʞʝʪ ʙʳʣʴ ʜʦʙʘʚʣʝʥʘ ʚ 

ʧʫʣ. ʊʨʘʥʟʘʢʮʠʷ ʫʜʘʣʷʝʪʩʷ ʩ 

ʫʟʣʘ. 

ʆʪʨʠʮʘʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʦʢ ʭʦʪʷ ʙʳ 

ʦʜʥʦʛʦ ʠʟ ʰʘʛʦʚ 001, 003-010. 

ʋʜʘʣʝʥʥʘʷ ʪʨʘʥʟʘʢʮʠʷ 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ 

ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ʇʈʀʃʆɾɽʅʀɽ ɼ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ WHITELIST  ʇʈʆɺɽʈʂɸ ʇʈʀ 

ʉʆɿɼɸʅʀʀ ɹʃʆʂɸ 

͔̂͘͡

1. Whitelis t ͯ ͍ͦ͘͡
2. ˮ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟
    ͟ ͡Ό;͊ ͯ͊͘͡

005

004
ʇʨʘʚʘ ʢʦʨʨʝʢʪʥʳʝ

͔̂͘͡ ͔ͤ ͙͔͔ͣͭ ͍ͨͪ͊ 
͍ͫͦ͒͊͊ͭ͘Έ ͙͋ͦ͟͡

001

˽͍͔͙ͪͦͪͭΈ ͨͦ Whitelis t, ;ͭͦ 
͔ͯ͘͡ ͙͔͔ͣͭ ͍ͨͪ͊ͦ ͍ͫͦ͒͊͊ͭ͘Έ 

͙͋ͦ͟͡

002
ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 
ʫʟʣʘ ʝʩʪʴ ʚ Whitelist

006

003
ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ 
ʫʟʣʘ ʥʝ ʠʩʪʸʢ

͔̂͘͡ ͙͔͔ͣͭ ͍ͨͪ͊ͦ ͍ͫͦ͒͊͊ͭ͘Έ 
͙͋ͦ͟͡

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʜʘ

ʜʘ

ʜʘ

 

ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 19. 
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ʊʘʙʣʠʮʘ 19 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ Whitelist ʧʨʦʚʝʨʢʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʙʣʦʢʘ 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʇʨʦʚʝʨʠʪʴ ʧʦ 

Whitelist, ʯʪʦ 

ʫʟʝʣ ʠʤʝʝʪ ʧʨʘʚʦ 

ʩʦʟʜʘʚʘʪʴ ʙʣʦʢʠ 

ʇʨʦʚʝʨʠʪʴ ʧʦ Whitelist, ʯʪʦ 

ʫʟʝʣ ʩ ʜʘʥʥʳʤ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʫʟʣʘ 

ʠʤʝʝʪ ʧʨʘʚʦ ʩʦʟʜʘʚʘʪʴ 

ʙʣʦʢʠ. 

Whitelist ʫʟʣʦʚ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʫʟʣʘ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ ʧ.3.3.7. 

ɹʣʦʢ, ʧʦʜʧʠʩʘʥʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ 

ʢʣʶʯʘ ʫʟʣʘ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʪʦʛʦ, ʯʪʦ ʫʟʝʣ, 

ʧʦʜʧʠʩʘʚʰʠʡ ʙʣʦʢ, 

ʚʭʦʜʠʪ ʚ Whitelist. 

ʂʦʤʧʦʥʝʥʪ 

Whitelist. 

2.  002 ʀʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʶʯʘ ʫʟʣʘ ʝʩʪʴ 

ʚ Whitelist 

ʇʨʦʚʝʨʢʘ ʤʝʪʦʜʘʤʠ 

Whitelist ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, 

ʯʪʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʫʟʣʘ ʝʩʪʴ ʚ ʚʧʠʩʢʝ ʫʟʣʦʚ. 

ʌʫʥʢʮʠʷ isNode. 

Whitelist ʫʟʣʦʚ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʫʟʣʘ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ ʧ.3.3.7. 

ɹʣʦʢ, ʧʦʜʧʠʩʘʥʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ 

ʢʣʶʯʘ ʫʟʣʘ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʥʘʣʠʯʠʷ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʫʟʣʘ ʚ Whitelist. 

ʂʦʤʧʦʥʝʥʪ 

Whitelist. 

3.  003 ʉʨʦʢ ʜʝʡʩʪʚʠʷ 

ʢʣʶʯʘ ʫʟʣʘ ʥʝ 

ʠʩʪʸʢ 

ʇʨʦʚʝʨʢʘ ʤʝʪʦʜʘʤʠ 

Whitelist ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, 

ʯʪʦ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʜʘʥʥʦʛʦ 

ʢʣʶʯʘ ʥʝ ʠʩʪʸʢ. ʌʫʥʢʮʠʷ 

isExpired. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʥʘʣʠʯʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʫʟʣʘ ʚ 

Whitelist. Whitelist ʫʟʣʦʚ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʶʯʘ ʫʟʣʘ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ ʧ.3.3.7. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʪʦʛʦ, ʯʪʦ ʩʨʦʢ ʜʝʡʩʪʚʠʷ 

ʢʣʶʯʘ ʫʟʣʘ ʥʝ ʠʩʪʝʢ. 

ʂʦʤʧʦʥʝʥʪ 

Whitelist. 

4.  004 ʇʨʘʚʘ 

ʢʦʨʨʝʢʪʥʳʝ 

ʇʨʘʚʘ ʢʦʨʨʝʢʪʥʳʝ, ʝʩʣʠ 

ʨʦʣʴ ʫʟʣʘ ʚʘʣʠʜʘʪʦʨ ʠ 

ʤʘʡʥʝʨ (ʚʳʩʪʘʚʣʝʥʳ ʬʣʘʛʠ 

FLAG_CAN_READ ʠ 

FLAG_CAN_MINE). ɹʦʣʝʝ 

ʧʦʜʨʦʙʥʦ ʜʘʥʥʳʝ ʬʣʘʛʠ 

ʦʧʠʩʘʥʳ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 91 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè.  

ʇʨʦʚʝʨʢʘ ʤʝʪʦʜʘʤʠ 

Whitelist ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, 

ʯʪʦ ʜʘʥʥʳʝ ʬʣʘʛʠ 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, 

ʯʪʦ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʫʟʣʘ ʥʝ ʠʩʪʝʢ. 

Whitelist ʫʟʣʦʚ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ, 

ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ ʧ.3.3.7. 

 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʧʨʘʚ. 

ʂʦʤʧʦʥʝʥʪ 

Whitelist. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ʚʳʩʪʘʚʣʝʥʳ. ʌʫʥʢʮʠʠ 

isFlagSet ʠ getMask. 

5.  005 ʋʟʝʣ ʠʤʝʝʪ 

ʧʨʘʚʦ ʩʦʟʜʘʚʘʪʴ 

ʙʣʦʢʠ 

ɽʩʣʠ ʚʩʝ ʧʨʦʚʝʨʢʠ ʫʩʧʝʰʥʳ, 

ʫʟʝʣ ʩ ʜʘʥʥʳʤ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ 

ʠʤʝʝʪ ʧʨʘʚʦ ʩʦʟʜʘʚʘʪʴ 

ʙʣʦʢʠ. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʰʘʛʦʚ 002-004. 

ʃʦʢʘʣʴʥʳʡ ʈʈ ʩ ʙʣʦʢʦʤ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2. 

ʂʦʤʧʦʥʝʥʪ 

Whitelist. 

6.  006 ʋʟʝʣ ʥʝ ʠʤʝʝʪ 

ʧʨʘʚ ʩʦʟʜʘʚʘʪʴ 

ʙʣʦʢʠ 

ɽʩʣʠ ʭʦʪʴ ʦʜʥʘ ʧʨʦʚʝʨʢʘ ʥʝ 

ʫʩʧʝʰʥʘ, ʫʟʝʣ ʩ ʜʘʥʥʳʤ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ ʥʝ 

ʠʤʝʝʪ ʧʨʘʚ ʩʦʟʜʘʚʘʪʴ ʙʣʦʢʠ. 

ʆʪʨʠʮʘʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʭʦʪʷ 

ʙʳ ʦʜʥʦʛʦ ʠʟ ʰʘʛʦʚ 002-004. 

ɹʣʦʢ, ʦʪʚʝʨʛʥʫʪʳʡ ʧʦ 

ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2. 

ʂʦʤʧʦʥʝʥʪ 

Whitelist. 
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ʇʈʀʃʆɾɽʅʀɽ ɽ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ʉʆɿɼɸʅʀʗ ɹʃʆʂɸ 

ʄʘʡʥʝʨ

ʉʦʟʜʘʪʴ ʙʣʦʢ

ɿʘʬʠʢʩʠʨʦʚʘʪʴ ʚʨʝʤʷ

ʆʙʨʘʙʦʪʘʪʴ ʪʨʘʥʟʘʢʮʠʠ 
ʜʣʷ ʥʦʚʦʛʦ  ʙʣʦʢʘ

ʇʦʜʛʦʪʦʚʠʪʴ ʩʧʠʩʦʢ 
ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ

ʉʬʦʨʤʠʨʦʚʘʪʴ ʪʝʣʦ 
ʙʣʦʢʘ

ʉʬʦʨʤʠʨʦʚʘʪʴ ʟʘʛʦʣʦʚʦʢ 
ʙʣʦʢʘ

ɼʦʙʘʚʠʪʴ ʨʝʰʝʥʠʝ POW 
ʚ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ

ʇʦʜʧʠʩʘʪʴ ʭʝʰ ʟʘʛʦʣʦʚʢʘ 
ʙʣʦʢʘ

ɼʦʙʘʚʠʪʴ ʧʦʜʧʠʩʴ ʚ 
ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ

ɿʘʧʠʩʘʪʴ ʙʣʦʢ ʚ 
ʣʦʢʘʣʴʥʳʡ ʈʈ

ʆʪʦʩʣʘʪʴ ʙʣʦʢ ʫʟʣʘʤ, ʩ 
ʢʦʪʦʨʳʤʠ ʫʩʪʘʥʦʚʣʝʥʦ 

ʩʦʝʜʠʥʝʥʠʝ

001

002

003

004

005

007

008

009

010

011

ʅʘʡʪʠ ʨʝʰʝʥʠʝ POW 
ʟʘʜʘʯʠ

006

 

ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 20. 
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ʊʘʙʣʠʮʘ 20 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʩʦʟʜʘʥʠʷ ʙʣʦʢʘ 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ɿʘʬʠʢʩʠʨʦʚʘʪʴ 

ʚʨʝʤʷ 

ɺ ʥʘʯʘʣʝ ʚʩʝʭ ʜʝʡʩʪʚʠʡ ʤʘʡʥʝʨ 

ʬʠʢʩʠʨʫʝʪ ʚʨʝʤʷ (ʵʪʦ ʚʨʝʤʷ ʙʫʜʝʪ 

ʟʘʧʠʩʘʥʦ ʚ ʙʣʦʢ ʠ ʙʫʜʝʪ ʩʯʠʪʘʪʴʩʷ 

ʚʨʝʤʝʥʝʤ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʙʣʦʢʘ). 

ɹʝʨʸʪʩʷ ʩʠʩʪʝʤʥʦʝ ʚʨʝʤʷ ʥʘ ʫʟʣʝ. 

ɼʘʥʥʳʝ ʦ ʧʨʦʡʜʝʥʥʳʭ 

ʧʨʦʚʝʨʢʘʭ. 

ɼʘʥʥʳʝ ʦ ʩʠʩʪʝʤʥʦʤ 

ʚʨʝʤʝʥʠ ʥʘ ʫʟʣʝ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

2.  002 ʆʙʨʘʙʦʪʘʪʴ 

ʪʨʘʥʟʘʢʮʠʠ ʜʣʷ 

ʥʦʚʦʛʦ ʙʣʦʢʘ 

ʄʘʡʥʝʨ ʦʙʨʘʙʘʪʳʚʘʝʪ ʪʨʘʥʟʘʢʮʠʠ ʜʣʷ 

ʙʣʦʢʘ ʧʦ ʘʣʛʦʨʠʪʤʫ, ʦʧʠʩʘʥʥʦʤʫ ʚ ï ʩʤ. 

0 ʧʦʢʘ ʥʝ ʜʦʩʪʠʛʥʫʪ ʣʠʤʠʪ ʙʣʦʢʘ ʧʦ ɻʘʟʫ 

ʠʣʠ ʥʝ ʦʙʨʘʙʦʪʘʥʳ ʚʩʝ ʪʨʘʥʟʘʢʮʠʠ ʠʟ 

ʦʯʝʨʝʜʠ pending. ʈʝʟʫʣʴʪʘʪʦʤ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʡ ʷʚʣʷʝʪʩʷ:  

- ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ; 

- ʉʧʠʩʦʢ ʢʚʠʪʘʥʮʠʡ ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ; 

- ʌʠʣʴʪʨ ɹʣʫʤʘ; 

- ʅʦʚʦʝ ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ; 

- ʀʩʧʦʣʴʟʦʚʘʥʥʳʡ ɻʘʟ. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ 

ʩʠʩʪʝʤʳ, 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʚ ʧʦʣʝ 

stateRoot ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʠʟ 

ʧʫʣʘ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ 

ʩʠʩʪʝʤʳ, 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʚ ʧʦʣʝ 

stateRoot ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12.  

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʜʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.2. 

ʂʦʣʠʯʝʩʪʚʦ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 

3.  003 ʇʦʜʛʦʪʦʚʠʪʴ 

ʩʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ 

ʄʘʡʥʝʨ ʬʦʨʤʠʨʫʝʪ ʩʧʠʩʢʦʢ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʚ 

ʙʣʦʢ. 

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʜʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.2. 

ʉʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

4.  004 ʉʬʦʨʤʠʨʦʚʘʪʴ 

ʪʝʣʦ ʙʣʦʢʘ 

ʄʘʡʥʝʨ ʬʦʨʤʠʨʫʝʪ ʪʝʣʦ ʙʣʦʢʘ. ʊʝʣʦ 

ʙʣʦʢʘ ʩʦʩʪʦʠʪ ʠʟ ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʜʛʦʪʦʚʣʝʥʥʳʭ ʥʘ ʰʘʛʝ 002, ʠ ʩʧʠʩʢʘ 

ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.6.2. 

ʊʝʣʦ ʙʣʦʢʘ, ʩʦʜʝʨʞʘʱʝʝ 

ʜʘʥʥʳʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʰʘʛʘʤʠ 002 ʠ 003.  

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ʟʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ, 

ʧʦʜʛʦʪʦʚʣʝʥʥʳʭ ʥʘ ʰʘʛʝ 003. 

ʉʧʠʩʦʢ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

5.  005 ʉʬʦʨʤʠʨʦʚʘʪʴ 

ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ 

ʄʘʡʥʝʨ ʬʦʨʤʠʨʫʝʪ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ, ʟʘ 

ʠʩʢʣʶʯʝʥʠʝʤ: 

- ʇʦʣʝʡ mixHash ʠ nonce (ʟʥʘʯʝʥʠʷ 

ʤʦʛʫʪ ʙʳʪʴ ʧʦʣʫʯʝʥʳ ʧʦʩʣʝ 

ʥʘʭʦʞʜʝʥʠʷ ʨʝʰʝʥʠʷ POW, ʰʘʛ 

006); 

- ʧʦʩʣʝʜʥʠʭ 65-ʪʠ ʙʘʡʪʦʚ ʧʦʣʷ 

extrʘData, ʚ ʢʦʪʦʨʳʭ ʥʘʭʦʜʠʪʩʷ 

ʧʦʜʧʠʩʴ ʙʣʦʢʘ, ʰʘʛ 008, 009. 

ɼʘʥʥʳʝ ʧʦʣʷ ʦʧʠʩʘʥʳ ʚ ʧ.ʧ.13, 14, 15 ï 

ʩʤ. ʊʘʙʣʠʮʘ 12. 

ʊʝʣʦ ʙʣʦʢʘ, ʩʦʜʝʨʞʘʱʝʝ 

ʜʘʥʥʳʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʰʘʛʘʤʠ 002 ʠ 003.  

ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

6.  006 ʅʘʡʪʠ ʨʝʰʝʥʠʝ 

POW ʟʘʜʘʯʠ 

ʄʘʡʥʝʨ ʠʱʝʪ ʨʝʰʝʥʠʝ PoW-ʟʘʜʘʯʠ ʩ 

ʧʘʨʘʤʝʪʨʘʤʠ: 

- ʭʝʰ ʦʪ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ (ʙʝʟ 

ʧʘʨʘʤʝʪʨʦʚ mixHash, nonce ʠ ʙʝʟ 

65-ʪʠ ʧʦʩʣʝʜʥʠʭ ʙʘʡʪʦʚ ʧʦʣʷ 

extraData); 

- mixHash; 

- nonce. 

ɼʘʥʥʳʝ ʧʦʣʷ ʦʧʠʩʘʥʳ ʚ ʧ.ʧ.13, 14, 15 ï 

ʩʤ. ʊʘʙʣʠʮʘ 12. 

ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʜʦ 

ʨʝʰʝʥʠʷ POW ʟʘʜʘʯʠ, 

ʚʢʣʶʯʘʶʱʠʡ ʟʥʘʯʝʥʠʷ 

ʧʦʣʝʡ mixHash, nonce, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.1. 

ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʨʝʰʝʥʠʷ POW 

ʟʘʜʘʯʠ, ʚʢʣʶʯʘʶʱʠʡ 

ʟʥʘʯʝʥʠʷ ʧʦʣʝʡ mixHash, 

nonce, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

7.  007 ɼʦʙʘʚʠʪʴ ʨʝʰʝʥʠʝ 

POW ʚ ʟʘʛʦʣʦʚʦʢ 

ʙʣʦʢʘ 

ɿʥʘʯʝʥʠʷ mixHash ʠ nonce ʟʘʧʠʩʳʚʘʶʪʩʷ 

ʚ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ. ʕʪʠ ʧʘʨʘʤʝʪʨʳ 

ʷʚʣʷʶʪʩʷ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦʤ ʨʝʰʝʥʠʷ POW 

ʟʘʜʘʯʠ ʜʣʷ ʵʪʦʛʦ ʢʦʥʢʨʝʪʥʦʛʦ ʙʣʦʢʘ. 

ɼʘʥʥʳʝ ʧʦʣʷ ʦʧʠʩʘʥʳ ʚ ʧ.ʧ.14, 15 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ɿʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʨʝʰʝʥʠʷ POW 

ʟʘʜʘʯʠ, ʚʢʣʶʯʘʶʱʠʡ 

ʟʥʘʯʝʥʠʷ ʧʦʣʝʡ mixHash, 

nonce, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ɿʘʧʠʩʘʥʥʳʝ ʟʥʘʯʝʥʠʷ 

ʧʦʣʝʡ mixHash, nonce ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

8.  008 ʇʦʜʧʠʩʘʪʴ ʭʝʰ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ 

ʄʘʡʥʝʨ ʧʦʜʧʠʩʳʚʘʝʪ ʭʝʰ ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ (ʧʦʣʝ ʟʘʛʦʣʦʚʢʘ extraData ʧʨʠ 

ʵʪʦʤ ʥʝ ʩʦʜʝʨʞʠʪ ʧʦʩʣʝʜʥʠʝ 65 ʙʘʡʪ) 

ʢʣʶʯʦʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.13 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ʍʝʰ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ʇʦʜʧʠʩʴ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

9.  009 ɼʦʙʘʚʠʪʴ ʧʦʜʧʠʩʴ 

ʚ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ 

ʇʦʜʧʠʩʴ, ʧʦʣʫʯʝʥʥʘʷ ʥʘ ʰʘʛʝ 008, 

ʚʩʪʘʚʣʷʝʪʩʷ ʚ ʧʦʩʣʝʜʥʠʝ 65 ʙʘʡʪ ʧʦʣʷ 

ʟʘʛʦʣʦʚʢʘ extraData. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.13 ï ʩʤ. ʊʘʙʣʠʮʘ 

12. 

ʇʦʜʧʠʩʴ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ 

ɿʘʧʠʩʘʥʥʦʝ ʟʥʘʯʝʥʠʝ 

ʧʦʣʷ extrfData ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

10.  010 ɿʘʧʠʩʘʪʴ ʙʣʦʢ ʚ 

ʣʦʢʘʣʴʥʳʡ ʈʈ 

ɹʣʦʢ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʣʦʢʘʣʴʥʳʡ ʈʈ. ɹʣʦʢ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʃʦʢʘʣʴʥʳʡ ʈʈ, ʩ 

ʟʘʧʠʩʘʥʥʳʤ ʚ ʥʝʛʦ 

ʙʣʦʢʦʤ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

11.  011 ʆʪʦʩʣʘʪʴ ʙʣʦʢ 

ʫʟʣʘʤ, ʩ ʢʦʪʦʨʳʤʠ 

ʫʩʪʘʥʦʚʣʝʥʦ 

ʩʦʝʜʠʥʝʥʠʝ 

ʄʘʡʥʝʨ ʧʦʩʳʣʘʝʪ ʩʦʟʜʘʥʥʳʡ ʙʣʦʢ ʚʩʝʤ 

ʫʟʣʘʤ, ʩ ʢʦʪʦʨʳʤʠ ʫʩʪʘʥʦʚʣʝʥʦ 

ʩʦʝʜʠʥʝʥʠʝ. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ 

ʣʦʢʘʣʴʥʳʡ ʈʈ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʆʪʧʨʘʚʣʝʥʥʳʡ ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ 

ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 
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ʇʈʀʃʆɾɽʅʀɽ ɾ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ʆɹʈɸɹʆʊʂɸ ʊʈɸʅɿɸʂʎʀʁ 

ɼʃʗ ɺʂʃʖʏɽʅʀʗ ɺ ɹʃʆʂ 

ʄʘʡʥʝʨ

ɺʟʷʪʴ ʪʨʘʥʟʘʢʮʠʶ ʠʟ 
ʩʧʠʩʢʘ

ʋʤʝʥʴʰʠʪʴ ʙʘʣʘʥʩ 
ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʥʘ ʫʢʘʟʘʥʥʦʝ 
ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ

ʋʚʝʣʠʯʠʪʴ ʥʦʥʩ 
ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ

ʋʤʝʥʴʰʠʪʴ ʙʘʣʘʥʩ 
ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 
ʟʘ ʨʘʟʤʝʨ ʪʨʘʥʟʘʢʮʠʠ

ʉʦʚʝʨʰʠʪʴ ʧʝʨʝʚʦʜ

ɺʟʷʪʴ ʩʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ 
ʠʟ ʧʫʣʘ

ʅʘʯʠʩʣʠʪʴ 
ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʟʘ 
ʦʙʨʘʙʦʪʢʫ ʪʨʘʥʟʘʢʮʠʠ

ʆʪʢʘʪʠʪʴ ʧʝʨʝʚʦʜ

ɺʝʨʥʫʪʴ ʩʪʦʠʤʦʩʪʴ 
ʥʝʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʛʘʟʘ

ɺʢʣʶʯʠʪʴ ʪʨʘʥʟʘʢʮʠʶ ʚ 
ʩʧʠʩʦʢ ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ

ʆʙʨʘʙʦʪʘʪʴ ʪʨʘʥʟʘʢʮʠʠ 
ʜʣʷ ʥʦʚʦʛʦ  ʙʣʦʢʘ

002

005

006

007

008

009

012

013

014

011

ʋʚʝʣʠʯʠʪʴ  ʟʥʘʯʝʥʠʝ 
ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʛʘʟʘ ʜʣʷ 
ʙʣʦʢʘ ʟʘ ʦʙʨʘʙʦʪʘʥʥʫʶ 

ʪʨʘʥʟʘʢʮʠʶ

015

003 ʊʨʘʥʟʘʢʮʠʠ ʝʩʪʴ

004 ʃʠʤʠʪ ʧʦ ɻʘʟʫ
ʥʝ ʜʦʩʪʠʛʥʫʪ

010 ʊʈɽ ʜʦʩʪʘʪʦʯʥʦ 
ʜʣʷ ʧʝʨʝʚʦʜʘ

ɿʘʬʠʢʩʠʨʦʚʘʪʴ 
ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ

001

ʋʜʘʣʠʪʴ ʪʨʘʥʟʘʢʮʠʶ ʠʟ 
ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ ʜʣʷ 
ʚʢʣʶʯʝʥʠʷ ʚ ʙʣʦʢ

016

ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʠ 
ʜʘʥʥʳʝ ʧʦ ʪʨʘʥʟʘʢʮʠʷʤ 
ʜʣʷ ʙʣʦʢʘ ʧʦʜʛʦʪʦʚʣʝʥʳ

017

ʜʘ

ʜʘ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʜʘ
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ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 21. 

ʊʘʙʣʠʮʘ 21 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʚ ʙʣʦʢ 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ɿʘʬʠʢʩʠʨʦʚʘʪʴ 

ʩʦʩʪʦʷʥʠʝ 

ʩʠʩʪʝʤʳ 

ɺ ʥʘʯʘʣʝ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʡ ʤʘʡʥʝʨ ʬʠʢʩʠʨʫʝʪ 

ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʦʝ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʩʦʩʪʦʷʥʠʶ 

ʩʠʩʪʝʤʳ, ʫʢʘʟʘʥʥʦʤʫ ʚ 

ʧʦʩʣʝʜʥʝʤ ʙʣʦʢʝ, ʚʢʣʶʯʸʥʥʦʤ 

ʚ ʈʈ. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʫʢʘʟʘʥʥʳʝ ʚ ʧʦʣʝ stateRoot 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. ʊʘʙʣʠʮʘ 12. 

ɿʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʘʥʥʳʤ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ stateRoot 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. ʊʘʙʣʠʮʘ 12. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 

2.  002 ɺʟʷʪʴ ʩʧʠʩʦʢ 

ʪʨʘʥʟʘʢʮʠʡ ʠʟ 

ʧʫʣʘ 

ɹʝʨʸʪʩʷ ʦʪʩʦʨʪʠʨʦʚʘʥʥʳʡ 

ʤʘʩʩʠʚ ʠʟ ʦʯʝʨʝʜʠ pending, ʠʟ 

ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ ʥʘ ʫʟʣʝ. 

ʊʨʘʥʟʘʢʮʠʠ ʩʦʨʪʠʨʫʶʪʩʷ ʧʦ 

ʤʘʢʩʠʤʘʣʴʥʦʤʫ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʶ (gasPrice ʚ 

ʪʨʘʥʟʘʢʮʠʠ) ʠ ʤʠʥʠʤʘʣʴʥʳʡ 

ʥʦʥʩ ʜʣʷ ʢʘʞʜʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʦʪʧʨʘʚʠʪʝʣʷ 

(ʧʦʣʝ nonce ʚ ʪʨʘʥʟʘʢʮʠʠ). 

ʇʦʣʝ gasPrice ʦʧʠʩʘʥʦ ʚ ʧ.2 ï 

ʩʤ. ʊʘʙʣʠʮʘ 11. 

ɽʩʣʠ ʚ ʦʯʝʨʝʜʠ pending, ʧʫʣʘ 

ʪʨʘʥʟʘʢʮʠʡ ʥʘ ʫʟʣʝ ʥʝʪ 

ʪʨʘʥʟʘʢʮʠʡ, ʙʣʦʢ ʙʫʜʝʪ 

ʩʦʟʜʘʚʘʪʴʩʷ ʙʝʟ ʪʨʘʥʟʘʢʮʠʡ.  

ʇʫʣ ʪʨʘʥʟʘʢʮʠʡ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʆʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ 

ʪʨʘʥʟʘʢʮʠʡ ʠʟ ʧʫʣʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ.  
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

3.  003 ʊʨʘʥʟʘʢʮʠʠ ʝʩʪʴ ɺ ʩʧʠʩʢʝ ʪʨʘʥʟʘʢʮʠʡ ʥʘ 

ʚʢʣʶʯʝʥʠʝ ʚ ʙʣʦʢ ʝʩʪʴ 

ʪʨʘʥʟʘʢʮʠʠ. 

ʆʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ 

ʪʨʘʥʟʘʢʮʠʡ ʠʟ ʧʫʣʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ 

ʪʨʘʥʟʘʢʮʠʡ ʚ ʩʧʠʩʢʝ 

ʪʨʘʥʟʘʢʮʠʡ ʥʘ ʚʢʣʶʯʝʥʠʝ ʚ 

ʙʣʦʢ 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ.  

4.  004 ʃʠʤʠʪ ʧʦ ɻʘʟʫ 

ʥʝ ʜʦʩʪʠʛʥʫʪ 

ʂʘʞʜʳʡ ʙʣʦʢ ʠʤʝʝʪ ʣʠʤʠʪ 

ʧʦʪʨʝʙʣʝʥʠʷ ɻʘʟʘ ʟʘ ʦʙʨʘʙʦʪʢʫ 

ʪʨʘʥʟʘʢʮʠʡ, ʚʢʣʶʯʘʝʤʳʭ ʚ 

ʜʘʥʥʳʡ ʙʣʦʢ. ʄʘʡʥʝʨ ʙʫʜʝʪ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʪʨʘʥʟʘʢʮʠʠ ʧʦʢʘ 

ʵʪʦʪ ʣʠʤʠʪ ʥʝ ʜʦʩʪʠʛʥʫʪ 

(gasLimit ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.3 ï ʩʤ. 

ʊʘʙʣʠʮʘ 11. 

ʆʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ 

ʪʨʘʥʟʘʢʮʠʡ ʠʟ ʧʫʣʘ ʩ ʥʘʣʠʯʠʝʤ ʚ 

ʥʝʤ ʪʨʘʥʟʘʢʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, ʯʪʦ 

ʣʠʤʠʪ ʧʦ ɻʘʟʫ ʥʝ ʜʦʩʪʠʛʥʫʪ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 

5.  005 ɺʟʷʪʴ 

ʪʨʘʥʟʘʢʮʠʶ ʠʟ 

ʩʧʠʩʢʘ 

ʄʘʡʥʝʨ ʙʝʨʸʪ ʪʨʘʥʟʘʢʮʠʶ ʠʟ 

ʥʘʯʘʣʘ ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ ʥʘ 

ʚʢʣʶʯʝʥʠʝ ʚ ʙʣʦʢ 

(ʩʪʘʥʜʘʨʪʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʫʣʘ 

ʪʨʘʥʟʘʢʮʠʡ: ʤʘʢʩʠʤʘʣʴʥʦʝ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʠ 

ʤʠʥʠʤʘʣʴʥʳʡ ʥʦʥʩ). 

ʆʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ 

ʪʨʘʥʟʘʢʮʠʡ ʠʟ ʧʫʣʘ ʩ ʥʘʣʠʯʠʝʤ ʚ 

ʥʝʤ ʪʨʘʥʟʘʢʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʇʝʨʚʘʷ ʪʨʘʥʟʘʢʮʠʷ ʠʟ ʩʧʠʩʢʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

6.  006 ʋʤʝʥʴʰʠʪʴ 

ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛ

ʦ ʩʯʝʪʘ ʥʘ 

ʫʢʘʟʘʥʥʦʝ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ 

ʋʤʝʥʴʰʠʪʴ ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ ʥʘ ʩʫʤʤʫ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ (gasLimit ʚ 

ʪʨʘʥʟʘʢʮʠʠ). ɼʘʥʥʦʝ ʧʦʣʝ 

ʦʧʠʩʘʥʦ ʚ ʧ.3 ï ʩʤ. ʊʘʙʣʠʮʘ 11. 

ʇʝʨʚʘʷ ʪʨʘʥʟʘʢʮʠʷ ʠʟ ʩʧʠʩʢʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ (ʧʦʣʷ balance, 

nonce, storageRoot, codeHash), 

ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʤʝʥʴʰʝʥʥʳʤ 

ʥʘ ʫʢʘʟʘʥʥʦʝ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ 

ʙʘʣʘʥʩʦʤ (ʧʦʣʷ balance, 

nonce, storageRoot, 

codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 



87 

 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

7.  007 ʋʚʝʣʠʯʠʪʴ ʥʦʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛ

ʦ ʩʯʝʪʘ 

ʋʚʝʣʠʯʠʪʴ ʥʦʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʤʝʥʴʰʝʥʥʳʤ ʥʘ 

ʫʢʘʟʘʥʥʦʝ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ 

ʙʘʣʘʥʩʦʤ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʚʝʣʠʯʝʥʥʳʤ 

ʥʦʥʩʦʤ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

8.  008 ʋʤʝʥʴʰʠʪʴ 

ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛ

ʦ ʩʯʝʪʘ ʟʘ ʨʘʟʤʝʨ 

ʪʨʘʥʟʘʢʮʠʠ 

ʋʤʝʥʴʰʠʪʴ ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ ʥʘ ʩʪʦʠʤʦʩʪʴ ɻʘʟʘ ʟʘ 

ʨʘʟʤʝʨ ʪʨʘʥʟʘʢʮʠʠ ʚ ʙʘʡʪʘʭ 

(ɻʘʟ/ʙʘʡʪ). 

ɿʥʘʯʝʥʠʝ ʩʪʦʠʤʦʩʪʠ ɻʘʟʘ ʟʘ 

ʨʘʟʤʝʨ ʪʨʘʥʟʘʢʮʠʠ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʚʝʣʠʯʝʥʥʳʤ 

ʥʦʥʩʦʤ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʤʝʥʴʰʝʥʥʳʤ 

ʙʘʣʘʥʩʦʤ ʟʘ ʨʘʟʤʝʨ 

ʪʨʘʥʟʘʢʮʠʠ (ʧʦʣʷ balance, 

nonce, storageRoot, 

codeHash), ʛʜʝ: 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

9.  009 ʉʦʚʝʨʰʠʪʴ 

ʧʝʨʝʚʦʜ 

ʉʦʚʝʨʰʝʥʠʝ ʧʝʨʝʚʦʜʘ ʩʦʩʪʦʠʪ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

1. ʋʤʝʥʴʰʠʪʴ ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ ʩʧʠʩʘʥʠʷ ʥʘ 

ʟʥʘʯʝʥʠʝ, ʫʢʘʟʘʥʥʦʝ ʚ 

ʪʨʘʥʟʘʢʮʠʠ; 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʩʯʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʦ ʧʝʨʝʚʦʜʘ (ʧʦʣʷ 

balance, nonce, storageRoot, 

codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʩʯʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʩʣʝ 

ʩʦʚʝʨʰʝʥʠʷ ʧʝʨʝʚʦʜʘ (ʧʦʣʷ 

balance, nonce, storageRoot, 

codeHash), ʛʜʝ: 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

2. ɽʩʣʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʧʦʣʫʯʘʪʝʣʷ ʥʝ 

ʩʫʱʝʩʪʚʫʝʪ, ʩʦʟʜʘʪʴ 

ʝʛʦ; 

3. ʋʚʝʣʠʯʠʪʴ ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ ʥʘʯʠʩʣʝʥʠʷ ʥʘ 

ʟʥʘʯʝʥʠʝ, ʫʢʘʟʘʥʥʦʝ ʚ 

ʪʨʘʥʟʘʢʮʠʠ; 

4. ɽʩʣʠ ʧʨʠʥʠʤʘʶʱʠʡ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ï ʵʪʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, 

ʚʳʧʦʣʥʠʪʴ ʢʦʜ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ʜʦ ʧʦʣʥʦʛʦ 

ʝʛʦ ʠʩʧʦʣʥʝʥʠʷ ʠʣʠ 

ʧʦʢʘ ʥʝ ʟʘʢʦʥʯʠʪʩʷ ɻʘʟ; 

5. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪ ʠʤʝʝʪ 

ʚʥʫʪʨʝʥʥʝʝ ʭʨʘʥʠʣʠʱʝ 

ʜʘʥʥʳʭ, ʪʦ ʦʪʧʨʘʚʠʪʝʣʴ 

ʧʣʘʪʠʪ ʟʘ ʭʨʘʥʝʥʠʝ 

ʥʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, 

ʧʦʤʝʱʸʥʥʦʡ ʪʫʜʘ. 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

10.  010 ʊʈɽ ʜʦʩʪʘʪʦʯʥʦ 

ʜʣʷ ʧʝʨʝʚʦʜʘ 

ʊʈɽ ʜʦʩʪʘʪʦʯʥʦ ʥʘ ʩʯʸʪʝ 

ʩʧʠʩʘʥʠʷ ʜʦʩʪʘʪʦʯʥʦ ʜʣʷ 

ʧʝʨʝʚʦʜʘ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ 

ʦʙʘ ʫʩʣʦʚʠʷ: 

ʊʨʘʥʟʘʢʮʠʷ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʩʣʝ ʩʦʚʝʨʰʝʥʠʷ 

ʧʝʨʝʚʦʜʘ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʜʦʩʪʘʪʦʯʥʦʩʪʠ ʊʈɽ ʜʣʷ 

ʧʝʨʝʚʦʜʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 



95 

 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- ɿʥʘʯʝʥʠʝ ʙʘʣʘʥʩʘ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ ʙʦʣʴʰʝ ʠʣʠ 

ʨʘʚʥʦ ʮʝʥʝ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʠ, ʫʢʘʟʘʥʥʦʡ ʚ 

ʪʨʘʥʟʘʢʮʠʠ; 

- ɿʥʘʯʝʥʠʝ gasLimit 

ʪʨʘʥʟʘʢʮʠʠ ʙʦʣʴʰʝ ʠʣʠ 

ʨʘʚʥʦ (ɻʘʟ ʟʘ ʦʙʨʘʙʦʪʢʫ 

ʪʨʘʥʟʘʢʮʠʠ + ɻʘʟ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʜʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ + ɻʘʟ ʟʘ 

ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ 

ʧ.3 ï ʩʤ. ʊʘʙʣʠʮʘ 11. 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

11.  011 ʆʪʢʘʪʠʪʴ 

ʧʝʨʝʚʦʜ 

ɽʩʣʠ ʥʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ 

ʩʧʠʩʘʥʠʷ ʥʝʜʦʩʪʘʪʦʯʥʦ ʊʈɽ 

ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʧʝʨʝʚʦʜʘ, 

ʠʟʤʝʥʝʥʠʷ, ʩʦʚʝʨʰʸʥʥʳʝ ʥʘ 

ʰʘʛʝ 009 ʦʪʢʘʪʳʚʘʶʪʩʷ ʥʘʟʘʜ. 

ʆʪʨʠʮʘʪʝʣʴʥʳʡ ʨʝʟʫʣʴʪʘʪ 

ʧʨʦʚʝʨʢʠ ʜʦʩʪʘʪʦʯʥʦʩʪʠ ʊʈɽ ʜʣʷ 

ʧʝʨʝʚʦʜʘ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʩʯʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʩʣʝ ʩʦʚʝʨʰʝʥʠʷ 

ʧʝʨʝʚʦʜʘ (ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʩʯʝʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʦʪʤʝʥʝʥʥʳʤʠ 

ʠʟʤʝʥʝʥʠʷʤʠ ʚ ʯʘʩʪʠ ʧʝʨʝʚʦʜʘ 

(ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

12.  012 ʅʘʯʠʩʣʠʪʴ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ 

ʟʘ ʦʙʨʘʙʦʪʢʫ 

ʪʨʘʥʟʘʢʮʠʠ 

ʋʚʝʣʠʯʠʪʴ ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʤʘʡʥʝʨʘ ʥʘ ʟʥʘʯʝʥʠʝ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ ʟʘ ʦʙʨʘʙʦʪʢʫ 

ʪʨʘʥʟʘʢʮʠʠ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʜʦʩʪʘʪʦʯʥʦʩʪʠ ʊʈɽ ʜʣʷ ʧʝʨʝʚʦʜʘ. 

ɿʥʘʯʝʥʠʝ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ ʟʘ 

ʦʙʨʘʙʦʪʢʫ ʪʨʘʥʟʘʢʮʠʠ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ ʤʘʡʥʝʨʘ 

ʜʦ ʥʘʯʠʩʣʝʥʠʷ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ 

(ʧʦʣʷ balance, nonce, 

storageRoot, codeHash), ʛʜʝ: 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʤʘʡʥʝʨʘ ʧʦʩʣʝ ʥʘʯʠʩʣʝʥʠʷ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ (ʧʦʣʷ 

balance, nonce, storageRoot, 

codeHash), ʛʜʝ: 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ, 

ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

13.  013 ɺʝʨʥʫʪʴ 

ʩʪʦʠʤʦʩʪʴ 

ʥʝʠʩʧʦʣʴʟʦʚʘʥʥ

ʦʛʦ ɻʘʟʘ 

ʋʚʝʣʠʯʠʪʴ ʙʘʣʘʥʩ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

ʩʧʠʩʘʥʠʷ ʥʘ ʟʥʘʯʝʥʠʝ ʦʧʣʘʪʳ 

ʥʝʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ɿʥʘʯʝʥʠʝ ʦʧʣʘʪʳ 

ʥʝʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ ʤʘʡʥʝʨʘ 

ʧʦʩʣʝ ʥʘʯʠʩʣʝʥʠʷ 

ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ (ʧʦʣʷ balance, 

nonce, storageRoot, codeHash), 

ʛʜʝ: 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʯʸʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ (ʧʦʣʷ balance, 

nonce, storageRoot, 

codeHash), ʛʜʝ: 

- balance - ʢʦʣʠʯʝʩʪʚʦ 

ʊʈɽ ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʩʯʸʪʝ; 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ, 

ʢʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- balance - ʢʦʣʠʯʝʩʪʚʦ ʊʈɽ 

ʥʘ ʜʘʥʥʦʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʯʸʪʝ; 

- nonce ʠʣʠ account nonce - 

ʢʦʣʠʯʝʩʪʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ ï ʢʦʣʠʯʝʩʪʚʦ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ, 

ʩʦʟʜʘʥʥʳʭ ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ (replay 

attack); 

- nonce ʠʣʠ account nonce 

- ʢʦʣʠʯʝʩʪʚʦ 

ʪʨʘʥʟʘʢʮʠʡ, 

ʧʦʩʣʘʥʥʳʭ ʩ ʜʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʩʣʫʯʘʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ï 

ʢʦʣʠʯʝʩʪʚʦ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ 

ʩ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢʠ 

ʧʦʚʪʦʨʥʦʛʦ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ 

(replay attack); 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ. 

ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM ʢʦʜʘ 

ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʯʸʪʘ 

(ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

- storageRoot - ʭʝʰ 

ʢʦʨʥʝʚʦʛʦ ʵʣʝʤʝʥʪʘ 

Merkle Patricia ʜʝʨʝʚʘ, 

ʢʦʪʦʨʦʝ ʢʦʜʠʨʫʝʪ 

ʩʦʜʝʨʞʠʤʦʝ 

ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ. ʍʝʰ ʙʝʨʝʪʩʷ ʦʪ 

ʙʘʡʪʦʚʦʡ 

ʢʦʥʢʘʪʠʥʘʮʠʠ ʢʣʶʯʘ ʠ 

ʟʥʘʯʝʥʠʷ ʢʦʨʥʝʚʦʛʦ 

ʫʟʣʘ; 

- codeHash ï ʭʝʰ EVM 

ʢʦʜʘ ʜʘʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ 

ʩʯʸʪʘ (ʚ ʩʣʫʯʘʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ). 

14.  014 ɺʢʣʶʯʠʪʴ 

ʪʨʘʥʟʘʢʮʠʶ ʚ 

ʩʧʠʩʦʢ 

ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ 

ɺʢʣʶʯʠʪʴ ʪʨʘʥʟʘʢʮʠʶ ʚ 

ʩʧʠʩʦʢ ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ. 

ʊʨʘʥʟʘʢʮʠʷ ʜʦ ʚʢʣʶʯʝʥʠʷ ʚ 

ʩʧʠʩʦʢ ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʊʨʘʥʟʘʢʮʠʷ, ʚʢʣʶʯʝʥʥʘʷ ʚ 

ʩʧʠʩʦʢ ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ, ʩʧʠʩʦʢ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʪʨʘʥʟʘʢʮʠʡ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

15.  015 ʋʚʝʣʠʯʠʪʴ 

ʟʥʘʯʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ɻʘʟʘ ʜʣʷ ʙʣʦʢʘ ʟʘ 

ʦʙʨʘʙʦʪʘʥʥʫʶ 

ʪʨʘʥʟʘʢʮʠʶ 

ʋʚʝʣʠʯʠʪʴ ʟʥʘʯʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʛʘʟʘ ʜʣʷ 

ʙʣʦʢʘ ʟʘ ʦʙʨʘʙʦʪʘʥʥʫʶ 

ʪʨʘʥʟʘʢʮʠʶ. 

ɿʥʘʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ɹʣʦʢ ʜʦ ʫʚʝʣʠʯʝʥʠʷ ʟʥʘʯʝʥʠʷ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ ʟʘ 

ʦʙʨʘʙʦʪʘʥʥʫʶ ʪʨʘʥʟʘʢʮʠʶ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ. 7.2.1. 

ɹʣʦʢ ʧʦʩʣʝ ʫʚʝʣʠʯʝʥʠʷ 

ʟʥʘʯʝʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ɻʘʟʘ ʟʘ ʦʙʨʘʙʦʪʘʥʥʫʶ 

ʪʨʘʥʟʘʢʮʠʶ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ. 7.2.1. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 

16.  016 ʋʜʘʣʠʪʴ 

ʪʨʘʥʟʘʢʮʠʶ ʠʟ 

ʩʧʠʩʢʘ 

ʪʨʘʥʟʘʢʮʠʡ ʜʣʷ 

ʚʢʣʶʯʝʥʠʷ ʚ 

ʙʣʦʢ 

ʊʨʘʥʟʘʢʮʠʷ ʫʜʘʣʷʝʪʩʷ ʠʟ 

ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ ʜʣʷ 

ʚʢʣʶʯʝʥʠʷ ʚ ʙʣʦʢ. 

ʊʨʘʥʟʘʢʮʠʷ, ʚʢʣʶʯʝʥʥʘʷ ʚ ʩʧʠʩʦʢ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʪʨʘʥʟʘʢʮʠʡ, 

ʩʧʠʩʦʢ ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʪʨʘʥʟʘʢʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʙʝʟ 

ʦʙʨʘʙʦʪʘʥʥʦʡ ʪʨʘʥʟʘʮʠʠ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ. 

17.  017 ʉʧʠʩʦʢ 

ʪʨʘʥʟʘʢʮʠʡ ʠ 

ʜʘʥʥʳʝ ʧʦ 

ʪʨʘʥʟʘʢʮʠʷʤ ʜʣʷ 

ʙʣʦʢʘ 

ʧʦʜʛʦʪʦʚʣʝʥʳ 

ʈʝʟʫʣʴʪʘʪʦʤ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʡ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʚ 

ʙʣʦʢ ʷʚʣʷʝʪʩʷ: 

- ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ, 

- ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, 

- ɼʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ, 

- ʂʦʣʠʯʝʩʪʚʦ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ, 

- ʀʟ ʜʝʨʝʚʘ ʢʚʠʪʘʥʮʠʡ 

ʧʦʣʫʯʘʶʪʩʷ ʟʘʧʠʩʠ ʜʣʷ 

ʬʠʣʴʪʨʘ ɹʣʫʤʘ. 

ʆʪʨʠʮʘʪʝʣʴʥʳʡ ʨʝʟʫʣʴʪʘʪʳ 

ʧʨʦʚʝʨʢʠ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʟ 

ʰʘʛʦʚ 003, 004. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʚ ʧʦʣʝ 

stateRoot ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.4 ï 

ʩʤ. ʊʘʙʣʠʮʘ 12.  

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʜʝʨʝʚʦ 

ʢʚʠʪʘʥʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ʂʦʣʠʯʝʩʪʚʦ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ɻʘʟʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 



104 

 



105 

 

ʇʈʀʃʆɾɽʅʀɽ ʀ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ɺɸʃʀɼɸʎʀʗ ɹʃʆʂɸ 

ʇ
ʨ
ʦ
ʚ
ʝ
ʨ
ʢ
ʘ
 
ʧ
ʦ
ʜ
ʧ
ʠ
ʩ
ʠ
 
ʙ
ʣ
ʦ
ʢ
ʘ

ʋʟʝʣ

ɺʘʣʠʜʠʨʦʚʘʪʴ 
ʙʣʦʢ ʇʨʦʚʝʨʠʪʴ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʙʣʦʢʠ

ʇʨʦʚʝʨʠʪʴ ʧʦʜʧʠʩʴ
 ʙʣʦʢʘ

ʇʦʣʫʯʠʪʴ ʭʝʰ 
 ʟʘʛʦʣʦʚʢʘ

ʇʨʦʚʝʨʠʪʴ ʪʨʘʥʟʘʢʮʠʠ

ɿʘʬʠʢʩʠʨʦʚʘʪʴ 
ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ

ɺʳʧʦʣʥʠʪʴ ʚʩʝ 
ʪʨʘʥʟʘʢʮʠʠ ʣʦʢʘʣʴʥʦ

ʉʨʘʚʥʠʪʴ ʨʝʟʫʣʴʪʘʪ 
ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʡ ʩ 
ʟʘʛʦʣʦʚʢʦʤ ʙʣʦʢʘ

009

010

013

019

020

021

022

001
ʅʦʚʳʡ ʜʣʷ ʈʈ ʙʣʦʢ

002 
ʈʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ
 ʢʦʨʨʝʢʪʥʳʡ

003 
ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ 
ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ 
ʢʦʨʨʝʢʪʥʦʝ

005
ɼʘʥʥʳʝ extraData 
ʢʦʨʨʝʢʪʥʳ

006
ɺʨʝʤʷ ʩʦʟʜʘʥʷ
ʙʣʦʢʘ ʢʦʨʨʝʢʪʥʦʝ

007
ʉʣʦʞʥʦʩʪʴ ʢʦʨʨʝʢʪʥʘʷ

008
ɿʥʘʯʝʥʠʝ ʦʛʨʘʥʠʯʝʥʠʷ 
ɻʘʟʘ ʢʦʨʨʝʢʪʥʦʝ

011
ʇʦʜʧʠʩʴ ʢʦʨʨʝʢʪʥʘ

012
ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ
ʧʦʜʧʠʩʘʚʰʝʛʦ ʫʟʣʘ
ʢʦʨʨʝʢʪʝʥ

ʇʨʦʚʝʨʠʪʴ ʟʘʛʦʣʦʚʦʢ
 ʙʣʦʢʘ

004

014 
ʂʦʣʠʯʝʩʪʚʦ 
ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ 
ʢʦʨʨʝʢʪʥʦʝ

015
ɿʘʛʦʣʦʚʢʠ 
ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ 
ʫʥʠʢʘʣʴʥʳ

016
ɸʣʴʪʝʨʥʘʪʠʚʥʳʝ ʙʣʦʢʠ
ʢʦʨʨʝʢʪʥʳ

017
ɿʘʛʦʣʦʚʢʠ
ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ
ʢʦʨʨʝʢʪʥʳ

018
ʍʝʰ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 
ʙʣʦʢʦʚ ʢʦʨʨʝʢʪʝʥ

023
ʂʦʣʠʯʝʩʪʚʦ
ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʛʘʟʘ 
ʢʦʨʨʝʢʪʥʦʝ

024
ɼʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ
ʢʦʨʨʝʢʪʥʦʝ

025
ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ
ʢʦʨʨʝʢʪʥʦʝ

026
ʌʠʣʴʪʨ ɹʣʫʤʘ
ʢʦʨʨʝʢʪʥʳʡ

027
ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ
ʢʦʨʨʝʢʪʥʦʝ

ɹʣʦʢ ʢʦʨʨʝʢʪʥʳʡ.
ɿʘʧʠʩʘʪʴ ʙʣʦʢ ʚ ʈʈ

ɹʣʦʢ

ɹʣʦʢ ʥʝʢʦʨʨʝʢʪʥʳʡ.
ʋʜʘʣʠʪʴ ʙʣʦʢ ʩ ʫʟʣʘ

028029

ʜʘ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʜʘ

ʜʘ

ʜʘ

ʜʘ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʜʘ

ʜʘ

ʥʝʪ

ʜʘ

ʥʝʪ

ʥʝʪ

ʥʝʪ

ʜʘ

ʜʘ

ʜʘ

ʥʝʪ

ʥʝʪ

ʜʘ

ʥʝʪ

ʜʘ

ʥʝʪ

ʜʘ

ʥʝʪ

ʜʘ

ʥʝʪ

ʜʘ

ʥʝʪ

ʜʘ

ʃʦʢʘʣʴʥʳʡ 

ʈʈ

ʜʘ

ʜʘ

ʜʘ
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ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 22. 

ʊʘʙʣʠʮʘ 22 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʚʘʣʠʜʘʮʠʠ ʙʣʦʢʘ 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʅʦʚʳʡ ʜʣʷ ʈʈ 

ʙʣʦʢ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʷʚʣʷʝʪʩʷ ʣʠ ʙʣʦʢ ʥʦʚʳʤ ʜʣʷ ʈʈ 

(ʧʨʦʚʝʨʢʘ ʧʦ ʭʝʰʫ ʙʣʦʢʘ). 

ʆʪʧʨʘʚʣʝʥʥʳʡ ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ, 

ʷʚʣʷʝʪʩʷ ʣʠ ʙʣʦʢ ʥʦʚʳʤ ʜʣʷ 

ʈʈ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

2.  002 ʈʦʜʠʪʝʣʴʩʢʠʡ 

ʙʣʦʢ ʢʦʨʨʝʢʪʥʳʡ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʧʦ 

ʫʢʘʟʘʥʥʦʤʫ ʭʝʰʫ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ ʠ ʥʦʤʝʨʫ ʙʣʦʢʘ. 

ʈʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ, ʙʣʦʢ, 

ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ ʈʈ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

3.  003 ʉʦʩʪʦʷʥʠʝ 

ʩʠʩʪʝʤʳ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ 

ʢʦʨʨʝʢʪʥʦʝ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʪʦʛʦ, 

ʯʪʦ ʠʟ StateRoot ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ ʤʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ 

ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʚ ʧʦʣʝ 

stateRoot ʟʘʛʦʣʦʚʢʘ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ. ɼʘʥʥʦʝ 

ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. ʊʘʙʣʠʮʘ 

12. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʛʦ ʩʦʩʪʦʷʥʠʷ 

ʩʠʩʪʝʤʳ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

4.  004 ʇʨʦʚʝʨʠʪʴ 

ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʧʦʣʝʡ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ 

ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʧʦʣʝʡ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

5.  005 ɼʘʥʥʳʝ 

extraData 

ʢʦʨʨʝʢʪʥʳ 

ɼʘʥʥʳʝ, ʫʢʘʟʘʥʥʳʝ ʚ extraData 

ʢʦʨʨʝʢʪʥʳ, ʝʩʣʠ 32 ʙʘʡʪʘ <= 

extraData < 97 ʙʘʡʪʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.13 ï 

ʩʤ. ʊʘʙʣʠʮʘ 12. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ 

ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʧʦʣʝʡ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʜʘʥʥʳʭ 

ʫʢʘʟʘʥʥʳʭ ʚ ʧʦʣʝ extraData. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.13 

ï ʩʤ. ʊʘʙʣʠʮʘ 12. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

6.  006 ɺʨʝʤʷ ʩʦʟʜʘʥʠʷ 

ʙʣʦʢʘ 

ʢʦʨʨʝʢʪʥʦʝ 

ɺʨʝʤʷ ʩʦʟʜʘʥʠʷ ʙʣʦʢʘ 

ʢʦʨʨʝʢʪʥʦʝ, ʝʩʣʠ ʙʦʣʴʰʝ 

ʚʨʝʤʝʥʠ ʩʦʟʜʘʥʠʷ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ. 

ɼʘʥʥʳʝ ʦ ʚʨʝʤʝʥʠ ʩʦʟʜʘʥʠʷ 

ʙʣʦʢʘ, ʚʨʝʤʝʥʠ ʩʦʟʜʘʥʠʷ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʚʨʝʤʝʥʠ 

ʩʦʟʜʘʥʠʷ ʙʣʦʢʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

7.  007 ʉʣʦʞʥʦʩʪʴ 

ʢʦʨʨʝʢʪʥʘʷ 

ʉʣʦʞʥʦʩʪʴ ʢʦʨʨʝʢʪʥʘʷ, ʝʩʣʠ  

- ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʣʦʞʥʦʩʪʠ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ; 

- ʰʘʛ ʠʟʤʝʥʝʥʠʷ ʩʣʦʞʥʦʩʪʠ 

(ʦʪʥʦʩʠʪʝʣʴʥʦ ʩʣʦʞʥʦʩʪʠ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ) ʥʝ 

ʤʝʥʴʰʝ ʟʥʘʯʝʥʠʷ, 

ʚʳʯʠʩʣʷʝʤʦʛʦ ʧʦ 

ʘʣʛʦʨʠʪʤʫ ʠʟʤʝʥʝʥʠʷ 

ʟʥʘʯʝʥʠʷ ʩʣʦʞʥʦʩʪʠ. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʈʈ, 

ʨʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ. ʌʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ. 7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʩʣʦʞʥʦʩʪʠ 

ʙʣʦʢʘ. 

 

8.  008 ɿʥʘʯʝʥʠʝ 

ʦʛʨʘʥʠʯʝʥʠʷ 

ɻʘʟʘ ʢʦʨʨʝʢʪʥʦʝ 

ɿʥʘʯʝʥʠʝ ɻʘʟʘ ʢʦʨʨʝʢʪʥʦʝ, ʝʩʣʠ 

ʰʘʛ ʠʟʤʝʥʝʥʠʷ ʥʝ ʤʝʥʴʰʝ 

ʟʥʘʯʝʥʠʷ, ʚʳʯʠʩʣʷʝʤʦʛʦ ʧʦ 

ʘʣʛʦʨʠʪʤʫ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʷ 

ʩʪʦʠʤʦʩʪʠ ɻʘʟʘ. 

ɹʣʦʢ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ. 7.2.1. 

 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʟʥʘʯʝʥʠʷ 

ʦʛʨʘʥʠʯʝʥʠʷ ɻʘʟʘ.  

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

9.  009 ʇʨʦʚʝʨʠʪʴ 

ʧʦʜʧʠʩʴ ʙʣʦʢʘ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʧʦʜʧʠʩʠ ʙʣʦʢʘ (ʰʘʛʠ 010-012). 

ɹʣʦʢ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ. 7.2.1. 

ʇʦʜʧʠʩʴ ʙʣʦʢʘ. 

ʍʝʰ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʧʦʜʧʠʩʠ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʜʧʠʩʘʚʰʝʛʦ ʫʟʣʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

10.  010 ʇʦʣʫʯʠʪʴ ʭʝʰ ʦʪ 

ʟʘʛʦʣʦʚʢʘ 

ɺʳʯʠʩʣʷʝʪʩʷ ʭʝʰ ʦʪ ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ ʙʝʟ ʧʦʩʣʝʜʥʠʭ 65 ʙʘʡʪ 

ʧʦʣʷ ExtraData. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.13 ï 

ʩʤ. ʊʘʙʣʠʮʘ 12. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʣʦʢʘʣʴʥʳʡ 

ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʧʦʣʝʡ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.1. 

ʍʝʰ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

11.  011 ʇʦʜʧʠʩʴ 

ʢʦʨʨʝʢʪʥʘ 

ʇʦʜʧʠʩʴ ʢʦʨʨʝʢʪʥʘ, ʝʩʣʠ ʠʟ 

ʧʦʜʧʠʩʠ ʠ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ 

ʇʦʜʧʠʩʴ ʙʣʦʢʘ, ʭʝʰ ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʧʦʜʧʠʩʠ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ʤʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʧʫʙʣʠʯʥʳʡ 

ʢʣʶʯ ʧʦʜʧʠʩʘʚʰʝʛʦ ʫʟʣʘ. 

12.  012 ʀʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʶʯʘ 

ʧʦʜʧʠʩʘʚʰʝʛʦ 

ʫʟʣʘ ʢʦʨʨʝʢʪʝʥ 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʜʧʠʩʘʚʰʝʛʦ ʫʟʣʘ ʢʦʨʨʝʢʪʝʥ, 

ʝʩʣʠ: 

- ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʫʟʣʘ ʜʦʙʘʚʣʝʥ ʚ Whitelist 

ʫʟʣʦʚ; 

- ʈʦʣʴ ʫʟʣʘ ʚʘʣʠʜʘʪʦʨ ʠ 

ʤʘʡʥʝʨ (ʚʳʩʪʘʚʣʝʥʳ ʬʣʘʛʠ 

FLAG_CAN_READ ʠ 

FLAG_CAN_MINE). 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʜʘʥʥʳʝ 

ʬʣʘʛʠ ʦʧʠʩʘʥʳ ʚ 

ʜʦʢʫʤʝʥʪʝ ɾʊʗʀ.00107-

01 91 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè; 

- ʂʣʶʯ ʥʝ ʧʨʦʩʨʦʯʝʥ. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʜʧʠʩʘʚʰʝʛʦ ʫʟʣʘ, Whitelist 

ʫʟʣʦʚ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ ʧ.3.3.7. 

ʉʧʨʘʚʦʯʥʠʢ ʫʟʣʦʚ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.4.2.6 

ʜʦʢʫʤʝʥʪʘ ɾʊʗʀ.00107-01 91 

01 çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʜʧʠʩʘʚʰʝʛʦ ʫʟʣʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

13.  013 ʇʨʦʚʝʨʠʪʴ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʚʢʣʶʯʝʥʥʳʭ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ (ʰʘʛʠ 014 ï 018). 

ɺʢʣʶʯʝʥʥʳʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʢʦʣʠʯʝʩʪʚʘ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʫʥʠʢʘʣʴʥʦʩʪʠ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʪʢʥʦʩʪʠ ʭʝʰʘ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

14.  014 ʂʦʣʠʯʝʩʪʚʦ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ 

ʢʦʨʨʝʢʪʥʦʝ 

ɿʘʛʦʣʦʚʢʦʚ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʴʰʝ 

ʜʚʫʭ. 

ɺʢʣʶʯʝʥʥʳʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʢʦʣʠʯʝʩʪʚʘ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

15.  015 ɿʘʛʦʣʦʚʢʠ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ 

ʫʥʠʢʘʣʴʥʳ 

ʍʝʰʠ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʥʝ 

ʜʦʣʞʥʳ ʩʦʚʧʘʜʘʪʴ. 

ɺʳʯʠʩʣʝʥʠʝ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ 

ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʙʣʦʢʘ 

ʘʥʘʣʦʛʠʯʥʦ ʚʳʯʠʩʣʝʥʠʶ ʭʝʰʘ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ɺʢʣʶʯʝʥʥʳʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʫʥʠʢʘʣʴʥʦʩʪʠ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

16.  016 ɸʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ 

ʢʦʨʨʝʢʪʥʳ 

ɸʣʴʪʝʨʥʘʪʠʚʥʳʝ ʙʣʦʢʠ 

ʢʦʨʨʝʢʪʥʳ, ʝʩʣʠ: 

- ʥʝ ʜʦʙʘʚʣʝʥʳ ʚ ʈʈ, ʢʘʢ 

ʦʙʳʯʥʳʝ ʙʣʦʢʠ; 

ɺʢʣʶʯʝʥʥʳʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

ʈʦʜʠʪʝʣʴʩʢʠʝ ʙʣʦʢʠ 

ʚʢʣʶʯʝʥʥʳʭ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ, ʙʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

- ʨʦʜʠʪʝʣʴʩʢʠʝ ʙʣʦʢʠ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ 

ʥʘʭʦʜʷʪʩʷ ʚ ʈʈ ʩʨʝʜʠ 

ʧʦʩʣʝʜʥʠʭ ʰʝʩʪʠ ʙʣʦʢʦʚ 

ʜʦ ʚʘʣʠʜʠʨʫʝʤʦʛʦ ʙʣʦʢʘ. 

ʣʦʢʘʣʴʥʳʡ ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2. 

17.  017 ɿʘʛʦʣʦʚʢʠ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ 

ʢʦʨʨʝʢʪʥʳ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ: 

- ʌʦʨʤʘʪ ʟʘʛʦʣʦʚʢʦʚ; 

- ʈʝʰʝʥʠʝ POW ʟʘʛʦʣʦʚʢʦʚ; 

- ʇʦʜʧʠʩʴ ʟʘʛʦʣʦʚʢʦʚ. 

ɺʢʣʶʯʝʥʥʳʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ 

ʙʣʦʢʠ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.3. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʟʘʛʦʣʦʚʢʦʚ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

18.  018 ʍʝʰ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʙʣʦʢʦʚ 

ʢʦʨʨʝʢʪʝʥ 

ɺʳʯʠʩʣʷʝʪʩʷ ʭʝʰ ʦʪ ʩʧʠʩʢʘ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ ʚ 

ʧʨʦʚʝʨʷʝʤʦʤ ʙʣʦʢʝ. ʕʪʦʪ ʭʝʰ 

ʜʦʣʞʝʥ ʩʦʚʧʘʜʘʪʴ ʩ ʭʝʰʦʤ, 

ʫʢʘʟʘʥʥʦʤ ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ. 

ʍʝʰ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. 

ʍʝʰ ʚʢʣʶʯʝʥʥʳʭ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʪʢʥʦʩʪʠ ʭʝʰʘ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʙʣʦʢʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

19.  019 ʇʨʦʚʝʨʠʪʴ 

ʪʨʘʥʟʘʢʮʠʠ 

ʆʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʩʧʠʩʢʘ ʪʨʘʥʟʘʢʮʠʡ ʙʣʦʢʘ (ʰʘʛʠ 

020 ï 021). 

ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʙʣʦʢʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 

ɿʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʘʥʥʳʤ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ stateRoot 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ɼʘʥʥʦʝ 

ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʜʝʨʝʚʦ 

ʢʚʠʪʘʥʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ, ʢʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 
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ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

ʂʦʣʠʯʝʩʪʚʦ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

20.  020 ɿʘʬʠʢʩʠʨʦʚʘʪʴ 

ʩʦʩʪʦʷʥʠʝ 

ʩʠʩʪʝʤʳ 

ʌʠʢʩʠʨʦʚʘʥʠʝ ʩʦʩʪʦʷʥʠʷ 

ʩʠʩʪʝʤʳ: ʙʝʨʸʪʩʷ ʩʦʩʪʦʷʥʠʝ 

ʩʠʩʪʝʤʳ ʠʟ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʫʢʘʟʘʥʥʳʝ ʚ ʧʦʣʝ stateRoot 

ʟʘʛʦʣʦʚʢʘ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ. 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ɿʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʘʥʥʳʤ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ stateRoot 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ɼʘʥʥʦʝ 

ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

21.  021 ɺʳʧʦʣʥʠʪʴ ʚʩʝ 

ʪʨʘʥʟʘʢʮʠʠ 

ʣʦʢʘʣʴʥʦ 

ɺʩʝ ʪʨʘʥʟʘʢʮʠʠ ʠʟ ʙʣʦʢʘ 

ʚʳʧʦʣʥʷʶʪʩʷ ʣʦʢʘʣʴʥʦ. 

ʈʝʟʫʣʴʪʘʪʦʤ ʚʳʧʦʣʥʝʥʠʷ 

ʪʨʘʥʟʘʢʮʠʡ ʷʚʣʷʝʪʩʷ: 

- ʉʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ; 

- ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ; 

- ɼʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ; 

- ʂʦʣʠʯʝʩʪʚʦ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ; 

- ʀʟ ʜʝʨʝʚʘ ʢʚʠʪʘʥʮʠʡ 

ʧʦʣʫʯʘʶʪʩʷ ʟʘʧʠʩʠ ʜʣʷ 

ʬʠʣʴʪʨʘ ɹʣʫʤʘ. 

ʉʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ ʙʣʦʢʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.6.2. 
ɿʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʘʥʥʳʤ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ stateRoot 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ. ɼʘʥʥʦʝ 

ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.4 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12.  

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʜʝʨʝʚʦ 

ʢʚʠʪʘʥʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ʂʦʣʠʯʝʩʪʚʦ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

22.  022 ʉʨʘʚʥʠʪʴ 

ʨʝʟʫʣʴʪʘʪ 

ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʥʟʘʢʮʠʡ ʩ 

ʟʘʛʦʣʦʚʢʘʤʠ 

ʙʣʦʢʘ 

ʉʨʘʚʥʠʚʘʶʪʩʷ ʟʥʘʯʝʥʠʷ, 

ʧʦʣʫʯʝʥʥʳʝ ʥʘ ʰʘʛʝ 021 ʩʦ 

ʟʥʘʯʝʥʠʷʤʠ, ʫʢʘʟʘʥʥʳʤʠ ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ (ʰʘʛʠ 023-027). 

ɿʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʘʥʥʳʤ ʦ 

ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, ʫʢʘʟʘʥʥʳʤ 

ʚ ʧʦʣʝ stateRoot ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ. ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ 

ʧ.4 ï ʩʤ. ʊʘʙʣʠʮʘ 12.  

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʜʝʨʝʚʦ 

ʢʚʠʪʘʥʮʠʡ. ʌʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ʂʦʣʠʯʝʩʪʚʦ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ɻʘʟʘ. 

ʈʝʟʫʣʴʪʘʪ ʩʨʘʚʥʝʥʠʷ 

ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʡ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.6.2, ʩ ʟʘʛʦʣʦʚʢʦʤ ʙʣʦʢʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ. 

7.2.1. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

23.  023 ʂʦʣʠʯʝʩʪʚʦ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ʛʘʟʘ ʢʦʨʨʝʢʪʥʦʝ 

ʉʨʘʚʥʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ, 

ʧʦʣʫʯʝʥʥʦʝ ʥʘ ʰʘʛʝ 021 ʩʦ 

ʟʥʘʯʝʥʠʝʤ, ʫʢʘʟʘʥʥʳʤ ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ʂʦʣʠʯʝʩʪʚʦ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ɻʘʟʘ, ʧʦʣʫʯʝʥʥʦʝ ʥʘ ʰʘʛʝ 021. 

ʂʦʣʠʯʝʩʪʚʦ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 

ɻʘʟʘ, ʫʢʘʟʘʥʥʦʝ ʚ ʟʘʛʦʣʦʚʢʝ 

ʙʣʦʢʘ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʧʦʣʝʡ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʢʦʣʠʯʝʩʪʚʘ 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ɻʘʟʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

24.  024 ɼʝʨʝʚʦ 

ʢʚʠʪʘʥʮʠʡ 

ʢʦʨʨʝʢʪʥʦʝ 

ʉʨʘʚʥʠʚʘʝʪʩʷ ʢʦʨʥʝʚʦʡ ʵʣʝʤʝʥʪ 

ʜʝʨʝʚʘ ʢʚʠʪʘʥʮʠʡ, ʧʦʣʫʯʝʥʥʳʡ 

ʥʘ ʰʘʛʝ 021 ʩʦ ʟʥʘʯʝʥʠʝʤ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ. 

ɼʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ, ʧʦʣʫʯʝʥʥʦʝ 

ʥʘ ʰʘʛʝ 021, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ɿʥʘʯʝʥʠʝ ʧʦʣʷ receiptsRoot ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʧʦʣʝʡ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʜʝʨʝʚʘ 

ʢʚʠʪʘʥʮʠʡ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

25.  025 ɼʝʨʝʚʦ 

ʪʨʘʥʟʘʢʮʠʡ 

ʢʦʨʨʝʢʪʥʦʝ 

ʉʨʘʚʥʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ, 

ʧʦʣʫʯʝʥʥʦʝ ʥʘ ʰʘʛʝ 021 ʩʦ 

ʟʥʘʯʝʥʠʝʤ, ʫʢʘʟʘʥʥʳʤ ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ ʜʣʷ ʢʦʨʥʝʚʦʛʦ 

ʵʣʝʤʝʥʪʘ ʜʝʨʝʚʘ ʪʨʘʥʟʘʢʮʠʡ. 

ɼʝʨʝʚʦ ʪʨʘʥʟʘʢʮʠʡ, ʧʦʣʫʯʝʥʥʦʝ 

ʥʘ ʰʘʛʝ 021, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ɿʥʘʯʝʥʠʝ ʧʦʣʷ transactionsRoot 

ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʧʦʣʝʡ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʜʝʨʝʚʘ 

ʪʨʘʥʟʘʢʮʠʡ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

26.  026 ʌʠʣʴʪʨ ɹʣʫʤʘ 

ʢʦʨʨʝʢʪʥʳʡ 

ʉʨʘʚʥʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ, 

ʧʦʣʫʯʝʥʥʦʝ ʥʘ ʰʘʛʝ 021 ʩʦ 

ʟʥʘʯʝʥʠʝʤ, ʫʢʘʟʘʥʥʳʤ ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ ʜʣʷ ʬʠʣʴʪʨʘ 

ɹʣʫʤʘ. 

ɼʝʨʝʚʦ ʢʚʠʪʘʥʮʠʡ, ʧʦʣʫʯʝʥʥʦʝ 

ʥʘ ʰʘʛʝ 021, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.2. 

ɿʥʘʯʝʥʠʝ ʧʦʣʷ logsBloom (ʠʣʠ 

bloom) ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʧʦʣʝʡ ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ ʦʧʠʩʘʥ ʚ ʧ.7.2.1. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʬʠʣʴʪʨʘ 

ɹʣʫʤʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

27.  027 ʉʦʩʪʦʷʥʠʝ 

ʩʠʩʪʝʤʳ 

ʢʦʨʨʝʢʪʥʦʝ 

ʉʨʘʚʥʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ, 

ʧʦʣʫʯʝʥʥʦʝ ʥʘ ʰʘʛʝ 021 ʩʦ 

ʟʥʘʯʝʥʠʝʤ, ʫʢʘʟʘʥʥʳʤ ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ ʜʣʷ ʩʦʩʪʦʷʥʠʷ 

ʩʠʩʪʝʤʳ. 

ɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, 

ʧʦʣʫʯʝʥʥʳʝ ʥʘ ʰʘʛʝ 021, ʜʘʥʥʳʝ 

ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, ʫʢʘʟʘʥʥʳʝ 

ʚ ʧʦʣʝ stateRoot ʟʘʛʦʣʦʚʢʘ 

ʙʣʦʢʘ. ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ 

ʧ.4 ï ʩʤ. ʊʘʙʣʠʮʘ 12.  

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʩʦʩʪʦʷʥʠʷ 

ʩʠʩʪʝʤʳ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 

28.  028 ɹʣʦʢ 

ʢʦʨʨʝʢʪʥʳʡ. 

ɿʘʧʠʩʘʪʴ ʙʣʦʢ ʚ 

ʈʈ 

ʇʨʠ ʫʩʧʝʰʥʦʤ ʧʨʦʭʦʞʜʝʥʠʠ 

ʚʩʝʭ ʧʨʦʚʝʨʦʢ ʙʣʦʢ ʩʯʠʪʘʝʪʩʷ 

ʚʘʣʠʜʥʳʤ ʠ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ 

ʣʦʢʘʣʴʥʳʡ ʈʈ. 

ɹʣʦʢ, ʧʨʦʰʝʜʰʠʡ ʧʨʦʚʝʨʢʠ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʃʦʢʘʣʴʥʳʡ ʈʈ, ʩ 

ʟʘʧʠʩʘʥʥʳʤ ʙʣʦʢʦʤ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ  ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

29.  029 ɹʣʦʢ 

ʥʝʢʦʨʨʝʢʪʥʳʡ. 

ʋʜʘʣʠʪʴ ʙʣʦʢ ʩ 

ʫʟʣʘ 

ɽʩʣʠ ʧʨʠ ʚʘʣʠʜʘʮʠʠ ʙʣʦʢ ʥʝ 

ʧʨʦʭʦʜʠʪ ʭʦʪʴ ʦʜʥʫ ʧʨʦʚʝʨʢʫ, 

ʧʨʦʮʝʩʩ ʚʘʣʠʜʘʮʠʠ 

ʧʨʝʨʳʚʘʝʪʩʷ, ʙʣʦʢ ʩʯʠʪʘʝʪʩʷ 

ʥʝʢʦʨʨʝʢʪʥʳʤ ʠ ʫʜʘʣʷʝʪʩʷ ʩ 

ʫʟʣʘ. 

ɹʣʦʢ, ʥʝ ʧʨʦʰʝʜʰʠʡ ʭʦʪʷ ʙʳ 

ʦʜʥʫ ʠʟ ʧʨʦʚʝʨʦʢ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ʋʜʘʣʝʥʥʳʡ ʩ ʫʟʣʘ ʙʣʦʢ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ. 
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ʇʈʀʃʆɾɽʅʀɽ ʂ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ TLS-ʉʆɽɼʀʅɽʅʀɽ 

͍͙̂ͫͭ͊ͤͦͭΈ
͔͙͔͙͔ͫͦ͒ͤͤ

͍͙̂ͫͭ͊ͤͦͭΈ
͔͙͔͙͔ͫͦ͒ͤͤ

˽ͦ͡Έ͍͔ͦ͊ͭ͘͡Έ

˻͍͙ͭͨͪ͊ͭΈ 
Hello-ͫͦͦ͋΅͔͙͔ͤ

˿͔͍͔ͪͪ

002

004

001

005 ˿ ͔͙ͪͭͺ͙͊ͭ͟ ͔ͦͪͪͭͤ͟͟·͚

008

010

˽͍͔͙ͪͦͪͭΈ Whitelis t

˽ͦͯ͡;͔ͤͦ 
Hello-ͫͦͦ͋΅͔͙͔ͤ

˻͍͙ͭͨͪ͊ͭΈ ͫͦͦ͋΅͔͙͔ͤ 
͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ ͦͭ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ

007

011

009

ˢ͔͒ͪͫ͊ ͍ͯͦ͘͡

˽͍͔ͪͦͪ͊͟
͔ͯͫͨ΄ͤ͊

˻͍͙ͭͨͪ͊ͭΈ:
1. ˴ ͡Ό; ͒͡Ύ ΄͙ͺ͍͙ͪͦ͊ͤΎ
2. ˿ ͔͙ͪͭͺ͙͊ͭ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ

˽͔͍ͪͪ͊ͭΈ ͔͙͔͙͔ͫͦ͒ͤͤ

˽͍͔͔͙͔ͦ͒ͭͪ͗͒ͤ ͨͦͯ͡;͔ͤͦ

˻͍͙ͭͨͪ͊ͭΈ:
1. Hello-ͫͦͦ͋΅͔͙͔ͤ
2. ˿ ͔͙ͪͭͺ͙͊ͭ͟ ͔͍͔ͫͪͪ͊
3. ˭ ͊ͨͪͦͫ ͤ͊ ͔ͫͪ-͊ͭ͟ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ

011

˽͍͔͔͙͔ͦ͒ͭͪ͗͒ͤ ͨͦͯ͡;͔ͤͦ

˽͔͍ͪͪ͊ͭΈ ͔͙͔͙͔ͫͦ͒ͤͤ

˻͔͋ͣͤ ͒͊ͤͤ·͙ͣ

012

˽͍͔ͪͦͪ͊͟
͔ͯͫͨ΄ͤ͊

012

006 
˿͔͍͔ͪͪ 

͙ͫͤͻ͙͙͍ͪͦͤͪͦ͊ͤ͘

003 ˿ ͔͙ͪͭͺ͙͊ͭ͟ ͔ͦͪͪͭͤ͟͟·͚

˽͍͔͙ͪͦͪͭΈ Whitelis t

˻͔͋ͣͤ ͒͊ͤͤ·͙ͣ

˻͍͙ͭͨͪ͊ͭΈ ͫͦͦ͋΅͔͙͔ͤ 
͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ

͔ͤͭ

͔ͤͭ

͔ͤͭ

͔ͤͭ

͔ͤͭ

͔ͤͭ

͔ͤͭ

͒͊

͒͊

͒͊

͒͊

͒͊ ͒͊
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ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 23.  

ʊʘʙʣʠʮʘ 23 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ TLS-ʩʦʝʜʠʥʝʥʠʷ  

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʆʪʧʨʘʚʠʪʴ Hello-

ʩʦʦʙʱʝʥʠʝ 

(ʇʦʣʫʯʝʥʦ Hello-

ʩʦʦʙʱʝʥʠʝ) 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʪʧʨʘʚʣʷʝʪ Hello-

ʩʦʦʙʱʝʥʠʝ, ʚ ʢʦʪʦʨʦʤ ʧʝʨʝʯʠʩʣʝʥʳ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʜʘʥʥʳʝ: 

1.ɺʝʨʩʠʷ TLS; 

2.ʉʧʠʩʦʢ ʨʝʞʠʤʦʚ ʩʠʤʤʝʪʨʠʯʥʦʛʦ 

ʰʠʬʨʦʚʘʥʠʷ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʚ ʧʦʨʷʜʢʝ 

ʧʨʝʜʧʦʯʪʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ; 

3.ʉʣʫʯʘʡʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ 

ʙʘʡʪʦʚ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ 

ʧʦʩʣʝʜʫʶʱʠʭ ʚʳʯʠʩʣʝʥʠʷʭ. 

ɸʜʨʝʩʘ ʫʟʣʦʚ. 

ɼʘʥʥʳʝ ʜʣʷ Hello-

ʩʦʦʙʱʝʥʠʷ (ʦʪʧʨʘʚʣʝʥʥʦʝ 

Hello-ʩʦʦʙʱʝʥʠʝ), ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ. 0. 

ʆʪʧʨʘʚʣʝʥʥʦʝ 

(ʧʦʣʫʯʝʥʥʦʝ) Hello-

ʩʦʦʙʱʝʥʠʝ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ. 0. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

2.  002 ʆʪʧʨʘʚʠʪʴ: 

1.Hello-

ʩʦʦʙʱʝʥʠʝ 

2.ʉʝʨʪʠʬʠʢʘʪ 

ʩʝʨʚʝʨʘ 

3.ɿʘʧʨʦʩ ʥʘ 

ʩʝʨʪʠʬʠʢʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʉʝʨʚʝʨ ʦʪʧʨʘʚʣʷʝʪ: 

1.ʆʪʚʝʪ Hello-ʩʦʦʙʱʝʥʠʝ, ʢʦʪʦʨʳʡ 

ʩʦʜʝʨʞʠʪ: ʨʝʞʠʤ ʩʠʤʤʝʪʨʠʯʥʦʛʦ 

ʰʠʬʨʦʚʘʥʠʷ, ʚʳʙʨʘʥʥʳʡ ʩʝʨʚʝʨʦʤ 

ʠʟ ʩʧʠʩʢʘ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ; ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʩʝʩʩʠʠ; ʩʣʫʯʘʡʥʫʶ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪʦʚ 

(ʦʪʣʠʯʥʫʶ ʦʪ ʰʘʛʘ 001.3); 

2.ʉʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ; 

3.ɿʘʧʨʦʩ ʥʘ ʩʝʨʪʠʬʠʢʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʦʣʫʯʝʥʥʦʝ Hello-

ʩʦʦʙʱʝʥʠʝ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ï ʩʤ. 0. 

Hello-ʩʦʦʙʱʝʥʠʝ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ï ʩʤ. 0. 

ʉʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ, 

ʟʘʧʨʦʩ ʥʘ ʩʝʨʪʠʬʠʢʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

3.  003 ʉʝʨʪʠʬʠʢʘʪ 

ʢʦʨʨʝʢʪʥʳʡ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʚʝʨʷʝʪ ʩʝʨʪʠʬʠʢʘʪ 

ʩʝʨʚʝʨʘ. 

ʉʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʩʝʨʪʠʬʠʢʘʪʘ 

ʩʝʨʚʝʨʘ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

4.  004 ʆʪʧʨʘʚʠʪʴ: 

1.ʂʣʶʯ ʜʣʷ 

ʰʠʬʨʦʚʘʥʠʷ 

2.ʉʝʨʪʠʬʠʢʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʪʧʨʘʚʣʷʝʪ: 

1.ʉʣʫʯʘʡʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ 

ʙʘʡʪʦʚ, ʟʘʰʠʬʨʦʚʘʥʥʫʶ ʦʪʢʨʳʪʳʤ 

ʢʣʶʯʦʤ ʩʝʨʚʝʨʘ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʠ ʩʝʨʚʝʨʫ ʚʳʯʠʩʣʠʪʴ 

ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ 

ʧʦʩʣʝʜʫʶʱʠʭ ʩʦʦʙʱʝʥʠʡ; 

2.ʉʣʫʯʘʡʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ 

ʙʘʡʪʦʚ (ʰʘʛ 002.1), ʟʘʰʠʬʨʦʚʘʥʥʫʶ 

ʟʘʢʨʳʪʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

3.ʉʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʉʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʂʣʶʯ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ, 

ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

5.  005 ʉʝʨʪʠʬʠʢʘʪ 

ʢʦʨʨʝʢʪʥʳʡ 

ʉʝʨʚʝʨ ʧʨʦʚʝʨʷʝʪ ʩʝʨʪʠʬʠʢʘʪ, 

ʧʨʠʩʣʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

ʉʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʩʝʨʪʠʬʠʢʘʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

6.  006 ʉʝʨʚʝʨ 

ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥ 

ʉʝʨʚʝʨ ʧʨʦʚʝʨʷʝʪ, ʯʪʦ ʣʦʢʘʣʴʥʳʡ ʈʈ 

ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥ. 

ʃʦʢʘʣʴʥʳʡ ʈʈ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, 

ʯʪʦ ʣʦʢʘʣʴʥʳʡ ʈʈ 

ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

7.  007 ʆʪʧʨʘʚʠʪʴ 

ʩʦʦʙʱʝʥʠʝ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʉʝʨʚʝʨ ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ, ʢʦʪʦʨʦʝ 

ʟʘʰʠʬʨʦʚʘʥʦ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 

(ʰʘʛ 004.1). ɼʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʯʘʩʪʴ ʨʫʢʦʧʦʞʘʪʠʷ ʩʦ 

ʩʪʦʨʦʥʳ ʩʝʨʚʝʨʘ ʟʘʚʝʨʰʝʥʘ. TLS 

ʩʝʩʩʠʷ ʫʩʪʘʥʦʚʣʝʥʘ. 

ʂʣʶʯ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ, 

ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʉʦʦʙʱʝʥʠʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʩʦ ʩʪʦʨʦʥʳ ʩʝʨʚʝʨʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

8.  008 ʆʪʧʨʘʚʠʪʴ 

ʩʦʦʙʱʝʥʠʝ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ, ʢʦʪʦʨʦʝ 

ʟʘʰʠʬʨʦʚʘʥʦ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 

(ʰʘʛ 004.1). ɼʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʯʘʩʪʴ ʨʫʢʦʧʦʞʘʪʠʷ ʩʦ 

ʩʪʦʨʦʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʚʝʨʰʝʥʘ. 

ʉʦʦʙʱʝʥʠʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʩʦ ʩʪʦʨʦʥʳ ʩʝʨʚʝʨʘ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʉʦʦʙʱʝʥʠʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʩʦ ʩʪʦʨʦʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

9.  009 ʇʨʦʚʝʨʠʪʴ 

Whitelist 

ʇʨʦʚʝʨʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ ʚ Whitelist 

ʫʟʣʦʚ. ʉ ʩʝʨʚʝʨʦʤ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ 

ʩʦʝʜʠʥʝʥʠʝ, ʝʩʣʠ ʚʳʧʦʣʥʝʥʳ ʚʩʝ 

ʫʩʣʦʚʠʷ: 

1.ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʝʩʪʴ ʚ Whitelist ʫʟʣʦʚ; 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ, 

Whitelist ʫʟʣʦʚ, ʬʦʨʤʘʪ 

ʦʧʠʩʘʥ ʚ ʧ.3.3.7. 

ʉʧʨʘʚʦʯʥʠʢ ʫʟʣʦʚ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 91 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ ʚ 

Whitelist ʫʟʣʦʚ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

2.ɼʣʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʝʥ ʬʣʘʛ 

FLAG_CAN_READ (ʩʠʥʭʨʦʥʠʟʘʮʠʷ 

ʮʝʧʦʯʢʠ ʨʘʟʨʝʰʝʥʘ). ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ 

ʜʘʥʥʳʡ ʬʣʘʛ ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 91 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè; 

3.ʉʨʦʢ ʞʠʟʥʠ ʢʣʶʯʘ ʥʝ ʠʩʪʸʢ. 

ʇʦʜʨʦʙʥʦ ʘʣʛʦʨʠʪʤ ʧʨʦʚʝʨʢʠ 

Whitelist ʧʨʠ TLS ʦʧʠʩʘʥ ï ʩʤ.0. 

10.  010 ʇʨʦʚʝʨʠʪʴ 

Whitelist 

ʇʨʦʚʝʨʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘʚ Whitelist 

ʫʟʣʦʚ. ʉ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥʦ ʩʦʝʜʠʥʝʥʠʝ, ʝʩʣʠ 

ʚʳʧʦʣʥʝʥʳ ʚʩʝ ʫʩʣʦʚʠʷ: 

1.ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʝʩʪʴ ʚ Whitelist ʫʟʣʦʚ; 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ, 

Whitelist ʫʟʣʦʚ, ʬʦʨʤʘʪ 

ʦʧʠʩʘʥ ʚ ʧ.3.3.7.  

ʉʧʨʘʚʦʯʥʠʢ ʫʟʣʦʚ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 91 01 

çʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ ʚ 

Whitelist ʫʟʣʦʚ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

2.ɼʣʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʝʥ ʬʣʘʛ 

FLAG_CAN_READ (ʩʠʥʭʨʦʥʠʟʘʮʠʷ 

ʮʝʧʦʯʢʠ ʨʘʟʨʝʰʝʥʘ). ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ 

ʜʘʥʥʳʡ ʬʣʘʛ ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 91 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè; 

3.ʉʨʦʢ ʞʠʟʥʠ ʢʣʶʯʘ ʥʝ ʠʩʪʸʢ. 

ʇʦʜʨʦʙʥʦ ʘʣʛʦʨʠʪʤ ʧʨʦʚʝʨʢʠ 

Whitelist ʧʨʠ TLS ʦʧʠʩʘʥ ï ʩʤ.0. 

11.  011 ʆʙʤʝʥ ʜʘʥʥʳʤʠ ʉʝʩʩʠʷ ʫʩʪʘʥʦʚʣʝʥʘ. ɼʘʣʝʝ, ʚ ʨʘʤʢʘʭ 

ʵʪʦʡ ʩʝʩʩʠʠ ʩʝʨʚʝʨ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʦʙʤʝʥʠʚʘʶʪʩʷ ʜʘʥʥʳʤʠ, ʢʦʪʦʨʳʝ 

ʩʠʤʤʝʪʨʠʯʥʦ ʰʠʬʨʫʶʪʩʷ ʩ 

ʧʦʤʦʱʴʶ ʦʙʱʝʛʦ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ 

(ʰʘʛ 004.1). 

ɼʘʥʥʳʝ ʜʣʷ ʧʝʨʝʜʘʯʠ, 

ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʇʦʣʫʯʝʥʥʳʝ ʜʘʥʥʳʝ, 

ʬʦʨʤʘʪ ʦʧʠʩʘʥ ʚ 

ʇʨʠʣʦʞʝʥʠʠ ʈ. ʇʨʦʪʦʢʦʣ 

TLS. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

12.  012 ʇʨʝʨʚʘʪʴ 

ʩʦʝʜʠʥʝʥʠʝ 

ʈʘʟʨʳʚ ʩʦʝʜʠʥʝʥʠʷ. ʆʪʨʠʮʘʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ 

ʧʨʦʚʝʨʦʢ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʟ 

ʰʘʛʦʚ 003, 005-010. 

ʉʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 
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ʇʈʀʃʆɾɽʅʀɽ ʃ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ WHITELIST  ʇʈʆɺɽʈʂɸ ʇʈʀ 

TLS 

͔̂͘͡

1. Whitelis t ͯ ͍ͦ͘͡
2. ˮ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟
    ͟ ͡Ό;͊ ͯ͊͘͡

005

004
ʇʨʘʚʘ ʢʦʨʨʝʢʪʥʳʝ

͔̂͘͡ ͔ͤ ͙͔͔ͣͭ ͍ͨͪ͊ 
ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͚͒͊ͤͤͦ ͔͙ͫͭ 

˸͔͊ͫͭͪ;͔͚ͤ

001

˽͍͔͙ͪͦͪͭΈ ͨͦ Whitelis t, ;ͭͦ 
͔ͯ͘͡ ͙͔͔ͣͭ ͍ͨͪ͊ͦ 
ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͔͙ͫͭ ͙ 
͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ˾ ˾

002
ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 
ʫʟʣʘ ʝʩʪʴ ʚ Whitelist

006

003
ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ 
ʫʟʣʘ ʥʝ ʠʩʪʸʢ

͔̂͘͡ ͙͔͔ͣͭ ͍ͨͪ͊ͦ 
ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͔͙ͫͭ ͙ 
͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ˾˾

ʜʘ

ʜʘ

ʜʘ

ʥʝʪ

ʥʝʪ

ʥʝʪ

 

ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 24. 
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ʊʘʙʣʠʮʘ 24 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ Whitelist ʧʨʦʚʝʨʢʠ ʧʨʠ TLS 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʇʨʦʚʝʨʠʪʴ ʧʦ 

Whitelist, ʯʪʦ ʫʟʝʣ 

ʠʤʝʝʪ ʧʨʘʚʦ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ ʠ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ 

ʇʨʦʚʝʨʠʪʴ ʧʦ Whitelist, ʯʪʦ 

ʫʟʝʣ ʩ ʜʘʥʥʳʤ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʠʤʝʝʪ 

ʧʨʘʚʦ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ ʠ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ. 

ʇʦʣʫʯʝʥʥʳʡ ʦʪ ʫʟʣʘ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ, 

Whitelist ʫʟʣʦʚ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ 

ʚ ʧ.3.3.7. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʧʦ 

Whitelist, ʯʪʦ ʫʟʝʣ ʠʤʝʝʪ 

ʧʨʘʚʦ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ ʠ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

2.  002 ʀʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʶʯʘ ʫʟʣʘ ʝʩʪʴ ʚ 

Whitelist 

ʇʨʦʚʝʨʢʘ ʤʝʪʦʜʘʤʠ Whitelist 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, ʯʪʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ 

ʝʩʪʴ ʚ ʚʧʠʩʢʝ ʫʟʣʦʚ. ʌʫʥʢʮʠʷ 

isNode. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ, 

Whitelist ʫʟʣʦʚ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ 

ʚ ʧ.3.3.7.  

ʈʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, 

ʯʪʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ 

ʫʟʣʘ ʝʩʪʴ ʚ Whitelist. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

3.  003 ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ 

ʫʟʣʘ ʥʝ ʠʩʪʸʢ 

ʇʨʦʚʝʨʢʘ ʤʝʪʦʜʘʤʠ Whitelist 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, ʯʪʦ ʩʨʦʢ 

ʜʝʡʩʪʚʠʷ ʜʘʥʥʦʛʦ ʢʣʶʯʘ ʥʝ 

ʠʩʪʸʢ. ʌʫʥʢʮʠʷ isExpired. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʫʟʣʘ, 

Whitelist ʫʟʣʦʚ, ʬʦʨʤʘʪ ʦʧʠʩʘʥ 

ʚ ʧ.3.3.7. 

ʈʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, 

ʯʪʦ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ 

ʫʟʣʘ ʥʝ ʠʩʪʸʢ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 



125 

 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

4.  004 ʇʨʘʚʘ ʢʦʨʨʝʢʪʥʳʝ ʇʨʘʚʘ ʢʦʨʨʝʢʪʥʳʝ, ʝʩʣʠ ʨʦʣʴ 

ʫʟʣʘ ʚʘʣʠʜʘʪʦʨ (ʚʳʩʪʘʚʣʝʥ 

ʬʣʘʛ FLAG_CAN_READ). 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʜʘʥʥʳʡ ʬʣʘʛ 

ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ 

ɾʊʗʀ.00107-01 91 01 çʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. ʈʫʢʦʚʦʜʩʪʚʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè. ʇʨʦʚʝʨʢʘ 

ʤʝʪʦʜʘʤʠ Whitelist ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ, ʯʪʦ ʜʘʥʥʳʡ ʬʣʘʛ 

ʚʳʩʪʘʚʣʝʥ. ʌʫʥʢʮʠʠ 

isFlagSet ʠ getMask. 

ʉʧʨʘʚʦʯʥʠʢ ʫʟʣʦʚ, ʬʦʨʤʘʪ 

ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ.3.3.7.  

ʈʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʧʨʘʚ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

5.  005 ʋʟʝʣ ʠʤʝʝʪ ʧʨʘʚʦ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ ʠ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʈʈ 

ɽʩʣʠ ʚʩʝ ʧʨʦʚʝʨʢʠ ʫʩʧʝʰʥʳ, 

ʫʟʝʣ ʩ ʜʘʥʥʳʤ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ 

ʠʤʝʝʪ ʧʨʘʚʦ ʧʦʜʢʣʶʯʘʪʴʩʷ ʢ 

ʜʘʥʥʦʡ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ ʠ 

ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʈʈ. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ 

ʧʨʦʚʝʨʦʢ ʰʘʛʦʚ 001-004. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʦʢ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ ʚ 

Whitelist ʫʟʣʦʚ. 

ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 

6.  006 ʋʟʝʣ ʥʝ ʠʤʝʝʪ ʧʨʘʚ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʜʘʥʥʦʡ ʩʝʪʠ 

ʄʘʩʪʝʨʯʝʡʥ 

ɽʩʣʠ ʭʦʪʴ ʦʜʥʘ ʧʨʦʚʝʨʢʘ ʥʝ 

ʫʩʧʝʰʥʘ, ʫʟʝʣ ʩ ʜʘʥʥʳʤ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʘ ʥʝ 

ʠʤʝʝʪ ʧʨʘʚ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʜʘʥʥʦʡ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ. 

ʆʪʨʠʮʘʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ 

ʧʨʦʚʝʨʢʠ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʟ 

ʰʘʛʦʚ 002-004. 

ʉʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ. 



126 

 



127 

 

ʇʈʀʃʆɾɽʅʀɽ ʄ. ʆʇʀʉɸʅʀɽ ɸʃɻʆʈʀʊʄɸ ʂʆʅʉɽʅʉʋʉ 

͔̂͘͡

1. x ͦ͟͡;͔͚ͤ
2. x ͦ͟͡

005

004
ʉʣʦʞʥʦʩʪʴ ʨʝʰʝʥʠʷ ʚ 
ʙʣʦʢʝ ʢʦʨʨʝʢʪʥʘʷ

˴͔ͦͤͫͤͫͯͫ ͨͦ ͋ͦͯ͟͡ ͔ͤ 
͙͎͒ͦͫͭͤͯͭ

001

˽͙͚͙ͪͭ ͟ ͔ͦͤͫͤͫͯͫͯ͟ ͨͦ 
͋ͦͯ͟͡

002
ʅʦʤʝʨ ʙʣʦʢʘ 
ʢʦʨʨʝʢʪʥʳʡ

006

003
ɺʨʝʤʷ ʚ ʙʣʦʢʝ 
ʢʦʨʨʝʢʪʥʦʝ

˴͔ͦͤͫͤͫͯͫ ͨͦ ͋ͦͯ͟͡ 
͙͎͒ͦͫͭͤͯͭ

ʥʝʪ

ʥʝʪ

ʥʝʪ

͒͊

͒͊

͒͊

 

ʇʦʷʩʥʝʥʠʷ ʢ ʘʣʛʦʨʠʪʤʫ ʧʨʠʚʝʜʝʥʳ ï ʩʤ. ʊʘʙʣʠʮʘ 25. 
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ʊʘʙʣʠʮʘ 25 ï ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ ʧʦ ʙʣʦʢʫ 

ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

1.  001 ʇʨʠʡʪʠ ʢ 

ʢʦʥʩʝʥʩʫʩʫ ʧʦ 

ʙʣʦʢʫ 

ʇʨʠʡʪʠ ʢ ʢʦʥʩʝʥʩʫʩʫ ʧʦ ʙʣʦʢʫ. ɹʣʦʢ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2.  

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ 

2.  002 ʅʦʤʝʨ ʙʣʦʢʘ 

ʢʦʨʨʝʢʪʥʳʡ 

ʅʦʤʝʨ ʙʣʦʢʘ ʢʦʨʨʝʢʪʥʳʡ, ʝʩʣʠ ʨʘʚʝʥ 

ʥʦʤʝʨʫ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ + 1 

(ʧʨʦʚʝʨʷʶʪʩʷ ʟʥʘʯʝʥʠʷ ʧʦʣʷ number ʚ 

ʟʘʛʦʣʦʚʢʝ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʙʣʦʢʘ ʠ 

ʧʨʦʚʝʨʷʝʤʦʛʦ ʙʣʦʢʘ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.9 ï ʩʤ. ʊʘʙʣʠʮʘ 

12. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʈʈ, 

ʨʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.1.  

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʥʦʤʝʨʘ 

ʙʣʦʢʘ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ 

3.  003 ɺʨʝʤʷ ʚ ʙʣʦʢʝ 

ʢʦʨʨʝʢʪʥʦʝ 

ɺʨʝʤʷ ʩʦʟʜʘʥʠʷ ʙʣʦʢʘ ʢʦʨʨʝʢʪʥʦʝ, ʝʩʣʠ 

ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʩʦʟʜʘʥʠʷ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ (ʧʨʦʚʝʨʷʶʪʩʷ ʟʥʘʯʝʥʠʷ ʧʦʣʷ 

timestamp ʚ ʟʘʛʦʣʦʚʢʝ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʙʣʦʢʘ ʠ ʧʨʦʚʝʨʷʝʤʦʛʦ ʙʣʦʢʘ). 

ɼʘʥʥʦʝ ʧʦʣʝ ʦʧʠʩʘʥʦ ʚ ʧ.12 ï ʩʤ. ʊʘʙʣʠʮʘ 

12. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʈʈ, 

ʨʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ. 

7.2.1.  

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʚʨʝʤʝʥʠ ʚ 

ʙʣʦʢʝ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ 

4.  004 ʉʣʦʞʥʦʩʪʴ 

ʨʝʰʝʥʠʷ ʚ 

ʙʣʦʢʝ 

ʢʦʨʨʝʢʪʥʘʷ 

ʉʣʦʞʥʦʩʪʴ ʨʝʰʝʥʠʷ (ʧʦʣʝ difficulty  ʚ 

ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ) ʚʳʯʠʩʣʷʝʪʩʷ ʠʟ ʫʨʦʚʥʷ 

ʩʣʦʞʥʦʩʪʠ ʧʨʝʜʳʜʫʱʝʛʦ (ʨʦʜʠʪʝʣʴʩʢʦʛʦ) 

ʙʣʦʢʘ ʠ timestamp. 

ɼʘʥʥʳʝ ʧʦʣʷ ʦʧʠʩʘʥʳ ʚ ʧ.ʧ. 8, 12 ï ʩʤ. 

ʊʘʙʣʠʮʘ 12. 

ɹʣʦʢ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʈʈ, 

ʨʦʜʠʪʝʣʴʩʢʠʡ ʙʣʦʢ. 

ʌʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ ʧ. 

7.2.1.  

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ 

ʢʦʨʨʝʢʪʥʦʩʪʠ ʩʣʦʞʥʦʩʪʠ 

ʨʝʰʝʥʠʷ. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ 
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ˉ 

ʧ/ʧ 
ˉ 

ʰʘʛʘ 
ɼʝʡʩʪʚʠʝ ʆʧʠʩʘʥʠʝ ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ 

ʂʦʤʧʦʥʝʥʪ, 

ʧʨʠʥʠʤʘʶʱʠʡ 

ʫʯʘʩʪʠʝ 

5.  005 ʂʦʥʩʝʥʩʫʩ ʧʦ 

ʙʣʦʢʫ 

ʜʦʩʪʠʛʥʫʪ 

ɽʩʣʠ ʚʩʝ ʧʨʦʚʝʨʢʠ ʫʩʧʝʰʥʳ, ʧʦ ʜʘʥʥʦʤʫ 

ʙʣʦʢʫ ʜʦʩʪʠʛʥʫʪ ʢʦʥʩʝʥʩʫʩ. 

ʇʦʣʦʞʠʪʝʣʴʥʳʝ 

ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʰʘʛʦʚ 

002-004. 

ɹʣʦʢ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʈʈ, 

ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʦʧʠʩʘʥ ʚ 

ʧ.7.2.  

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ 

6.  006 ʂʦʥʩʝʥʩʫʩ ʧʦ 

ʙʣʦʢʫ ʥʝ 

ʜʦʩʪʠʛʥʫʪ 

ɽʩʣʠ ʭʦʪʴ ʦʜʥʘ ʧʨʦʚʝʨʢʘ ʥʝ ʫʩʧʝʰʥʘ, 

ʢʦʥʩʝʥʩʫʩ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪ ʧʦ 

ʜʘʥʥʦʤʫ ʙʣʦʢʫ. 

ʆʪʨʠʮʘʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ 

ʧʨʦʚʝʨʢʠ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʟ 

ʰʘʛʦʚ 002-004. 

ɹʣʦʢ, ʥʝ ʚʢʣʶʯʘʝʤʳʡ ʚ 

ʈʈ, ʬʦʨʤʘʪ ʜʘʥʥʳʭ 

ʦʧʠʩʘʥ ʚ ʧ.7.2. 

ʂʦʤʧʦʥʝʥʪ ʚʝʜʝʥʠʷ 

ʈʈ 
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ʇʈʀʃʆɾɽʅʀɽ ʅ. ɺɿɸʀʄʆʉɺʗɿʔ ʂʆʄʇʆʅɽʅʊ ʉʂɿʀ ʄɸʉʊɽʈʏɽʁʅ ʉ ʇɸʂɽʊɸʄʀ ʀ ʌɸʁʃɸʄʀ 

ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

1.  ʂʦʤʧʦʥʝʥʪ 

ʚʝʜʝʥʠʷ ʈʈ 

bmt bmt.go ʈʝʘʣʠʟʘʮʠʷ ʜʝʨʝʚʘ ʭʝʰʝʡ ʄʝʨʢʣʘ (BMT). ʇʨʝʜʣʩʪʘʚʣʝʥʦ 2 ʨʝʘʣʠʟʘʮʠʠ: 

- Hasher - ʦʧʪʠʤʠʟʠʨʦʚʘʥʥʘʷ ʨʝʘʣʠʟʘʮʠʷ ʩ ʤʠʥʠʤʘʣʴʥʳʤ ʥʘʙʦʨʦʤ 

ʢʦʥʪʨʦʣʠʨʫʶʱʠʭ ʩʪʨʫʢʪʫʨ ʜʣʷ ʢʦʦʨʜʠʥʘʮʠʠ ʧʘʨʘʣʣʝʣʴʥʳʭ ʨʫʪʠʥ. 

ʇʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʪʝʨʬʝʡʩ ChunkHash ʪʘʢʦʡ ʞʝ ʢʘʢ, ʩʪʘʥʜʘʨʪʥʳʡ hash. 

Hash ʠʥʪʝʨʬʝʡʩ Golang; 

- ChunkHash ï ʵʪʘʣʦʥʥʘʷ ʨʝʘʣʠʟʘʮʠʷ.  

bmt_r.go ɼʦʧʦʣʥʝʥʠʝ ʢ ʨʝʘʣʠʟʘʮʠʠ hasher (RefHasher). 

consensus consensus.go PoW - ʠʥʪʝʨʬʝʡʩ ʢʦʥʩʝʥʩʫʩʘ, ʦʩʥʦʚʘʥʥʦʛʦ ʥʘ proof-of-work. ʇʨʝʜʦʩʪʘʚʣʷʝʪ 

ʬʫʥʢʮʠʶ Hashrate. 

Engine - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ ʘʣʛʦʨʠʪʤʘ 

ʢʦʥʩʝʥʩʫʩʘ: 

- Author() - ʚʦʟʚʨʘʱʘʝʪ ʘʜʨʝʩ ʘʢʢʘʫʥʪʘ, ʩʦʟʜʘʚʰʠʡ ʜʘʥʥʳʡ ʙʣʦʢ. ʄʦʞʝʪ 

ʦʪʣʠʯʘʪʴʩʷ ʦʪ coinbase ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, ʝʩʣʠ ʢʦʥʩʝʥʩʫʩ ʦʩʥʦʚʘʥ ʥʘ 

ʧʦʜʧʠʩʷʭ; 

- VerifyHeader() - ʧʨʦʚʝʨʷʝʪ, ʯʪʦ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʘʚʠʣʘʤ 

ʢʦʥʩʝʥʩʫʩʘ. ʊʘʢ ʞʝ ʤʦʞʝʪ ʧʨʦʚʝʨʷʪʴʩʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʧʝʯʘʪʴ ʙʣʦʢʘ; 

- VerifyHeaders() - ʪʦ ʞʝ ʩʘʤʦʝ, ʯʪʦ ʠ VerifyHeader, ʥʦ ʧʨʦʚʝʨʷʝʪ ʥʝʩʢʦʣʴʢʦ 

ʙʣʦʢʦʚ ʢʦʥʢʫʨʝʥʪʥʦ. ʄʝʪʦʜ ʚʦʟʚʨʘʱʘʝʪ ʢʘʥʘʣ ʜʣʷ ʦʩʪʘʥʦʚʢʠ ʦʧʝʨʘʮʠʡ ʠ 

ʢʘʥʘʣ ʜʣʷ ʨʝʟʫʣʴʪʘʪʦʚ ʘʩʠʥʭʨʦʥʥʦʡ ʚʝʨʠʬʠʢʘʮʠʠ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- VerifyUncles() - ʧʨʦʚʝʨʷʝʪ, ʯʪʦ uncles ʙʣʦʢʘ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʧʨʘʚʠʣʘʤ 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ; 

- VerifySeal() - ʧʨʦʚʝʨʷʝʪ, ʯʪʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʧʝʯʘʪʴ ʙʣʦʢʘ ʚʝʨʥʘ 

ʩʦʛʣʘʩʥʦ ʧʨʘʚʠʣʘʤ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ; 

- Prepare() - ʠʥʠʮʠʘʣʠʟʠʨʫʝʪ ʧʦʣʷ ʢʦʥʩʝʥʩʫʩʘ ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ ʩʦʛʣʘʩʥʦ 

ʧʨʘʚʠʣʘʤ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ; 

- Finalize() - ʟʘʧʫʩʢʘʝʪ ʣʶʙʳʝ ʧʦʩʪ-ʪʨʘʥʟʘʢʮʠʦʥʥʳʝ ʤʦʜʠʬʠʢʘʮʠʠ 

ʩʦʩʪʦʷʥʠʷ (ʥʘʧʨʠʤʝʨ, ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ʟʘ ʙʣʦʢ) ʠ ʩʦʙʠʨʘʝʪ ʬʠʥʘʣʴʥʳʡ 

ʙʣʦʢ 

- Seal() - ʛʝʥʝʨʠʨʫʝʪ ʥʦʚʳʡ ʙʣʦʢ ʜʣʷ ʧʦʜʜʘʥʥʳʭ ʚʭʦʜʷʱʠʭ ʜʘʥʥʳʭ; 

- APIs() - ʚʦʟʚʨʘʱʘʝʪ ʥʘʙʦʨ ʜʦʩʪʫʧʥʳʭ API, ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʘʣʛʦʨʠʪʤ ʢʦʥʩʝʥʩʫʩʘ. 

ChainReader - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʤʝʪʦʜʳ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʣʦʢʘʣʴʥʦʤʫ 

ʈʈ ʚʦ ʚʨʝʤʷ header & uncle ʚʝʨʠʬʠʢʘʮʠʠ: 

- Config() - ʧʦʣʫʯʘʝʪ ʢʦʥʬʠʛʫʨʘʮʠʶ ʮʝʧʠ ʈʈ; 

- CurrentHeader() - ʧʦʣʫʯʘʝʪ ʪʝʢʫʱʠʡ ʟʘʛʦʣʦʚʦʢ ʈʈ; 

- GetHeader() - ʧʦʣʫʯʘʝʪ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʧʦ ʟʘʜʘʥʥʦʤʫ ʭʵʰʫ ʠ ʥʦʤʝʨʫ; 

- GetHeaderByNumber() - ʧʦʣʫʯʘʝʪ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʧʦ ʟʘʜʘʥʥʦʤʫ ʥʦʤʝʨʫ; 

- GetHeaderByHash() - ʧʦʣʫʯʘʝʪ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʧʦ ʟʘʜʘʥʥʦʤʫ ʭʵʰʫ; 

- GetBlock() - ʧʦʣʫʯʘʝʪ ʙʣʦʢ ʧʦ ʟʘʜʘʥʥʦʤʫ ʭʵʰʫ ʠ ʥʦʤʝʨʫ. 

errors.go ʅʘʙʦʨ ʦʰʠʙʦʢ, ʚʦʟʥʠʢʘʶʱʠʭ ʧʨʠ ʨʘʙʦʪʝ ʩ ʬʫʥʢʮʠʷʤʠ ʧʘʢʝʪʘ consensus. 
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clique 

clique/api.go ʆʙʨʘʙʦʪʢʘ API ʚʳʟʦʚʦʚ ʚ RPC ʧʨʠ ʨʘʙʦʪʝ ʚ ʨʝʞʠʤʝ POA. 

clique/clique.go ɸʣʛʦʨʠʪʤ ʢʦʥʩʝʥʩʫʩʘ POA. 

clique/snapshot.go ʂʦʜ ʦʙʨʘʙʦʪʢʠ ʩʥʝʧʰʦʪʦʚ (ʩʦʩʪʦʷʥʠʝ ʢʦʥʩʝʥʩʫʩʫ ʥʘ ʢʦʥʢʨʝʪʥʳʡ ʤʦʤʝʥʪ 

ʚʨʝʤʝʥʠ). 

ethash 

ethash/algorithm.go ʂʦʜ ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʘʙʦʪʳ ethhash. 

ethash/algorithm_go1.7.go ʆʙʨʘʙʦʪʯʠʢʠ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ go1.7.0. 

ethash/algorithm_go1.8.go ʆʙʨʘʙʦʪʯʠʢʠ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ go1.8.0. 

ethash/consensus.go ʂʦʜ ʜʣʷ ʧʨʠʭʦʜʘ ʢ ʢʦʥʩʝʥʩʫʩʫ ʧʦ ʜʘʥʥʳʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ POW. 

ethash/ethash.go Ethash - ʘʣʛʦʨʠʪʤ POW ʢʦʥʩʝʥʩʫʩʘ. ʆʩʥʦʚʘʥ ʥʘ ʘʣʛʦʨʠʪʤʝ Dagger-Hashimoto. 

ʆʩʥʦʚʥʘʷ ʨʘʙʦʪʘ ʘʣʛʦʨʠʪʤʘ ʩʦʩʪʦʠʪ ʚ ʩʣʝʜʫʶʱʝʤ: 

1. ʉʫʱʝʩʪʚʫʝʪ ʩʪʘʨʪʦʚʦʝ ʟʥʘʯʝʥʠʝ (seed), ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ ʚʳʯʠʩʣʝʥʦ 

ʜʣʷ ʢʘʞʜʦʛʦ ʙʣʦʢʘ, ʦʙʨʘʙʘʪʳʚʘʷ ʟʘʛʦʣʦʚʢʠ ʙʣʦʢʦʚ, ʚʧʣʦʪʴ ʜʦ 

ʪʝʢʫʱʝʛʦ; 

2. ʀʟ ʩʪʘʨʪʦʚʦʛʦ ʟʥʘʯʝʥʠʷ ʚʳʯʠʩʣʷʝʪʩʷ 16 ʄɹ (ʤʝʛʘʙʘʡʪ) ʜʘʥʥʳʭ ʜʣʷ 

ʧʩʝʚʜʦʩʣʫʯʘʡʥʦʛʦ ʢʵʰʘ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

3. ʀʟ ʧʦʣʫʯʝʥʥʦʛʦ ʢʵʰʘ ʛʝʥʝʨʠʨʫʝʪʩʷ 1 ɻɹ (ʛʠʛʘʙʘʡʪ) ʜʘʥʥʳʭ ʜʘʪʘʩʝʪʘ, 

ʩʦ ʩʣʝʜʫʶʱʠʤ ʩʚʦʡʩʪʚʦʤ: ʢʘʞʜʦʡ ʩʫʱʥʦʩʪʠ ʜʘʪʘʩʝʪʘ ʩʦʧʦʩʪʘʚʣʷʝʪʩʷ 

ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʥʝʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʩʫʱʥʦʩʪʝʡ ʠʟ ʢʵʰʘ. ʇʦʣʥʳʝ 

ʢʣʠʝʥʪʳ ʠ ʤʘʡʥʝʨʳ ʭʨʘʥʷʪ ʜʘʪʘʩʝʪʳ ʥʘ ʢʘʞʜʦʤ ʫʟʣʝ. ɼʘʪʘʩʝʪʳ ʨʘʩʪʫʪ 

ʚʦ ʚʨʝʤʝʥʠ ʣʠʥʝʡʥʦ; 

4. ʆʧʝʨʘʮʠʠ ʤʘʡʥʠʥʛʘ ʚʢʣʶʯʘʶʪ ʚʳʙʦʨʢʫ ʩʣʫʯʘʡʥʳʭ ʤʘʩʩʠʚʦʚ ʜʘʪʘʩʝʪʘ 

ʠ ʧʦʩʣʝʜʫʶʱʝʛʦ ʠʭ ʩʦʚʤʝʩʪʥʦʛʦ ʭʵʰʠʨʦʚʘʥʠʷ. ʇʨʦʚʝʨʢʘ ʤʦʞʝʪ ʙʳʪʴ 

ʦʩʫʱʝʩʪʚʣʝʥʘ ʠʩʧʦʣʴʟʫʷ ʥʝʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʤʷʪʠ, ʠʩʧʦʣʴʟʫʷ 

ʢʵʰ ʜʣʷ ʚʦʩʩʦʟʜʘʥʠʷ ʢʦʥʢʨʝʪʥʳʭ ʢʫʩʢʦʚ ʜʘʪʘʩʝʪʘ, ʧʦʵʪʦʤʫ 

ʧʨʦʚʝʨʷʶʱʝʤʫ ʥʝʦʙʭʦʜʠʤʦ ʪʦʣʴʢʦ ʭʨʘʥʠʪʴ ʢʵʰ. 

ɹʦʣʴʰʦʡ ʜʘʪʘʩʝʪ ʦʙʥʦʚʣʷʝʪʩʷ ʢʘʞʜʳʝ 30000 (ʪʨʠʜʮʘʪʴ ʪʳʩʷʯ) ʙʣʦʢʦʚ, ʧʦʵʪʦʤʫ 

ʧʦʜʘʚʣʷʶʱʝʝ ʯʠʩʣʦ ʦʧʝʨʘʮʠʡ ʤʘʡʥʝʨʘ ʙʫʜʝʪ ʩʦʩʪʦʷʪʴ ʚ ʯʪʝʥʠʠ ʜʘʪʘʩʝʪʘ, ʘ ʥʝ 

ʚʦ ʚʥʝʩʝʥʠʠ ʠʟʤʝʥʝʥʠʡ ʚ ʥʝʛʦ. 

- config - ʢʦʥʢʨʝʪʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʘʣʛʦʨʠʪʤʘ; 

- caches - ʢʘʨʪʘ ʢʵʰʝʡ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʧʘʤʷʪʠ, ʜʣʷ ʪʝʢʫʱʝʡ ʵʧʦʭʠ. 

ʅʝʦʙʭʦʜʠʤʘ ʜʣʷ ʠʟʙʝʞʘʥʠʷ ʯʘʩʪʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ethash; 

- datasets - ʥʘʙʦʨʳ ʜʘʥʥʳʭ, ʩʦʜʝʨʞʘʱʠʝʩʷ ʚ ʧʘʤʷʪʠ, ʜʣʷ ʪʝʢʫʱʝʡ ʵʧʦʭʠ. 

ʅʝʦʙʭʦʜʠʤʳ ʜʣʷ ʠʟʙʝʞʘʥʠʷ ʯʘʩʪʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ethash; 

- fdataset - ʥʘʙʦʨʳ ʜʘʥʥʳʭ ʜʣʷ ʩʣʝʜʫʶʱʝʡ ʵʧʦʭʠ; 

- rand - ʛʝʥʝʨʘʪʦʨ ʧʩʝʚʜʦʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʩ ʟʘʜʘʥʥʳʤʠ ʩʠʜʘʤʠ ʜʣʷ 

ʛʝʥʝʨʘʮʠʠ ʩʦʣʠ (nonce); 

- threads - ʢʦʣʠʯʝʩʪʚʦ ʧʦʪʦʢʦʚ, ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʤʘʡʥʠʥʛʘ; 

- update - ʢʘʥʘʣ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʘʡʥʠʥʛʘ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- hashrate - ʩʯʸʪʯʠʢ ʪʝʢʫʱʝʛʦ ʭʵʰʨʝʡʪʘ. 

Config - ʢʦʥʬʠʛʫʨʘʮʠʷ ʘʣʛʦʨʠʪʤʘ Ethash: 

- CacheDir - ʘʜʨʝʩ ʜʠʨʝʢʪʦʨʠʠ ʢʵʰʘ ʚ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ; 

- CachesInMem - ʢʦʣʠʯʝʩʪʚʦ ʯʘʩʪʝʡ ʢʵʰʘ ʚ ʧʘʤʷʪʠ; 

- CachesOnDisk - ʢʦʣʠʯʝʩʪʚʦ ʯʘʩʪʝʡ ʢʵʰʘ ʥʘ ʜʠʩʢʝ; 

- DatasetDir - ʘʜʨʝʩ ʜʠʨʝʢʪʦʨʠʠ. 

ethash/sealer.go ʂʦʜ, ʨʝʰʘʶʱʠʡ POW ʜʣʷ ʟʘʜʘʥʥʳʭ ʜʘʥʥʳʭ. 

misc 

misc/forks.go VerifyForkHashes - ʬʫʥʢʮʠʷ, ʧʨʦʚʝʨʷʶʱʘʷ ʯʪʦ ʙʣʦʢʠ, ʧʦʜʭʦʜʷʱʠʝ ʧʦʜ 

ʫʩʣʦʚʠʷ ʭʘʨʜ-ʬʦʨʢʦʚ ʩʝʪʠ ʠʤʝʶʪ ʧʨʘʚʠʣʴʥʳʝ ʭʝʰʠ ʜʣʷ ʠʩʢʣʶʯʝʥʠʷ ʧʝʨʝʭʦʜʘ 

ʢʣʠʝʥʪʦʚ ʥʘ ʜʨʫʛʠʝ ʯʘʩʪʠ ʮʝʧʠ. 

core block_validator.go ʆʪʚʝʯʘʝʪ ʟʘ ʚʘʣʠʜʘʮʠʶ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʦʚ, ʦʪʚʝʨʛʥʫʪʳʭ ʙʣʦʢʦʚ 

(uncles/ommers) ʠ ʦʙʨʘʙʦʪʘʥʥʳʭ ʩʦʩʪʦʷʥʠʡ. 

blockchain.go ʉʦʜʝʨʞʠʪ ʩʪʨʫʢʪʫʨʫ BlockChain (ʢʘʥʦʥʠʯʥʳʡ ʈʈ, ʟʘʧʠʩʘʥʥʳʡ ʚ ʙʘʟʫ ʜʘʥʥʳʭ ʩ 

ʛʝʥʝʟʠʩ-ʙʣʦʢʦʤ) ʠ ʬʫʥʢʮʠʠ ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʝʡ: ʠʤʧʦʨʪ (import), ʚʦʟʚʨʘʪ ʢ 

ʧʨʝʜʳʜʫʱʝʤʫ ʩʦʩʪʦʷʥʠʶ (revert), ʨʝʦʨʛʘʥʠʟʘʮʠʷ ʈʈ. ʀʤʧʦʨʪ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʜʚʫʭʵʪʘʧʥʫʶ ʚʘʣʠʜʘʮʠʶ. ʅʘ ʧʝʨʚʦʤ ʵʪʘʧʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚʢʣʶʯʝʥʥʳʝ ʚ 

ʙʣʦʢ ʪʨʘʥʟʘʢʮʠʠ, ʥʘ ʚʪʦʨʦʤ ʚʘʣʠʜʠʨʫʝʪʩʷ ʧʦʣʫʯʝʥʥʦʝ ʩʦʩʪʦʷʥʠʝ. ʊʘʢʞʝ, 

BlockChain ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʬʫʥʢʮʠʶ GetBlock, ʢʦʪʦʨʘʷ ʚʦʟʚʨʘʱʘʝʪ ʙʣʦʢʠ ʠʟ 

ʃʖɹʆɻʆ ʯʝʡʥʘ, ʚʢʣʶʯʝʥʥʦʛʦ ʚ ʙʘʟʫ ʜʘʥʥʳʭ, ʪʦʛʜʘ ʢʘʢ ʬʫʥʢʮʠʷ 

GetBlockByNumber ʚʩʝʛʜʘ ʚʦʟʚʨʘʱʘʝʪ ʙʣʦʢʠ ʠʟ ʢʘʥʦʥʠʯʥʦʛʦ ʯʝʡʥʘ. 
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ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

blocks.go ʉʦʜʝʨʞʠʪ ʥʘʙʦʨ ʩʧʝʮʠʘʣʴʥʦ ʟʘʥʝʩʸʥʥʳʭ ʭʝʰʝʡ ʙʣʦʢʦʚ, ʢʦʪʦʨʳʝ ʚʨʫʯʥʫʶ 

ʙʳʣʠ ʧʦʤʝʯʝʥʳ ʢʘʢ bad hashes ʚ ʩʝʪʠ Ethereum (ʦʙʳʯʥʦ ʵʪʦ ʭʘʨʜ-ʬʦʨʢ ʙʣʦʢʠ). 

chain_indexer.go ChainIndexer ʚʳʧʦʣʥʷʝʪ ʨʘʙʦʪʫ ʧʦ ʧʦʩʪ-ʧʨʦʮʝʩʩʠʥʛʫ ʩʝʢʮʠʡ (ʢʘʥʦʥʠʯʥʦʛʦ ʈʈ) 

ʦʜʠʥʘʢʦʚʦʡ ʜʣʠʥʳ. ChainIndexer ʠʤʝʝʪ ʩʚʷʟʴ ʩ ʈʈ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʩʦʙʳʪʠʡ 

ChainEventLoop, ʟʘʧʫʩʢʘʝʤʫʶ ʚ ʦʪʜʝʣʴʥʦʡ goroutine. 

ChainIndexerBackend ʠʥʪʝʨʬʝʡʩ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʬʫʥʢʮʠʠ ʜʣʷ ʦʙʨʘʙʦʪʢʠ 

ʩʝʛʤʝʥʪʦʚ ʈʈ ʚ ʙʵʢʛʨʘʫʥʜʝ ʠ ʟʘʧʠʩʳʚʘʝʪ ʨʝʟʫʣʴʪʘʪʳ ʚ ʙʘʟʫ ʜʘʥʥʳʭ. 

chain_makers.go GenerateChain ʩʦʟʜʘʸʪ ʮʝʧʦʯʢʫ ʠʟ n ʙʣʦʢʦʚ. ʈʦʜʠʪʝʣʝʤ ʧʝʨʚʦʛʦ ʙʣʦʢʘ ʙʫʜʝʪ 

ʥʘʟʥʘʯʝʥ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʡ parent ʙʣʦʢ. ɹʘʟʘ ʜʘʥʥʳʭ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʜʣʷ ʭʨʘʥʝʥʠʷ ʥʝʟʘʚʠʩʠʤʳʭ ʩʦʩʪʦʷʥʠʡ ʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴ state trie ʨʦʜʠʪʝʣʷ. 

ɹʣʦʢʠ, ʩʦʟʜʘʥʥʳʝ ʩ ʧʦʤʦʱʴʶ GenerateChain ʥʝ ʩʦʜʝʨʞʘʪ ʟʥʘʯʝʥʠʡ valid proof 

of work. ʏʪʦʙʳ ʚʩʪʘʚʠʪʴ ʠʭ ʚ BlockChain, ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʝʭʘʥʠʟʤ 

FakePow ʠʣʠ ʜʨʫʛʫʶ ʨʝʘʣʠʟʘʮʠʶ ʥʝʚʘʣʠʜʠʨʫʶʱʝʛʦ Proof of Work. 

database_util.go ɺʳʩʦʢʦʫʨʦʚʥʝʚʳʝ ʬʫʥʢʮʠʠ ʜʣʷ ʨʘʙʦʪʳ ʩ ʙʘʟʦʡ ʜʘʥʥʳʭ. ɺʦʟʚʨʘʱʘʶʪ ʜʘʥʥʳʝ, 

ʫʧʘʢʦʚʘʥʥʳʝ ʚ ʢʦʥʢʨʝʪʥʳʝ ʦʙʲʝʢʪʳ. 

- encodeBlockNumber ʢʦʜʠʨʦʚʘʥʠʝ ʥʦʤʝʨʘ ʙʣʦʢʘ ʚ big endian uint64; 

- GetCanonicalHash() ʧʦʣʫʯʝʥʠʝ ʭʝʰʘ ʥʦʤʝʨʘ ʙʣʦʢʘ; 

- GetHeadHeaderHash() ʧʦʣʫʯʝʥʠʝ ʭʝʰʘ ʢʘʥʦʥʠʯʝʩʢʦʛʦ ʟʘʛʦʣʦʚʢʘ ʪʝʢʫʱʝʛʦ 
ʙʣʦʢʘ; GetHeadBlockHash() ʧʦʣʫʯʝʥʠʝ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ, ʧʦʣʫʯʝʥʥʦʛʦ 

ʚ ʨʝʞʠʤʝ ʩʠʥʭʨʦʥʠʟʘʮʠʠ full; 

- GetHeadFastBlockHash() ʧʦʣʫʯʝʥʠʝ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ ʧʦʩʣʝʜʥʝʛʦ ʙʣʦʢʘ, 

ʧʦʣʫʯʝʥʥʦʛʦ ʚ ʨʝʞʠʤʝ ʩʠʥʭʨʦʥʠʟʘʮʠʠ fast.  
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ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- GetHeaderRLP() ʧʦʣʫʯʝʥʠʝ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʚ RLP-ʢʦʜʠʨʦʚʘʥʦʤ ʚʠʜʝ ʠʣʠ 

nil, ʝʩʣʠ ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ ʥʝ ʥʘʡʜʝʥ; 

- GetHeader() ʧʦʣʫʯʝʥʠʝ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʝʨʝʜʘʥʦʤʫ 

ʭʝʰʫ ʠʣʠ nil, ʝʩʣʠ ʙʣʦʢ ʥʝ ʥʘʡʜʝʥ ʧʦ ʧʝʨʝʜʘʥʥʦʤʫ ʭʝʰʫ; 

- GetBodyRLP() ʧʦʣʫʯʝʥʠʝ ʪʝʣʘ ʙʣʦʢʘ ʚ RLP-ʢʦʜʠʨʦʚʘʥʦʤ ʚʠʜʝ; 

- GetBody() ʧʦʣʫʯʝʥʠʝ ʪʝʣʘ ʙʣʦʢʘ (ʪʨʘʥʟʘʢʮʠʠ, ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʙʣʦʢʠ), 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʝʨʝʜʘʥʦʤʫ ʭʝʰʫ ʠʣʠ nil, ʝʩʣʠ ʙʣʦʢ ʥʝ ʥʘʡʜʝʥ; 

- GetTd() ʧʦʣʫʯʝʥʠʝ ʟʥʘʯʝʥʠʷ ʧʦʣʥʦʡ ʩʣʦʞʥʦʩʪʠ ʙʣʦʢʘ (total difficulty), 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʧʝʨʝʜʘʥʦʤʫ ʭʝʰʫ ʠʣʠ nil, ʝʩʣʠ ʙʣʦʢ ʥʝ ʥʘʡʜʝʥ; 

- GetBlock() ʧʦʣʫʯʝʥʠʝ ʙʣʦʢʘ ʮʝʣʠʢʦʤ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʝʨʝʜʘʥʦʤʫ 

ʭʝʰʫ, ʩʦʙʠʨʘʷ ʝʛʦ ʠʟ ʩʦʭʨʘʥʸʥʥʦʛʦ ʟʘʛʦʣʦʚʢʘ ʠ ʪʝʣʘ ʙʣʦʢʘ. ɺʦʟʚʨʘʱʘʝʪ nil 

ʝʩʣʠ ʟʘʛʦʣʦʚʦʢ ʠʣʠ ʪʝʣʦ ʙʣʦʢʘ ʥʝ ʥʘʡʜʝʥʦ. 

ɿʘʤʝʯʘʥʠʝ: ʪʘʢ ʢʘʢ ʟʘʛʨʫʟʢʘ ʟʘʛʦʣʦʚʢʘ ʠ ʙʣʦʢʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʘʨʘʣʣʝʣʴʥʦ, 

ʟʘʛʦʣʦʚʦʢ ʠ ʝʛʦ ʭʝʰ ʤʦʛʫʪ ʙʳʪʴ ʩʦʭʨʘʥʝʥʳ ʚ ʙʘʟʝ ʜʘʥʥʳʭ, ʥʦ ʪʝʣʦ ʝʱʸ 

ʤʦʞʝʪ ʥʝ ʙʳʪʴ ʧʦʢʘ ʜʦʩʪʫʧʥʦ. 

- GetBlockReceipts() ʧʦʣʫʯʝʥʠʝ ʧʦ ʭʝʰʫ ʙʣʦʢʘ ʢʚʠʪʘʥʮʠʡ (receipts), 

ʩʦʟʜʘʥʥʳʭ ʪʨʘʥʟʘʢʮʠʷʤʠ, ʚʢʣʶʯʝʥʥʳʤʠ ʚ ʙʣʦʢ; 

- GetTxLookupEntry() ʧʦʣʫʯʝʥʠʝ ʧʦʟʠʮʠʦʥʥʳʭ ʤʝʪʘʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʪʨʘʥʟʘʢʮʠʝʡ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʪʨʘʥʟʘʢʮʠʠ ʠʣʠ ʧʦʣʫʯʝʥʠʷ ʧʦ ʭʝʰʫ; 

- GetTransaction() ʧʦʣʫʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʡ ʪʨʘʥʟʘʢʮʠʠ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ 

ʚʤʝʩʪʝ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʧʦʟʠʮʠʦʥʥʳʤʠ ʤʝʪʘʜʘʥʥʳʤʠ; 

- GetReceipt() ʧʦʣʫʯʝʥʠʝ ʢʚʠʪʘʥʮʠʠ ʜʣʷ ʪʨʘʥʟʘʢʮʠʠ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ ʚʤʝʩʪʝ 

ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʧʦʟʠʮʠʦʥʥʳʤʠ ʤʝʪʘʜʘʥʥʳʤʠ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- GetBloomBits() ʧʦʣʫʯʝʥʠʝ ʬʠʣʴʪʨ ɹʣʫʤʘ ʧʦ ʧʨʝʜʦʩʪʘʚʣʝʥʦʤʫ ʭʝʰʫ, 

ʠʥʜʝʢʩʫ ʠ ʩʝʢʮʠʠ; 

- WriteCanonicalHash() ʟʘʧʠʩʴ ʭʝʰʘ ʟʘʜʘʥʥʦʛʦ ʙʣʦʢʘ; 

- WriteHeadHeaderHash() ʟʘʧʠʩʴ ʭʝʰʘ ʟʘʛʦʣʦʚʢʘ ʧʦʩʣʝʜʥʝʛʦ ʧʦʣʥʦʛʦ ʙʣʦʢʘ; 

- WriteHeadBlockHash() ʟʘʧʠʩʴ ʭʝʰʘ ʧʦʩʣʝʜʥʝʛʦ ʧʦʣʥʦʛʦ ʙʣʦʢʘ; 

- WriteHeadFastBlockHash() ʟʘʧʠʩʴ ʭʝʰʘ ʧʦʩʣʝʜʥʝʛʦ ʙʳʩʪʨʦʛʦ ʙʣʦʢʘ; 

- WriteHeader() ʩʝʨʠʘʣʠʟʘʮʠʷ ʠ ʟʘʧʠʩʴ ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ; 

- WriteBody() ʩʝʨʠʘʣʠʟʘʮʠʷ ʠ ʟʘʧʠʩʴ ʪʝʣʘ ʙʣʦʢʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ (ʚʳʟʳʚʘʝʪ 

WriteBodyRLP); 

- WriteBodyRLP() ʟʘʧʠʩʴ ʩʝʨʠʘʣʠʟʦʚʘʥʥʦʛʦ ʪʝʣʘ ʙʣʦʢʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ; 

- WriteTd() ʩʝʨʠʘʣʠʟʘʮʠʷ ʠ ʟʘʧʠʩʴ ʟʥʘʯʝʥʠʷ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ (total 

difficulty);  

- WriteBlock() ʩʝʨʠʘʣʠʟʘʮʠʷ ʠ ʟʘʧʠʩʴ ʙʣʦʢʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ, ʟʘʛʦʣʦʚʦʢ 

ʦʪʜʝʣʴʥʦ ʦʪ ʪʝʣʘ ʙʣʦʢʘ; 

- WriteBlockReceipts() ʟʘʧʠʩʴ ʚʩʝʭ ʢʚʠʪʘʥʮʠʡ ʪʨʘʥʟʘʢʮʠʡ, ʧʨʠʥʘʜʣʝʞʘʱʠʭ 

ʙʣʦʢʫ ʢʘʢ ʝʜʠʥʳʡ ʤʘʩʩʠʚ ʢʚʠʪʘʥʮʠʡ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʨʝʦʨʛʘʥʠʟʘʮʠʠ 

ʮʝʧʠ ʜʣʷ ʧʣʘʥʠʨʦʚʘʥʠʷ ʦʪʙʨʦʰʝʥʥʳʭ ʪʨʘʥʟʘʢʮʠʡ; 

- WriteTxLookupEntries() ʟʘʧʠʩʴ ʤʝʪʘʜʘʥʥʳʭ ʢʘʞʜʦʡ ʪʨʘʥʟʘʢʮʠʠ ʙʣʦʢʘ, ʯʪʦ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʠʩʢʘ ʪʨʘʥʟʘʢʮʠʠ ʠ ʢʚʠʪʘʥʮʠʠ ʧʦ ʭʝʰʫ; 

- WriteBloomBits() ʟʘʧʠʩʴ ʩʞʘʪʦʛʦ ʬʠʣʴʪʨʘ ɹʣʫʤʘ, ʧʨʠʥʘʜʣʝʞʘʱʝʛʦ 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ ʩʝʢʮʠʠ ʠ ʠʥʜʝʢʩʫ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- DeleteCanonicalHash() ʫʜʘʣʝʥʠʝ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ ʢʣʶʯ-ʟʥʘʯʝʥʠʷ ʥʦʤʝʨ 

ʙʣʦʢʘ, ʭʝʰ; 

- DeleteHeader() ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʜʘʥʥʳʭ, ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʭ ʩ ʭʝʰʝʤ 

ʟʘʛʦʣʦʚʢʘ ʙʣʦʢʘ; 

- DeleteBody() ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʜʘʥʥʳʭ, ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʭ ʩ ʭʝʰʝʤ ʪʝʣʘ 

ʙʣʦʢʘ; 

- DeleteTd() ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʜʘʥʥʳʭ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ (total difficulty) ʙʣʦʢʘ 

ʧʦ ʭʝʰʫ ʙʣʦʢʘ; 

- DeleteBlock() ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʜʘʥʥʳʝ ʙʣʦʢʘ ʧʦ ʭʝʰʫ ʙʣʦʢʘ; 

- DeleteBlockReceipts() ʫʜʘʣʝʥʠʝ ʜʘʥʥʳʭ ʦ ʚʩʝʭ ʢʚʠʪʘʥʮʠʷʭ ʙʣʦʢʘ ʧʦ ʭʝʰʫ 

ʙʣʦʢʘ; 

- DeleteTxLookupEntry() ʫʜʘʣʝʥʠʝ ʢʚʠʪʘʥʮʠʡ ʚʩʝʭ ʪʨʘʥʟʘʢʮʠʡ ʙʣʦʢʘ ʧʦ 

ʭʝʰʫ ʙʣʦʢʘ; 

- PreimageTable() ʧʦʣʫʯʝʥʠʝ ʵʢʟʝʤʧʣʷʨʘ ʙʘʟʳ ʜʘʥʥʳʭ ʩ ʧʨʝʬʠʢʩʦʤ ʢʣʶʯʘ 

ʜʣʷ ʟʘʧʠʩʝʡ ʧʨʦʦʙʨʘʟʘ; 

- WritePreimages() ʟʘʧʠʩʴ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ ʥʘʙʦʨʘ ʧʨʦʦʙʨʘʟʦʚ ʚ ʙʘʟʫ 

ʜʘʥʥʳʭ. çnumberè - ʵʪʦ ʥʦʤʝʨ ʪʝʢʫʱʝʛʦ ʙʣʦʢʘ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ 

ʩʦʦʙʱʝʥʠʡ ʦʪʣʘʜʢʠ; 

- GetBlockChainVersion() ʧʦʣʫʯʝʥʠʝ ʚʝʨʩʠʠ ʈʈ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ; 

- WriteBlockChainVersion() ʟʘʧʠʩʴ ʚʝʨʩʠʠ ʈʈ ʚ ʙʘʟʫ ʜʘʥʥʳʭ; 

- WriteChainConfig() ʟʘʧʠʩʴ ʥʘʩʪʨʦʝʢ ʈʈ ʚ ʙʘʟʫ; 

- GetChainConfig() ʧʦʣʫʯʝʥʠʝ ʥʘʩʪʨʦʝʢ ʈʈ ʧʦ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤʫ ʭʝʰʫ; 
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ʧ/ʧ 
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- FindCommonAncestor() ʧʦʣʫʯʝʥʠʝ ʧʦʩʣʝʜʥʝʛʦ ʦʙʱʝʛʦ ʧʨʝʜʢʘ ʜʚʫʭ 

ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʘ. 

error.go ʅʘʙʦʨ ʦʰʠʙʦʢ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʧʨʠ ʨʘʙʦʪʝ ʩ ʈʈ. 

events.go ʈʘʟʣʠʯʥʳʝ ʩʪʨʫʢʪʫʨʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʩʦʙʳʪʠʷ: 

- TxPreEvent - ʩʦʙʳʪʠʷ ʦʪ ʪʨʘʥʟʘʢʮʠʡ, ʧʦʧʘʚʰʠʭ ʚ ʧʫʣ ʪʨʘʥʟʘʢʮʠʡ; 

- PendingLogsEvent ï ʩʦʙʳʪʠʷ ʦʪ ʪʨʘʥʟʘʢʮʠʡ ʧʦʧʘʰʠʭ ʚ pending block, ʥʦ 

ʥʝ ʚʢʣʶʯʸʥʥʳʭ ʚ ʮʝʧʦʯʢʫ; 

- PendingStateEvent ï ʩʦʙʳʪʠʝ ʦʙ ʠʪʦʛʦʚʦʤ ʩʦʩʪʦʷʥʠʠ pending-ʙʣʦʢʘ; 

- NewMinedBlockEvent - ʧʫʙʣʠʢʫʝʪʩʷ, ʢʦʛʜʘ ʙʣʦʢ ʠʤʧʦʨʪʠʨʦʚʘʥ ʚ ʈʈ; 

- RemovedTransactionEvent - ʩʦʙʳʪʠʷ ʦʙ ʦʪʢʘʯʝʥʥʳʭ ʪʨʘʥʟʘʢʮʠʷʭ (ʚ ʩʣʫʯʘʝ 

ʧʝʨʝʩʦʛʣʘʩʦʚʘʥʠʷ ʮʝʧʦʯʢʠ); 

- RemovedLogsEvent - ʩʦʙʳʪʠʷ ʦʙ ʦʪʢʘʯʝʥʥʳʭ (ʚ ʩʣʫʯʘʝ ʧʝʨʝʩʦʛʣʘʩʦʚʘʥʠʷ 

ʮʝʧʦʯʢʠ) ʩʦʙʳʪʠʷʭ (ʦʙʲʷʚʣʝʥʥʳʭ ʚ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘʭ). 

evm.go ChainContext - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʠʪʴ ʟʘʛʦʣʦʚʢʠ 

ʠ ʧʘʨʘʤʝʪʨʳ ʢʦʥʩʝʥʩʫʩʘ ʠʟ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʈʈ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ 

ʟʥʘʯʝʥʠʷ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʪʨʘʥʟʘʢʮʠʠ. 

fees.go ʇʝʨʝʤʝʥʥʘʷ BlockReward. 

gaspool.go ʈʝʘʣʠʟʘʮʠʷ ʪʠʧʘ ʜʘʥʥʳʭ GasPool, ʥʝʦʙʭʦʜʠʤʦʛʦ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʪʨʘʥʟʘʢʮʠʡ 

ʙʣʦʢʘ. ʌʫʥʢʮʠʠ ʜʣʷ ʨʘʙʦʪʳ ʩ GasPool: AddGas, SubGas. 

gen_genesis.go ʉʦʟʜʘʥʠʝ genesis-ʙʣʦʢʘ ʥʘ ʦʩʥʦʚʝ JSON-ʦʧʠʩʘʥʠʷ. 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

gen_genesis_account.go ʉʦʟʜʘʥʠʝ ʩʦʩʪʦʷʥʠʡ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ ʠ ʠʥʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʧʫʙʣʠʯʥʳʭ 

ʢʣʶʯʝʡ genesis-ʙʣʦʢʘ ʥʘ ʦʩʥʦʚʝ JSON-ʦʧʠʩʘʥʠʷ. 

state_processor.go ɺʳʧʦʣʥʷʝʪ ʧʝʨʝʭʦʜ ʠʟ ʦʜʥʦʛʦ ʩʦʩʪʦʷʥʠʷ ʈʈ ʚ ʜʨʫʛʦʝ. 

state_transition.go stage transition - ʠʟʤʝʥʝʥʠʷ, ʩʜʝʣʘʥʥʳʝ ʧʨʠ ʧʨʠʤʝʥʝʥʠʠ ʪʨʘʥʟʘʢʮʠʠ ʢ 

ʪʝʢʫʱʝʤʫ ʩʦʩʪʦʷʥʠʶ ʈʈ. 

State Transitioning Model ʚʳʧʦʣʥʷʝʪ ʚʩʶ ʥʝʦʙʭʦʜʠʤʫʶ ʨʘʙʦʪʫ ʜʣʷ ʧʝʨʝʭʦʜʘ ʢ 

ʥʦʚʦʤʫ ʚʘʣʠʜʥʦʤʫ ʩʦʩʪʦʷʥʠʶ ʈʈ: 

1. ʆʙʨʘʙʦʪʢʘ ʥʦʥʩʘ; 

2. ʆʙʨʘʙʦʪʢʘ ʧʨʝʜʦʧʣʘʪʳ  ɻʘʟʘ; 

3. ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʦʙʲʝʢʪʘ ʩʦʩʪʦʷʥʠʷ, ʝʩʣʠ ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ \0*32; 

4. ʇʝʨʝʜʘʯʘ ʮʝʥʥʦʩʪʠ:  

ʝʩʣʠ ʩʦʟʜʘʝʪʩʷ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪ 

a) ʧʦʧʳʪʢʘ ʚʳʧʦʣʥʠʪʴ ʜʘʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ; 

b) ʝʩʣʠ ʜʝʡʩʪʚʠʪʝʣʴʥʦ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪ, ʢʘʢ ʢʦʜ ʜʣʷ 

ʥʦʚʦʛʦ ʦʙʲʝʢʪʘ ʩʦʩʪʦʷʥʠʷ; 

ʢʦʥʝʮ 

5. ɿʘʧʫʩʢ ʩʝʢʮʠʠ Script; 

6. ʇʦʣʫʯʝʥʠʝ ʥʦʚʦʛʦ ʢʦʨʝʥʷ ʩʦʩʪʦʷʥʠʷ. 
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tx_journal.go ʃʦʛ ʪʨʘʥʟʘʢʮʠʡ, ʧʦʟʚʦʣʷʶʱʠʡ ʩʦʭʨʘʥʠʪʴ ʩʦʟʜʘʥʥʳʝ ʣʦʢʘʣʴʥʦ ʠ 

ʥʝʚʳʧʦʣʥʝʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʠʭ ʫʥʠʯʪʦʞʝʥʠʷ ʧʨʠ ʧʝʨʝʟʘʧʫʩʢʝ 

ʫʟʣʘ. 

tx_list.go ʂʦʜ ʜʣʷ ʨʘʙʦʪʳ ʩʦ ʩʪʨʫʢʪʫʨʦʡ ʜʘʥʥʳʭ, ʚ ʢʦʪʦʨʦʡ ʩʦʭʨʘʥʷʶʪʩʷ ʪʨʘʥʟʘʢʮʠʠ. 

tx_pool.go ʈʝʘʣʠʟʘʮʠʷ ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ. 

types.go ʀʥʪʝʨʬʝʡʩʳ Validator ʠ Processor. 

miner agent.go ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ ʜʣʷ ʨʘʩʯʸʪʘ POW ʣʦʢʘʣʴʥʦ ʥʘ CPU.  

miner.go ʂʦʜ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʜʣʷ POW. 

remote_agent.go ʂʦʜ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʫʧʨʘʚʣʝʥʠʝ ʠ ʤʦʥʠʪʦʨʠʥʛ ʤʘʡʥʝʨʦʤ ʯʝʨʝʟ HTTP ʠ IPC 

API. 

unconfirmed.go ʂʦʜ ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʝʧʦʜʪʚʝʨʞʜʸʥʥʳʤʠ ʙʣʦʢʘʤʠ (ʢʦʪʦʨʳʝ ʙʳʣʠ ʥʘʡʜʝʥʳ 

ʣʦʢʘʣʴʥʦ, ʥʦ ʝʱʸ ʥʝ ʙʳʣʠ ʧʨʠʥʷʪʳ\ʦʪʚʝʨʛʥʫʪʳ ʩʝʪʴʶ). 

worker.go ʂʦʜ ʙʣʦʢ (ʠ ʟʘʛʦʣʦʚʦʢ) ʜʣʷ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʨʝʰʘʪʴʩʷ POW. ʌʦʨʤʠʨʫʝʪ 

ʧʦʜʧʠʩʴ ʙʣʦʢʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʥʘʡʜʝʥ POW. 

rlp  decode.go ʃʦʛʠʢʘ ʜʝʢʦʜʝʨʘ. 

doc.go ʂʦʤʤʝʥʪʘʨʠʡ. 

encode.go ʃʦʛʠʢʘ ʢʦʜʠʨʦʚʘʥʠʷ. 
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raw.go ʆʙʨʘʙʦʪʯʠʢ ʟʘʢʦʜʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ. 

typecache.go ʃʦʛʠʢʘ ʫʧʨʘʚʣʝʥʠʷ ʦʧʝʨʘʮʠʷʤʠ ʢʦʜʠʨʦʚʘʥʠʷ. 

trie encoding.go ʂʦʜ ʢʦʜʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. 

errors.go ʆʧʠʩʘʥʠʝ ʦʰʠʙʦʢ. 

hasher.go ʂʦʜ ʜʣʷ ʭʝʰʠʨʦʚʘʥʠʷ ʚ ʜʝʨʝʚʝ. 

iterator.go ʂʦʜ ʠʪʝʨʘʪʦʨʘ ʜʣʷ ʧʝʨʝʤʝʱʝʥʠʷ ʧʦ ʜʝʨʝʚʫ. 

node.go ʂʦʜ ʜʣʷ ʨʘʙʦʪʳ ʩ ʫʟʣʘʤʠ ʜʝʨʝʚʴʝʚ 

proof.go ʂʦʜ ʜʣʷ ʠʩʧʦʣʥʝʥʠʷ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʄʝʨʢʣʘ, ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ ʭʝʰʘ 

ʜʘʥʥʳʭ ʚ ʜʝʨʝʚʝ. 

secure_trie.go ʂʦʜ ʜʣʷ ʫʩʢʦʨʝʥʥʦʡ ʧʨʦʚʝʨʢʠ. 

sync.go ɸʢʪʫʘʣʠʟʘʮʠʷ ʜʝʨʝʚʘ ʧʦ ʧʦʩʪʫʧʘʶʱʠʤ ʜʘʥʥʳʤ. 

trie.go ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ ʠ ʠʥʪʝʨʬʝʡʩʦʚ ʜʣʷ ʨʘʙʦʪʳ ʩ ʜʝʨʝʚʦʤ. 

2. 2 ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʤʝʞʜʫ ʫʟʣʘʤʠ ʈʈ 

compression compression/rle/read_write.

go 

ʂʦʜ ʜʣʷ ʩʞʘʪʠʷ ʜʘʥʥʳʭ. 

ethdb database.go LDBDatabase - ʩʪʨʫʢʪʫʨʘ, ʭʨʘʥʷʱʘʷ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʙʘʟʝ ʜʘʥʥʳʭ levelDB, 

ʨʘʟʣʠʯʥʳʝ ʤʝʪʨʠʢʠ ʠ ʩʨʝʜʩʪʚʦ ʧʦʠʩʢʘ. 

ʊʘʢ ʞʝ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʥʠʟʢʦʫʨʦʚʥʝʚʳʝ ʬʫʥʢʮʠʠ: Put, Get, Has, Delete. 
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interface.go Database - ʠʥʪʝʨʬʝʡʩ, ʠʥʢʘʧʩʫʣʠʨʫʶʱʠʡ ʚʩʝ ʦʧʝʨʘʮʠʠ ʩ ʙʘʟʦʡ ʜʘʥʥʳʭ. ɺʩʝ 

ʬʫʥʢʮʠʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʢʫʨʝʥʪʥʦ. 

Batch - ʠʥʪʝʨʬʝʡʩ ʟʘʧʠʩʠ ʢ ʦʩʥʦʚʥʦʡ ʙʘʟʝ ʜʘʥʥʳʭ, ʜʣʷ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ Write. 

ʅʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʢʫʨʝʥʪʥʦ. 

memory_database.go ʈʝʘʣʠʟʘʮʠʷ in-memory ʙʘʟʳ ʜʘʥʥʳʭ. ɿʘʧʨʝʱʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚ ʧʨʦʜʘʢʰʝʥʝ 

ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. 

node api.go ʂʦʜ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʫʧʨʘʚʣʝʥʠʝ ʠ ʤʦʥʠʪʦʨʠʥʛ ʫʟʣʘ ʯʝʨʝʟ HTTP ʠ IPC API. 

config.go ʌʫʥʢʮʠʠ ʜʣʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʥʘʩʪʨʦʝʢ ʫʟʣʘ ʚ ʦʙʲʝʢʪ ʠ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʥʠʤ. 

defaults.go ʋʤʦʣʯʘʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʫʟʣʘ. 

doc.go ɺ ʜʘʥʥʦʤ ʬʘʡʣʝ ʪʦʣʴʢʦ ʪʝʢʩʪʦʚʳʡ ʢʦʤʤʝʥʪʘʨʠʡ. 

errors.go ʆʧʠʩʘʥʠʝ ʦʰʠʙʦʢ. 

node.go ʆʩʥʦʚʥʦʡ ʢʦʜ ʫʟʣʘ, ʚ ʢʦʪʦʨʦʤ ʧʨʦʠʩʭʦʜʠʪ ʟʘʧʫʩʢ API-ʠʥʪʝʨʬʝʡʩʦʚ, ʟʘʧʫʩʢ 

ʩʝʪʝʚʦʡ ʧʦʜʩʠʩʪʝʤʳ ʜʣʷ ʦʙʱʝʥʠʷ ʩ ʜʨʫʛʠʤʠ ʫʟʣʘʤʠ, ʯʪʝʥʠʝ ʥʘʩʪʨʦʝʢ, 

ʧʦʜʢʣʶʯʝʥʠʝ ʙʘʟʳ ʠ ʢʨʠʧʪʦ-ʢʦʥʪʝʡʥʝʨʘ. 

service.go ʂʦʜ ʜʣʷ ʦʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ. ʉʝʨʚʠʩʳ - ʘʙʩʪʨʘʢʮʠʷ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʟʘʧʫʩʢʘ ʧʘʨʘʣʣʝʣʴʥʳʭ ʪʨʝʜʦʚ ʧʨʦʮʝʩʩʘ, ʪʘʢʠʭ ʢʘʢ, ʥʘʧʨʠʤʝʨ, ʪʨʝʜ, 

ʦʙʩʣʫʞʠʚʘʶʱʠʡ HTTP API ʠ ʪʨʝʜ ʜʣʷ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʜʨʫʛʠʤʠ 

ʫʟʣʘʤʠ. 



144 

 

ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

P2P dial.go ʉʪʨʫʢʪʫʨʘ dialstate ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ tcp ʚʳʟʦʚʘʤʠ ʢ ʜʨʫʛʠʤ ʥʦʜʘʤ 

ʠ discovery-ʦʧʨʦʩʘʤʠ ʜʨʫʛʠʭ ʥʦʜ ʧʦ udp. 

ʉʪʨʫʢʪʫʨʘ dialTask ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʘʞʜʦʡ ʥʦʜʳ, ʢʦʪʦʨʫʶ ʚʳʟʳʚʘʝʪ ʫʟʝʣ. 

message.go ʉʪʨʫʢʪʫʨʘ P2P ʩʦʦʙʱʝʥʠʷ? ʦʧʨʝʜʝʣʝʥʘ ʚ Msg. 

metrics.go ʉʦʜʝʨʞʠʪ ʤʝʪʨʠʢʠ ʠ ʪʘʡʤʝʨʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʥʘ ʩʝʪʝʚʦʤ ʫʨʦʚʥʝ. 

peer.go Peer ʥʫʞʥʘ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ ʫʜʘʣʸʥʥʦʛʦ ʫʟʣʘ, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ 

ʣʦʢʘʣʴʥʦʤʫ ʫʟʣʫ. 

peer_error.go ʅʘʙʦʨ ʦʰʠʙʦʢ ʧʨʠ ʨʘʙʦʪʝ ʩ ʩʝʪʴʶ. 

protocol.go ʆʧʠʩʘʥʠʝ ʜʣʷ ʘʙʩʪʨʘʢʮʠʠ ʧʨʦʪʦʢʦʣʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʫʟʣʘʤʠ. ɺ ʜʘʥʥʦʤ 

ʩʣʫʯʘʝ ʵʪʦ rlpx, ʟʘʚʸʨʥʫʪʳʡ ʚ TLS. 

rlpx.go RLPx - ʪʨʘʥʩʧʦʨʪʥʳʡ ʧʨʦʪʦʢʦʣ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʩʝʪʝʚʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ. ʕʪʦʪ 

ʧʨʦʪʦʢʦʣ ʨʘʙʦʪʘʝʪ çʚʥʫʪʨʠè TLS. 

server.go Server ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ. 

discover 

database.go ʉʪʨʫʢʪʫʨʘ nodeDB ʩʦʜʝʨʞʠʪ ʠʥʪʝʨʬʝʡʩ ʢ levelDB (ʥʘ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ) ʠ 

ʭʨʘʥʠʪ ʜʘʥʥʳʝ ʦ ʚʩʝʭ ʠʟʚʝʩʪʥʳʭ ʫʟʣʫ ʜʨʫʛʠʭ ʫʟʣʘʭ. 
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node.go ʉʪʨʫʢʪʫʨʘ Node ʩʦʜʝʨʞʠʪ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʫʟʣʘ ʚ ʩʝʪʠ (IP, TCP- ʠ UDP-ʧʦʨʪʳ, 

ʠʥʜʝʥʪʠʬʠʢʘʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʫʟʣʘ) ʠ ʬʫʥʢʮʠʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ 

ʠʥʪʝʨʬʝʡʩ ʢ ʵʪʦʡ ʩʪʨʫʢʪʫʨʝ. 

ntp.go ʂʦʜ ʜʣʷ ʢʦʥʪʨʦʣʷ ʚʨʝʤʝʥʥʳʭ ʤʝʪʦʢ ʚ ʧʨʦʪʦʢʦʣʝ. 

table.go ʊʘʙʣʠʮʘ (ʥʘʭʦʜʠʪʩʷ ʚ RAM) ʫʟʣʦʚ ʩ ʢʦʪʦʨʳʤʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʫʟʝʣ ʠ 

ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʝʡ. 

udp.go ʆʧʠʩʘʥʠʝ UDP-ʧʨʦʪʦʢʦʣʘ. 

nat 

nat.go ʂʦʜ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʦʜʩʪʨʦʡʢʠ ʧʨʠ ʨʘʙʦʪʝ çʟʘ NATè. 

natpmp.go ɼʣʷ ʧʦʜʩʪʨʦʡʢʠ ʚ ʩʣʫʯʘʝ nat-pmp ʧʨʦʪʦʢʦʣʘ. 

natupnp.go ɼʣʷ ʩʣʫʯʘʷ UPnP ʧʨʦʪʦʢʦʣʘ. 

netutil  

error.go ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʘʭ ʧʘʨʩʝʨʦʚ. 

net.go ʇʘʨʩʝʨʳ IP-ʘʜʨʝʩʦʚ ʠ ʧʨʦʯʘʷ ʣʦʛʠʢʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʜʠʘʛʥʦʩʪʠʢʠ ʩʝʪʠ. 

toobig_notwindows.go ʃʦʛʠʢʘ ʦʙʨʘʙʦʪʢʠ ʧʘʢʝʪʦʚ ʥʝʦʞʠʜʘʥʥʦʛʦ ʨʘʟʤʝʨʘ. 

toobig_windows.go ʃʦʛʠʢʘ ʦʙʨʘʙʦʪʢʠ ʧʘʢʝʪʦʚ ʥʝʦʞʠʜʘʥʥʦʛʦ ʨʘʟʤʝʨʘ. 
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whitelist-utils - ʅʘʙʦʨ ʩʢʨʠʧʪʦʚ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʠʚʘʪʥʦʡ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ. 

3. 3 ʂʦʤʧʦʥʝʥʪ 

ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ 

accounts abi 

abi/abi.go ABI ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʪʝʢʩʪʝ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʠ ʚʳʧʦʣʥʷʝʤʳʭ 

ʤʝʪʦʜʘʭ (ʬʫʥʢʮʠʷʭ). ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʦʜʠʪʴ ʧʨʦʚʝʨʢʫ ʪʠʧʦʚ ʚʳʧʦʣʥʷʝʤʳʭ 

ʬʫʥʢʮʠʡ ʠ ʧʦʜʛʦʪʘʚʣʠʚʘʪʴ ʜʘʥʥʳʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝ. 

- Constructor - ʢʦʥʩʪʨʫʢʪʦʨ ʢʦʥʪʨʘʢʪʘ; 

- Methods - ʢʘʨʪʘ ʤʝʪʦʜʦʚ ʢʦʥʪʨʘʢʪʘ; 

- Events - ʢʘʨʪʘ ʩʦʙʳʪʠʡ ʢʦʥʪʨʘʢʪʘ. 

abi/argument.go Argument ʩʦʜʝʨʞʠʪ ʠʤʷ ʘʨʛʫʤʝʥʪʘ ʠ ʝʛʦ ʪʠʧ. ʊʠʧʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ 

ʫʧʘʢʦʚʢʝ ʠ ʪʝʩʪʠʨʦʚʘʥʠʠ ʘʨʛʫʤʝʥʪʦʚ. 

abi/doc.go ʇʘʢʝʪ abi ʩʦʜʝʨʞʠʪ ʨʝʘʣʠʟʘʮʠʶ Ethereum ABI (Application Binary Interface). 

Ethereum ABI ʩʪʘʪʠʯʝʩʢʦʝ, ʩʪʨʦʛʦ ʪʠʧʠʟʠʨʦʚʘʥʦʝ, ʢʦʤʧʠʣʠʨʫʝʤʦʝ. ABI 

ʩʦʜʝʨʞʠʪ ʙʘʟʦʚʳʝ ʧʨʘʚʠʣʘ ʧʨʠʚʝʜʝʥʠʷ ʪʠʧʦʚ (ʟʥʘʢʦʚʳʝ ʚ ʙʝʟʟʥʘʢʦʚʳʝ ʠ 

ʦʙʨʘʪʥʦ). ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʤʘʩʩʠʚʦʚ ʙʝʟʟʥʘʢʦʚʳʭ ʟʥʘʯʝʥʠʡ 

ʚ ʤʘʩʩʠʚ ʟʥʘʢʦʚʳʭ ʟʥʘʯʝʥʠʡ. 

abi/error.go ʆʧʠʩʘʥʠʝ ʜʣʷ ʦʙʨʘʙʦʪʯʥʠʢʘ ʦʰʠʙʦʢ, ʚʦʟʥʠʢʘʶʱʠʭ ʧʨʠ ʨʘʙʦʪʝ abi. 

abi/event.go Event - ʩʦʙʳʪʠʝ, ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʳʟʚʘʥʥʦʝ LOG ʤʝʭʘʥʠʟʤʦʤ ʚʠʨʪʫʘʣʴʥʦʡ 

ʤʘʰʠʥʳ EVM. ʉʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ (input) ʦ ʜʘʥʥʦʤ ʚʳʚʦʜʝ (output). 

ʄʦʛʫʪ ʙʳʪʴ ʘʥʦʥʠʤʥʳʤʠ ʠ ʥʝ ʘʥʦʥʠʤʥʳʤʠ. 

- Name - ʠʤʷ ʩʦʙʳʪʠʷ; 
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- Anonymous - ʬʣʘʛ ʘʥʦʥʠʤʥʦʩʪʠ; 

- Inputs - ʤʘʩʩʠʚ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʜʣʝʞʘʱʠʡ ʩʦʭʨʘʥʝʥʠʶ, ʢʘʢ ʧʨʠʯʠʥʘ 

ʩʦʙʳʪʠʷ. 

abi/method.go ʈʝʘʣʠʟʘʮʠʷ ʘʙʩʪʨʘʢʪʥʦʛʦ ʤʝʪʦʜʘ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ EVM. 

ʄʝʪʦʜ ʤʦʞʝʪ ʙʳʪʴ ʪʠʧʘ Const - ʚ ʵʪʦʤ ʩʣʫʯʘʝ, ʥʝ ʪʨʝʙʫʝʪʩʷ ʠʟʤʝʥʝʥʠʷ ʜʘʥʥʳʭ 

ʧʨʠ ʚʳʟʦʚʝ ʜʘʥʥʦʛʦ ʤʝʪʦʜʘ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʩʪʦ ʩʠʤʫʣʠʨʦʚʘʥʦ, ʠʩʧʦʣʴʟʫʷ 

ʣʦʢʘʣʴʥʫʶ EVM. ʅʘʧʨʠʤʝʨ, ʤʝʪʦʜ Balance() ʥʫʞʝʥ ʪʦʣʴʢʦ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʭʨʘʥʠʣʠʱʘ ʠ ʥʝ ʪʨʝʙʫʝʪ ʦʪʧʨʘʚʢʠ ʪʨʘʥʟʘʢʮʠʠ ʚ ʩʝʪʴ. ɺ ʜʨʫʛʦʤ 

ʩʣʫʯʘʝ, ʤʝʪʦʜ Transact() ʪʨʝʙʫʝʪ ʦʪʧʨʘʚʢʠ ʪʨʘʥʟʘʢʮʠʠ ʚ ʩʝʪʴ ʠ ʜʦʣʞʝʥ ʙʳʪʴ 

ʦʧʣʘʯʝʥ. 

- Name - ʠʤʷ ʤʝʪʦʜʘ; 

- Const - ʬʣʘʛ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠʟʤʝʥʝʥʠʡ; 

- Inputs - ʤʘʩʩʠʚ ʘʨʛʫʤʝʥʪʦʚ ʤʝʪʦʜʘ; 

- Outputs - ʤʘʩʩʠʚ ʚʦʟʚʨʘʱʘʝʤʳʭ ʟʥʘʯʝʥʠʡ. 

abi/numbers.go Cʦʛʣʘʩʦʚʘʥʠʝ ʯʠʩʝʣʴʥʳʭ ʪʠʧʦʚ ʜʘʥʥʳʭ ʜʣʷ ʨʘʙʦʪʳ abi. 

abi/pack.go ʉʦʛʣʘʩʦʚʘʥʠʝ ʙʘʡʪʦʚʳʭ ʤʘʩʩʠʚʦʚ ʜʣʷ ʨʘʙʦʪʳ abi. 

abi/reflect.go ʉʦʛʣʘʩʦʚʘʥʠʝ ʪʠʧʦʚ ʜʘʥʥʳʭ ʠʟ ʩʪʨʦʢʦʚʦʛʦ ABI ʦʧʠʩʘʥʠʷ. 

abi/type.go Type - ʦʪʨʘʞʝʥʠʝ (reflection) ʘʨʛʫʤʝʥʪʘ ʧʦʜʜʝʨʞʠʚʘʝʤʦʛʦ ʪʠʧʘ. 

abi/unpack.go Unpacker - ʠʥʪʝʨʬʝʡʩ, ʧʦʟʚʦʣʷʶʱʠʡ ʠʤʝʪʴ ʘʙʩʪʨʘʢʮʠʶ ʤʝʞʜʫ ʩʦʙʳʪʠʷʤʠ ʠ 

ʤʝʪʦʜʘʤʠ ʠ ʥʘʜʣʝʞʘʱʠʤ ʦʙʨʘʟʦʤ çʨʘʩʧʘʢʦʚʳʚʘʪʴè ʠʭ. 



148 

 

ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

abi/bind 

abi/bind/auth.go NewKeyedTransactor - ʬʫʥʢʮʠʷ, ʩʦʟʜʘʶʱʘʷ ʧʦʜʧʠʩʘʥʪʘ ʪʨʘʥʟʘʢʮʠʠ (signer) ʠʟ 

ʧʨʠʚʘʪʥʦʛʦ ʢʣʶʯʘ. 

abi/bind/backend.go ContractBackend - ʠʥʪʝʨʬʝʡʩ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʠʥʪʝʨʬʝʡʩʳ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ ʢʦʥʪʨʘʢʪʦʤ ʚ ʨʝʞʠʤʝ ʯʪʝʥʠʷ-ʟʘʧʠʩʠ; 

ContractCaller - ʠʥʪʝʨʬʝʡʩ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʤʝʪʦʜʳ, ʥʫʞʥʳʝ ʜʣʷ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʦʥʪʨʘʢʪʦʤ ʚ ʨʝʞʠʤʝ ʯʪʝʥʠʷ; 

ContractTransactor - ʠʥʪʝʨʬʝʡʩ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʤʝʪʦʜʳ, ʥʫʞʥʳʝ ʜʣʷ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʦʥʪʨʘʢʪʦʤ ʚ ʨʝʞʠʤʝ ʟʘʧʠʩʠ; 

DeployBackend - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʬʫʥʢʮʠʠ ʥʫʞʥʳʝ WaitMined ʠ 

WaitDeployed (ʩʤ. abi/bind/util.go); 

PendingContractCaller - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʬʫʥʢʮʠʠ ʚʳʟʦʚʘ 

(contract calls) ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʦʞʠʜʘʶʱʠʤ ʩʦʩʪʦʷʥʠʝʤ (pending state). 

abi/bind/base.go BoundContract - ʦʙʸʨʪʢʘ, ʢʦʪʦʨʘʷ ʦʪʨʘʞʘʝʪ ʢʦʥʪʨʘʢʪ ʧʦ ʢʦʥʢʨʝʪʥʦʤʫ ʘʜʨʝʩʫ ʚ 

ʩʝʪʠ. ʉʦʜʝʨʞʠʪ ʢʦʣʣʝʢʮʠʶ ʤʝʪʦʜʦʚ ʢʦʥʪʨʘʢʪʘ (ABI), ʠʥʪʝʨʬʝʡʩʳ ʚʚʦʜʘ-

ʚʳʚʦʜʘ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʈʈ; 

CallOpts - ʥʘʙʦʨ ʦʧʮʠʡ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʳʟʦʚʘ (call) ʢʦʥʪʨʘʢʪʘ; 

TransactOpts - ʥʘʙʦʨ ʘʚʪʦʨʠʟʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʦʨʨʝʢʪʥʦʡ 

ʪʨʘʥʟʘʢʮʠʠ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʫʢʘʟʘʥʠʝ ʢʦʥʢʨʝʪʥʦʡ ʬʫʥʢʮʠʠ ʧʦʜʧʠʩʠ 

ʪʨʘʥʟʘʢʮʠʠ (SignerFn), ʩʦʣʴ, ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ, ʦʙʲʝʤ ʦʪʧʨʘʚʣʷʝʤʦʡ ʚʘʣʶʪʳ 

(ʚ wei), ʮʝʥʫ ʛʘʟʘ, ʣʠʤʠʪ ʛʘʟʘ ʠ ʢʦʥʪʝʢʩʪ ʪʨʘʥʟʘʢʮʠʠ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʝʸ 

ʚʦʟʤʦʞʥʦʡ ʦʪʤʝʥʳ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

SignerFn - ʢʦʣʙʵʢ ʬʫʥʢʮʠʠ, ʚʳʟʳʚʘʝʤʳʡ ʚ ʩʣʫʯʘʝ ʪʨʝʙʦʚʘʥʠʷ ʢʦʥʪʨʘʢʪʦʤ 

ʤʝʪʦʜʘ ʜʣʷ ʧʦʜʧʠʩʘʥʠʷ ʪʨʘʥʟʘʢʮʠʠ ɼʆ ʦʪʧʨʘʚʢʠ ʚ ʩʝʪʴ. 

abi/bind/bind.go Bind - ʬʫʥʢʮʠʷ, ʢʦʪʦʨʘʷ ʩʦʟʜʘʸʪ Go-ʦʙʸʨʪʢʫ ʜʣʷ ABI ʢʦʥʪʨʘʢʪʘ. 

abi/bind/template.go tmplContract - ʩʪʨʫʢʪʫʨʘ, ʩʦʜʝʨʞʘʱʘʷ ʜʘʥʥʳʝ ʜʣʷ ʙʠʥʜʠʥʛʘ ʢ ʢʦʥʢʨʝʪʥʦʤʫ 

ʢʦʥʪʨʘʢʪʫ. ɺʢʣʶʯʘʝʪ ABI, EVM ʙʘʡʪʢʦʜ, ʢʦʥʩʪʨʫʢʪʦʨ, ʬʫʥʢʮʠʠ ʚʳʟʦʚʦʚ (call) 

ʠ ʬʫʥʢʮʠʠ ʪʨʘʥʟʘʢʮʠʡ (write); 

tmplMethod - ʦʙʸʨʪʢʘ ʜʣʷ ʤʝʪʦʜʘ ʠʟ ABI, ʩʦʜʝʨʞʘʱʘʷ ʧʨʝʜʦʙʨʘʙʦʪʘʥʥʳʝ ʠ 

ʢʵʰʠʨʦʚʘʥʥʳʝ ʧʦʣʷ ʜʘʥʥʳʭ. 

abi/bind/util.go WaitMined - ʬʫʥʢʮʠʷ, ʦʞʠʜʘʶʱʘʷ ʠʩʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʠ; 

WaitDeployed - ʬʫʥʢʮʠʷ, ʦʞʠʜʘʶʱʘʷ ʠʩʧʦʣʥʝʥʠʝ ʪʨʘʥʟʘʢʮʠʠ, ʩʦʟʜʘʶʱʝʡ 

ʢʦʥʪʨʘʢʪ ʠ ʚʦʟʚʨʘʱʘʶʱʘʷ ʘʜʨʝʩ ʢʦʥʪʨʘʢʪʘ, ʢʦʛʜʘ ʪʨʘʥʟʘʢʮʠʷ ʙʫʜʝʪ ʩʤʘʡʥʝʥʘ. 

abi/bind/backends 

abi/bind/backends/simulate

d.go 

SimulatedBackend - ʩʪʨʫʢʪʫʨʘ, ʨʝʘʣʠʟʫʶʱʘʷ bind.ContractBackend, ʩʠʤʫʣʠʨʫʷ 

ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʈʈ. ɽʸ ʥʘʟʥʘʯʝʥʠʝ - ʪʝʩʪʠʨʦʚʘʪʴ ʚʳʟʦʚʳ ʢʦʥʪʨʘʢʪʘ. ʉʦʜʝʨʞʠʪ 

ʬʝʡʢʦʚʳʡ ʛʝʥʝʟʠʩ ʠ ʈʈ, ʭʨʘʥʠʤʳʝ ʚ ʧʘʤʷʪʠ; 

NewSimulatedBackend - ʬʫʥʢʮʠʷ, ʩʦʟʜʘʶʱʘʷ SimulatedBackend ʜʣʷ ʟʘʜʘʯ 

ʪʝʩʪʠʨʦʚʘʥʠʷ. 

cmd abigen/main.go ʋʪʠʣʠʪʘ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ABI ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ ʬʘʡʣʘ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ 

ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

bootnode/main.go ʈʝʘʣʠʟʘʮʠʷ ʙʫʪʥʦʜʳ - ʫʟʣʘ ʩʝʪʠ, ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʝʛʦ ʪʦʣʴʢʦ ʧʦ P2P ʠ 

ʧʨʝʜʦʩʪʘʚʣʷʶʱʝʛʦ ʜʨʫʛʠʤ ʫʟʣʘʤ ʩʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʫʟʣʦʚ. 

evm 

evm/compiler.go ʂʦʜ ʜʣʷ ʢʦʤʧʠʣʷʪʦʨʘ EVM assembler ʚ EVM ʙʘʡʪ-ʢʦʜ. 

evm/disasm.go ɺʩʪʨʦʝʥʥʳʡ ʜʠʟʘʩʩʝʤʙʣʝʨ ʙʘʡʪʢʦʜʘ. 

evm/json_logger.go ʀʥʩʪʨʫʤʝʥʪ ʣʦʛʠʨʦʚʘʥʠʷ ʨʘʙʦʪʳ EVM ʚ ʬʦʨʤʘʪʝ json. 

evm/main.go ʂʦʥʩʦʣʴʥʘʷ ʫʪʠʣʠʪʘ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ EVM-ʢʦʜʘ. 

evm/runner.go ʂʦʜ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʩʪʦʷʥʠʡ EVM ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʜʘ. 

evm/staterunner.go ʂʦʜ ʜʣʷ ʪʨʘʩʩʠʨʦʚʢʠ ʩʦʩʪʦʷʥʠʡ EVM. 

evm/internal/compiler 

evm/internal/compiler/com

piler.go 

ʀʩʭʦʜʥʳʡ ʢʦʜʘ ʢʦʤʧʠʣʷʪʦʨʘ EASM (Ethereum assembler) ʚ ʙʠʥʘʨʥʳʡ ʢʦʜ. 

geth 

geth/accountcmd.go ʌʫʥʢʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʘʢʢʘʫʥʪʘʤʠ: 

- account list - ʚʳʚʦʜ ʚ ʢʦʥʩʦʣʴ ʚʩʝʭ ʜʦʩʪʫʧʥʳʭ ʘʢʢʘʫʥʪʦʚ; 

- account new - ʩʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʘʢʢʘʫʥʪʘ; 

- account update - ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ ʘʢʢʘʫʥʪʘ. 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

geth/bugcmd.go ʌʫʥʢʮʠʷ bug ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʦʙʱʠʪʴ ʦʙ ʦʰʠʙʢʝ 

ʨʘʟʨʘʙʦʪʯʠʢʘʤ. 

geth/chaincmd.go ʌʫʥʢʮʠʠ ʜʣʷ ʨʘʙʦʪʳ ʩ ʮʝʧʦʯʢʦʡ: 

- init- ʠʥʠʮʠʘʣʠʟʘʮʠʷ ʥʦʚʦʛʦ ʈʈ ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ genesis.json; 

- impor - ʠʤʧʦʨʪ ʙʣʦʢʦʚ ʚ ʈʈ ʠʟ ʬʘʡʣʘ. ɹʣʦʢʠ ʜʦʣʞʥʳ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʳ 

ʚ ʚʠʜʝ ʬʘʡʣʘ ʚ RLP-ʢʦʜʠʨʦʚʘʥʥʦʤ ʚʠʜʝ. ɺʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʜʥʦʛʦ 

ʬʘʡʣʘ ʩ ʥʝʩʢʦʣʴʢʠʤʠ RLP-ʢʦʜʠʨʦʚʘʥʥʳʤʠ ʙʣʦʢʘʤʠ, ʣʠʙʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʥʝʩʢʦʣʴʢʠʭ ʬʘʡʣʦʚ; 

- export - ʵʢʩʧʦʨʪ ʟʘʜʘʥʥʳʭ ʙʣʦʢʦʚ ʠʟ ʈʈ ʚ ʬʘʡʣ; 

- removedb - ʫʜʘʣʝʥʠʝ ʈʈ ʚ ʟʘʜʘʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ; 

- dump - ʜʘʤʧ ʢʦʥʢʨʝʪʥʦʛʦ ʙʣʦʢʘ ʠʟ ʭʨʘʥʠʣʠʱʘ. 

geth/config.go ʇʘʨʩʝʨ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ TOML-ʬʘʡʣʘ ʠʣʠ ʬʣʘʛʦʚ. 

geth/consolecmd.go ʈʝʘʣʠʟʘʮʠʷ ʬʫʥʢʮʠʡ ʠʥʪʝʨʘʢʪʠʚʥʦʡ Javascript-ʢʦʥʩʦʣʠ. 

geth/main.go ʊʦʯʢʘ ʚʭʦʜʘ ʚ ʧʨʠʣʦʞʝʥʠʝ meth. ʆʙʲʝʜʠʥʷʝʪ ʚ ʩʝʙʝ ʚʩʝ ʚʦʟʤʦʞʥʳʝ ʬʣʘʛʠ 

ʟʘʧʫʩʢʘ ʠ ʟʘʧʫʩʢʘʝʪ ʧʦʣʥʫʶ ʥʦʜʫ. ʄʦʜʫʣʴʥʘʷ ʘʨʭʠʪʝʢʪʫʨʘ ʧʦʟʚʦʣʷʝʪ 

ʧʦʜʢʣʶʯʠʪʴ ʬʘʡʣʳ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʬʫʥʢʮʠʷʤʠ. 

geth/misccmd.go - ʈʝʘʣʠʟʘʮʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʫʥʢʮʠʡ ʥʦʜʳ: 

- makecache - ʩʦʟʜʘʥʠʝ ʚʝʨʠʬʠʢʘʮʠʦʥʥʦʛʦ ʢʵʰʘ ethash (ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ); 

- makedag - ʩʦʟʜʘʥʠʝ direct acyclic graph (DAG) (ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ); 

- version - ʚʳʚʦʜ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʟʘʚʝʨʰʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ. 
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ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

geth/monitorcmd.go ʈʝʘʣʠʟʘʮʠʷ ʬʫʥʢʮʠʡ ʤʦʥʠʪʦʨʠʥʛʘ ʥʦʜʳ: 

- Monitor - ʦʪʦʙʨʘʞʝʥʠʝ ʤʝʪʨʠʢ ʢʦʥʢʨʝʪʥʦʡ ʥʦʜʳ. 

geth/usage.go ʉʦʜʝʨʞʠʪ ʰʘʙʣʦʥ ʠ ʛʝʥʝʨʘʪʦʨ ʦʧʠʩʘʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ meth. 

geth/testdata ɼʠʨʝʢʪʦʨʠʷ ʩ ʪʝʩʪʦʚʳʤʠ ʜʘʥʥʳʤʠ ʜʣʷ ʵʪʘʣʦʥʥʦʛʦ geth Ethereum. 

puppeth 

rlpdump/main.go rlpdump - ʫʪʠʣʠʪʘ ʜʣʷ ʚʳʚʦʜʘ RLP-ʜʘʥʥʳʭ ʚ ʦʪʬʦʨʤʘʪʠʨʦʚʘʥʥʦʤ ʚʠʜʝ. 

utils 

utils/cmd.go ʂʦʜ, ʟʘʧʫʩʢʘʶʱʠʡ ʣʦʛʠʢʫ ʚ ʨʘʟʣʠʯʥʳʭ ʨʝʞʠʤʘʭ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʝʨʝʜʘʚʘʝʤʳʤʠ ʬʣʘʛʘʤʠ). 

utils/customflags.go ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʦʙʨʘʙʦʪʯʠʢ ʧʝʨʝʜʘʚʘʝʤʳʭ ʩ ʬʣʘʛʦʤ ʟʥʘʯʝʥʠʡ. 

utils/fdlimit_freebsd.go ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʦʙʨʘʙʦʪʯʠʢ ʬʣʘʛʦʚ ʜʣʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ freebsd. 

utils/fdlimit_unix.go ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʦʙʨʘʙʦʪʯʠʢ ʬʣʘʛʦʚ ʜʣʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ unix. 

utils/fdlimit_windows.go ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʦʙʨʘʙʦʪʯʠʢ ʬʣʘʛʦʚ ʜʣʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ windows. 

utils/flags.go ʅʘʙʦʨ ʬʣʘʛʦʚ ʠ ʧʘʨʩʝʨ. 

common big.go ʆʧʠʩʘʥʠʝ ʪʠʧʦʚ Big*. 

bytes.go ʅʘʙʦʨ ʬʫʥʢʮʠʡ ʜʣʷ ʨʘʙʦʪʳ ʩ hex-ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ ʜʘʥʥʳʭ. 
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ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

debug.go ʂʦʜ ʢʦʥʩʪʨʫʠʨʫʶʱʠʡ. 

format.go ʂʦʜ ʬʦʨʤʘʪʠʨʫʝʪ ʜʘʥʥʳʝ ʜʣʷ ʫʜʦʙʩʪʚʘ ʯʪʝʥʠʷ ʯʝʣʦʚʝʢʦʤ. 

path.go ʂʦʜ, ʬʦʨʤʠʨʫʶʱʠʡ çʙʘʥʥʝʨè ʫʟʣʘ. 

size.go ʂʦʜ ʬʦʨʤʘʪʠʨʫʝʪ ʜʘʥʥʳʝ ʜʣʷ ʫʜʦʙʩʪʚʘ ʯʪʝʥʠʷ ʯʝʣʦʚʝʢʦʤ. 

test_utils.go json-ʧʘʨʩʝʨ. 

types.go ɹʠʙʣʠʦʪʝʢʘ ʪʠʧʦʚ. 

types_template.go ʐʘʙʣʦʥ ʜʣʷ ʬʫʥʢʮʠʡ ʢʦʥʚʝʨʪʘʮʠʠ ʪʠʧʦʚ. 

bitutil  

bitutil/bitutil.go ʂʦʜ ʜʣʷ ʫʩʢʦʨʝʥʠʷ ʙʠʪʦʚʳʭ ʦʧʝʨʘʮʠʡ. 

bitutil/compress.go ʂʦʜ ʜʣʷ ʩʞʘʪʠʷ ʜʘʥʥʳʭ. 

bitutil/compress_fuzz.go ʂʦʜ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʦʧʝʨʘʮʠʡ ʢʦʜʠʨʦʚʘʥʠʷ-ʜʝʢʦʜʠʨʦʚʘʥʠʷ. 

compiler 

compiler/solidity.go ʂʦʜ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚʥʝʰʥʝʛʦ ʢʦʤʧʠʣʷʪʦʨʘ Solidity ʧʨʠ ʟʘʧʨʦʩʝ 

ʢʦʤʧʠʣʷʮʠʠ ʯʝʨʝʟ API. 

hexutil 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

hexutil/hexutil.go ʂʦʜ ʜʣʷ ʨʘʙʦʪʳ ʩʦ ʩʪʨʦʢʦʚʳʤ ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ HEX-ʜʘʥʥʳʭ. 

hexutil/json.go json-ʧʘʨʩʝʨ. 

math 

math/big.go ʅʘʙʦʨ ʬʫʥʢʮʠʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ʙʦʣʴʰʠʤʠ ʯʠʩʣʘʤʠ. 

math/integer.go ʅʘʙʦʨ ʬʫʥʢʮʠʡ ʜʣʷ ʨʘʙʦʪʳ ʜʣʷ ʢʦʥʬʝʨʪʘʮʠʠ ʮʝʣʳʭ ʯʠʩʝʣ ʚ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ. 

mclock 

mclock/mclock.go ʂʦʜ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʚʨʝʤʝʥʠ. 

number 

number/int.go ɹʠʙʣʠʦʪʝʢʘ ʤʘʪʝʤʘʪʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ ʩ ʮʝʣʳʤʠ ʯʠʩʣʘʤʠ. 

contracts whitelist 

whitelist/contract.go ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩʦ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘʤʠ ʮʝʧʦʯʢʠ ʠʟ 

ʢʦʜʘ ʫʟʣʘ. 

whitelist/whitelist.go ʅʘʩʪʨʦʡʢʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ. 

eth api.go PublicEthereumAPI - ʧʨʝʜʦʩʪʘʚʣʷʝʪ API ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʦʜʝ 

ʄʘʩʪʝʨʯʝʡʥ. 



155 

 

ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

PublicMinerAPI - ʧʨʝʜʦʩʪʘʚʣʷʝʪ API ʜʣʷ ʢʦʥʪʨʦʣʷ ʤʘʡʥʠʥʛʦʚʳʭ ʦʧʝʨʘʮʠʡ. 

ʇʨʝʜʦʩʪʘʚʣʷʝʪ ʤʝʪʦʜʳ ʪʦʣʴʢʦ ʜʣʷ ʦʧʝʨʘʮʠʡ ʩ ʜʘʥʥʳʤʠ, ʥʝ ʠʤʝʶʱʠʭ ʨʠʩʢʘ ʩ 

ʪʦʯʢʠ ʟʨʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠ ʧʫʙʣʠʯʥʦʤ ʜʦʩʪʫʧʝ ʢ ʵʪʠʤ ʜʘʥʥʳʤ. 

api_backend.go EthApiBackend ʨʝʘʣʠʟʫʝʪ ethapi.Backend ʜʣʷ ʧʦʣʥʦʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʥʦʜ. 

backend.go Ethereum - ʩʪʨʫʢʪʫʨʘ, ʨʝʘʣʠʟʫʶʱʘʷ ʬʫʥʢʮʠʦʥʘʣ ʩʝʨʚʠʩʘ Ethereum: 

- config *Config 

- chainConfig *params.ChainConfig 

- shutdownChan chan bool // ʂʘʥʘʣ ʜʣʷ ʧʨʝʢʨʘʱʝʥʠʷ ʨʘʙʦʪʳ Ethereum; 

- stopDbUpgrade func() error // ʆʩʪʘʥʦʚʢʘ ʈʈ, ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʝ ʦʙʥʦʚʣʝʥʠʝ 

ʢʣʶʯʘ ʙʘʟʳ ʜʘʥʥʳʭ; 

- txPool *core.TxPool 

- blockchain *core.BlockChain 

- protocolManager *ProtocolManager 

- lesServer LesServer 

- chainDb ethdb.Database // ɹʘʟʘ ʜʘʥʥʳʭ ʈʈ; 

- eventMux *event.TypeMux 

- engine consensus.Engine 

- accountManager *accounts.Manager 

- bloomRequests chan chan *bloombits.Retrieval // ʂʘʥʘʣ ʧʦʣʫʯʝʥʠʷ ʟʘʧʨʦʩʦʚ 

ʥʘ ʧʦʣʫʯʝʥʠʝ ʜʘʥʥʳʭ ʬʠʣʴʪʨʦʚ ɹʣʫʤʘ; 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- bloomIndexer *core.ChainIndexer ɹʣʫʤ ʠʥʜʝʢʩʘʪʦʨ, ʨʘʙʦʪʘʶʱʠʡ ʧʨʠ 

ʠʤʧʦʨʪʝ ʙʣʦʢʦʚ; 

- ApiBackend *EthApiBackend 

- Miner *miner.Miner 

- gasPrice *big.Int 

- etherbase common.Address 

- networkId uint64 

- netRPCService *ethapi.PublicNetAPI 

- lock sync.RWMutex // ʇʨʝʜʦʭʨʘʥʷʝʪ ʚʘʨʠʘʪʠʚʥʳʝ ʧʦʣʷ (ʥʘʧʨʠʤʝʨ, ʮʝʥʫ 

ɻʘʟʘ ʠ etherbase). 

bind.go ContractBackend - ʩʪʨʫʢʪʫʨʘ, ʩʦʜʝʨʞʘʱʘʷ ʫʢʘʟʘʪʝʣʠ ʥʘ ʥʘʙʦʨ API, 

ʨʝʘʣʠʟʫʶʱʠʭ ʧʨʷʤʳʝ ʚʳʟʦʚʳ ʚʥʫʪʨʝʥʥʝʡ ʣʦʛʠʢʠ ʄʘʩʪʝʨʯʝʡʥ. ʅʝʦʙʭʦʜʠʤʘ 

ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʢʦʥʪʨʘʢʪʦʚ ʩ ʩʫʙʧʨʦʪʦʢʦʣʦʤ eth. 

- Eapi - ʦʙʸʨʪʢʘ ʦʙʲʝʢʪʦʚ ʄʘʩʪʝʨʯʝʡʥ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʤʝʪʘʜʘʥʥʳʤ; 

- Bcapi - ʦʙʸʨʪʢʘ ʦʙʲʝʢʪʦʚ ʈʈ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʚ ʮʝʧʠ; 

- Txapi - ʦʙʸʨʪʢʘ ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʪʨʘʥʟʘʢʮʠʡ. 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

bloombits.go Bloom bits - ʙʠʪʦʚʳʡ ʤʘʩʩʠʚ ʚ ʟʘʛʦʣʦʚʢʝ ʙʣʦʢʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʧʦʠʩʢ, ʠʩʧʦʣʴʟʫʷ ʌʠʣʴʪʨ ɹʣʫʤʘ. 

ʌʠʣʴʪʨ ɹʣʫʤʘ - ʵʪʦ ʚʝʨʦʷʪʥʦʩʪʥʘʷ ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʧʦʟʚʦʣʷʶʱʘʷ ʧʨʦʚʝʨʷʪʴ 

ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʵʣʝʤʝʥʪʘ ʢ ʤʥʦʞʝʩʪʚʫ. ʇʨʠ ʵʪʦʤ ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʧʦʣʫʯʠʪʴ ʣʦʞʥʦʧʦʣʦʞʠʪʝʣʴʥʦʝ ʩʨʘʙʘʪʳʚʘʥʠʝ (ʵʣʝʤʝʥʪʘ ʚ ʤʥʦʞʝʩʪʚʝ ʥʝʪ, ʥʦ 

ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ ʩʦʦʙʱʘʝʪ, ʯʪʦ ʦʥ ʝʩʪʴ), ʥʦ ʥʝ ʣʦʞʥʦʦʪʨʠʮʘʪʝʣʴʥʦʝ. 

ɺ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʙʣʦʢ ʩʛʝʥʝʨʠʨʦʚʘʥ ʠʣʠ ʚʝʨʠʬʠʮʠʨʦʚʘʥ, ʘʜʨʝʩ ʣʶʙʦʛʦ 

ʣʦʛʠʨʫʝʤʦʛʦ ʢʦʥʪʨʘʢʪʘ ʠ ʚʩʝ indexed ʟʥʘʯʝʥʠʷ ʠʟ ʣʦʛʦʚ, ʩʦʟʜʘʥʥʳʭ ʧʨʠ 

ʚʳʧʦʣʥʝʥʠʠ ʪʨʘʥʟʘʢʮʠʡ ʜʦʙʘʚʣʷʶʪʩʷ ʚ ʬʠʣʴʪʨ, ʢʦʪʦʨʳʡ ʚʢʣʶʯʘʝʪʩʷ ʚ 

ʟʘʛʦʣʦʚʦʢ ʙʣʦʢʘ. ʇʦʣʥʳʝ ʣʦʛʠ ʪʨʘʥʟʘʢʮʠʡ ʥʝ ʚʢʣʶʯʘʶʪʩʷ ʚ ʙʣʦʢ ʜʣʷ 

ʵʢʦʥʦʤʠʠ ʤʝʩʪʘ. 

ʂʦʛʜʘ ʧʨʠʣʦʞʝʥʠʝ ʠʱʝʪ ʚʩʝ ʩʦʙʳʪʠʷ ʧʦ ʢʦʥʢʨʝʪʥʦʤʫ ʢʦʥʪʨʘʢʪʫ ʠʣʠ 

ʢʦʥʢʨʝʪʥʳʝ ʟʥʘʯʝʥʠʷ ʧʦʣʝʡ indexed, ʫʟʝʣ ʙʳʩʪʨʦ ʩʯʠʪʳʚʘʝʪ ʟʘʛʦʣʦʚʢʠ ʚʩʝʭ 

ʙʣʦʢʦʚ, ʧʨʦʚʝʨʷʷ, ʤʦʞʝʪ ʣʠ ʬʠʣʴʪʨ ʩʦʜʝʨʞʘʪʴ ʨʝʣʝʚʘʥʪʥʳʝ ʜʘʥʥʳʝ. ɽʩʣʠ 

ʬʠʣʴʪʨ ʙʣʦʢʘ ʩʦʜʝʨʞʠʪ ʪʘʢʠʝ ʜʘʥʥʳʝ, ʫʟʝʣ ʚʳʧʦʣʥʷʝʪ ʟʘʥʦʚʦ ʪʨʘʥʟʘʢʮʠʠ ʠʟ 

ʜʘʥʥʦʛʦ ʙʣʦʢʘ, ʚʦʩʩʪʘʥʘʚʣʠʚʘʷ ʣʦʛʠ ʥʘ ʫʟʣʝ ʠ ʚʦʟʚʨʘʱʘʝʪ ʢʦʥʢʨʝʪʥʳʝ 

ʨʝʟʫʣʴʪʘʪʳ ʧʨʠʣʦʞʝʥʠʶ. 

BloomIndexer - ʩʪʨʫʢʪʫʨʘ, ʨʝʘʣʠʟʫʶʱʘʷ core.ChainIndexer, ʩʦʟʜʘʚʘʷ 

ʦʙʥʦʚʣʷʝʤʳʡ ʠʥʜʝʢʩ bloom bits ʜʣʷ ʟʘʛʦʣʦʚʢʦʚ ʙʣʦʢʦʚ. 

config.go Config - ʩʪʨʫʢʪʫʨʘ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʶ ʫʟʣʘ ʄʘʩʪʝʨʯʝʡʥ: 

- Genesis *core.Genesis `toml:",omitempty"` - ʛʝʥʝʟʠʩ-ʙʣʦʢ (ʥʫʣʝʚʦʡ), 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʟʘʧʠʩʘʥ ʚ ʈʈ, ʝʩʣʠ ʙʘʟʘ ʜʘʥʥʳʭ ʧʫʩʪʘ; 

https://ru.wikipedia.org/wiki/%D0%A4%D0%B8%D0%BB%D1%8C%D1%82%D1%80_%D0%91%D0%BB%D1%83%D0%BC%D0%B0


158 

 

ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- NetworkId uint64 - ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʪʠ, ʧʨʦʚʝʨʷʝʪʩʷ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ 

ʜʨʫʛʠʤ ʫʯʘʩʪʥʠʢʘʤ ʩʝʪʠ. ʇʦʟʚʦʣʷʝʪ ʨʘʟʚʦʨʘʯʠʚʘʪʴ ʧʫʙʣʠʯʥʳʝ ʠ 

ʧʨʠʚʘʪʥʳʝ ʩʝʪʠ; 

- SyncMode downloader.SyncMode - ʚʩʝ ʜʦʩʪʫʧʥʳʝ ʤʝʪʦʜʳ ʢʨʦʤʝ FullSync 

ʫʜʘʣʝʥʳ; 

- SkipBcVersionCheck - ʥʘʩʪʨʦʡʢʘ, ʦʪʤʝʥʷʶʱʘʷ ʧʨʦʚʝʨʢʫ ʚʝʨʩʠʠ ʙʘʟʳ 

ʜʘʥʥʳʭ; 

- NodeKeyContainer - ID ʢʦʥʪʝʡʥʝʨʘ ʂʨʠʧʪʦʇʨʦ ʧʨʠʚʘʪʥʦʛʦ ʢʣʶʯʘ ʫʟʣʘ 

ʄʘʩʪʝʨʯʝʡʥ; 

- Etherbase - ʘʜʨʝʩ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ (ʊʈɽ) 

ʝʩʣʠ ʜʘʥʥʳʡ ʫʟʝʣ ʩʤʘʡʥʠʣ ʙʣʦʢ; 

- MinerThreads - ʢʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʤʘʡʥʠʥʛʘ ʧʦʪʦʢʦʚ ʧʨʦʮʝʩʩʦʨʘ; 

- ExtraData - ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ, ʟʘʧʠʩʘʥʥʳʝ ʚ ʛʝʥʝʟʠʩ-ʙʣʦʢ ʈʈ; 

- GasPrice - ʮʝʥʘ ɻʘʟʘ ʜʣʷ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʦʧʝʨʘʮʠʡ ʚ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘʭ; 

- Ethash - ʥʘʩʪʨʦʡʢʠ Ethash POW ʘʣʛʦʨʠʪʤʘ, ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʤʘʡʥʠʥʛʘ; 

- TxPool - ʥʘʩʪʨʦʡʢʠ ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ; 

- GPO gasprice.Config // ʆʧʮʠʠ ʜʣʷ Gas Price Oracle (ʤʦʜʫʣʴ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʩʢʘʟʳʚʘʝʪ (ʚʳʯʠʩʣʷʝʪ) ʮʝʥʫ ʥʘ ɻʘʟ); 

- EnablePreimageRecording // ʈʘʟʨʝʰʝʥʠʝ ʦʪʩʣʝʞʠʚʘʥʠʷ SHA3 ʧʨʦʦʙʨʘʟʦʚ ʚ 

M. 
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db_upgrade.go upgradeDeduplicateData() ʧʨʦʚʝʨʷʝʪ ʚʝʨʩʠʶ ʙʘʟʳ ʈʈ ʠ ʟʘʧʫʩʢʘʝʪ ʧʨʦʮʝʩʩ 

ʦʙʥʦʚʣʝʥʠʷ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ. ɺʦʟʚʨʘʱʘʝʪ ʩʪʦʧ-ʬʫʥʢʮʠʶ, ʢʦʪʦʨʘʷ ʙʣʦʢʠʨʫʝʪ 

ʦʙʨʘʱʝʥʠʷ ʢ ʙʘʟʝ ʜʦ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʦʙʥʦʚʣʝʥʠʷ. 

gen_config.go ɻʝʥʝʨʠʨʫʝʪ ʦʙʲʝʢʪ Config ʠʟ ʬʘʡʣʘ ʚ ʬʦʨʤʘʪʝ toml. ʂʦʥʢʨʝʪʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʤʦʞʥʦ ʩʦʭʨʘʥʠʪʴ ʚ toml-ʬʘʡʣ, ʧʦʣʝʟʥʦ ʧʨʠ ʜʦʩʪʘʚʢʝ ʨʝʰʝʥʠʡ ʢʣʠʝʥʪʘʤ. 

handler.go ProtocolManager - ʩʪʨʫʢʪʫʨʘ, ʩʦʜʝʨʞʘʱʘʷ ʚ ʩʝʙʝ ʨʘʟʣʠʯʥʳʝ ʧʦʜʧʨʦʪʦʢʦʣʳ ʠ 

ʠʩʧʦʣʥʠʪʝʣʠ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʫʟʣʘ ʚ ʮʝʣʦʤ. ʉʨʝʜʠ 

ʥʠʭ: 

- txpool - ʦʙʲʝʢʪ ʧʫʣʘ ʪʨʘʥʟʘʢʮʠʡ; 

- blockchain - ʦʙʲʝʢʪ ʈʈ; 

- chaindb  - ʦʙʲʝʢʪ ʙʘʟʳ ʜʘʥʥʳʭ, ʭʨʘʥʷʱʝʡ ʈʈ; 

- chainconfig - ʦʙʲʝʢʪ ChainConfig (ʢʦʥʬʠʛʫʨʘʮʠʷ ʈʈ); 

- downloader - ʦʙʲʝʢʪ ʟʘʛʨʫʟʯʠʢʘ ʙʣʦʢʦʚ; 

- fetcher - ʦʙʲʝʢʪ ʩʙʦʨʱʠʢʘ ʜʘʥʥʳʭ ʦ ʜʦʩʪʫʧʥʳʭ ʙʣʦʢʘʭ; 

- peers - ʥʘʙʦʨ ʠʟʚʝʩʪʥʳʭ ʫʟʣʫ ʧʠʨʦʚ; 

- SubProtocols - ʤʘʩʩʠʚ P2P ʧʨʦʪʦʢʦʣʦʚ, ʜʦʩʪʫʧʥʳʭ ʫʟʣʫ. 

metrics.go ʅʘʙʦʨ ʤʝʪʨʠʢ, ʩʦʙʠʨʘʝʤʳʭ ʧʦʜʩʠʩʪʝʤʦʡ eth. 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

peer.go ʈʝʧʨʝʟʝʥʪʘʮʠʷ ʢʦʥʢʨʝʪʥʦʛʦ ʫʟʣʘ ʚ ʧʦʜʩʠʩʪʝʤʝ eth.  

ʕʢʟʝʤʧʣʷʨ ʩʪʨʫʢʪʫʨʳ peer ʩʦʜʝʨʞʠʪ ʩʝʪʝʚʳʝ ʜʘʥʥʳʝ ʦ ʢʦʥʢʨʝʪʥʦʤ ʫʟʣʝ, 

ʚʝʨʩʠʶ ʧʨʦʪʦʢʦʣʘ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʭʝʰ ʟʘʛʦʣʦʚʦʯʥʦʛʦ ʙʣʦʢʘ ʧʠʨʘ, ʩʣʦʞʥʦʩʪʴ, 

ʤʘʩʩʠʚ ʪʨʘʥʟʘʢʮʠʡ ʠ ʙʣʦʢʦʚ, ʠʟʚʝʩʪʥʳʭ ʫʟʣʫ. 

ʊʘʢ ʞʝ, ʚ ʬʘʡʣʝ ʩʦʜʝʨʞʠʪʩʷ ʥʘʙʦʨ ʬʫʥʢʮʠʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ʫʟʣʦʤ: ʭʝʥʜʰʝʡʢ, 

ʯʪʝʥʠʝ ʩʪʘʪʫʩʘ ʫʜʘʣʸʥʥʦʛʦ ʫʟʣʘ, ʟʘʧʨʦʩ ʢʦʥʢʨʝʪʥʳʭ ʜʘʥʥʳʭ (ʙʣʦʢʠ, ʟʘʛʦʣʦʚʢʠ 

ʠ ʜʨʫʛʦʝ). 

protocol.go ʂʦʥʩʪʘʥʪʳ ʚʝʨʩʠʡ ʧʨʦʪʦʢʦʣʘ ʠ ʢʦʜʳ ʩʦʦʙʱʝʥʠʡ. 

sync.go syncer() - ʬʫʥʢʮʠʷ ʩʪʨʫʢʪʫʨʳ ProtocolManager, ʦʪʚʝʪʩʪʚʝʥʥʘʷ ʟʘ 

ʧʝʨʠʦʜʠʯʝʩʢʫʶ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʫʟʣʘ ʩ ʩʝʪʴʶ. ʇʦʣʫʯʘʝʪ ʘʥʦʥʩʳ ʠ ʟʘʛʨʫʞʘʝʪ 

ʭʝʰʠ ʠ ʙʣʦʢʠ. ʇʨʦʮʝʩʩ ʚʳʙʦʨʘ ʣʫʯʰʝʛʦ ʧʠʨʘ (best peer) ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʚʳʙʦʨʢʫ ʠʟ ʦʙʱʝʛʦ ʩʧʠʩʢʘ ʧʠʨʦʚ ʧʦ ʧʦʣʥʦʡ ʩʣʦʞʥʦʩʪʠ 

(total difficulty). 

synchronize() - ʬʫʥʢʮʠʷ, ʧʨʦʠʟʚʦʜʷʱʘʷ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʣʦʢʘʣʴʥʦʛʦ ʯʝʡʥʘ ʩ 

ʫʜʘʣʸʥʥʳʤ ʫʟʣʦʤ ʚ ʨʝʞʠʤʝ FullSync. 

downloader 

downloader/api.go PublicDownloaderAPI - ʩʪʨʫʢʪʫʨʘ, ʩʦʜʝʨʞʘʱʘʷ API, ʜʘʶʱʝʝ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʪʝʢʫʱʝʤ ʩʪʘʪʫʩʝ ʩʠʥʭʨʦʥʠʟʘʮʠʠ. ʇʨʝʜʦʩʪʘʚʣʷʝʪ ʪʦʣʴʢʦ ʬʫʥʢʮʠʠ ʜʣʷ 

ʦʙʨʘʱʝʥʠʷ ʢ ʜʘʥʥʳʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʜʦʩʪʫʧʥʳ ʚʩʝʤ (anyone) ʙʝʟ ʨʠʩʢʘ 

ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

downloader/downloader.go ʈʝʞʠʤʳ ʩʠʥʭʨʦʥʠʟʘʮʠʠ:   
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ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

- full - ʟʘʛʨʫʟʢʘ ʚʩʝʭ ʙʣʦʢʦʚ ʠ ʚʘʣʠʜʘʮʠʷ ʚʩʝʭ ʪʨʘʥʟʘʢʮʠʡ ʚ ʈʈ; 

- Downloader - ʩʪʨʫʢʪʫʨʘ, ʨʝʘʣʠʟʫʶʱʘʷ ʬʫʥʢʮʠʦʥʘʣ ʧʦ ʟʘʛʨʫʟʢʝ ʙʣʦʢʦʚ; 

- BlockChain - ʠʥʪʝʨʬʝʡʩ, ʠʥʢʘʧʩʫʣʠʨʫʶʱʠʡ ʬʫʢʥʮʠʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ 

ʧʦʣʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ (full or fast). 

downloader/events.go ʅʘʙʦʨ ʩʦʙʳʪʠʡ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʦʤ ʟʘʛʨʫʟʢʠ ʙʣʦʢʦʚ. 

downloader/fakepeer.go FakePeer - ʩʪʨʫʢʪʫʨʘ, ʨʝʘʣʠʟʫʶʱʘʷ ʧʠʨ ʙʝʟ ʩʝʪʝʚʳʭ ʬʫʥʢʮʠʡ, ʥʦ ʚʢʣʶʯʘʶʱʘʷ 

ʚ ʩʝʙʷ ʟʘʛʨʫʟʯʠʢ ʙʣʦʢʦʚ (downloader). ʇʨʠʤʝʥʠʤʘ ʜʣʷ ʪʝʩʪʦʚʳʭ ʥʫʞʜ ʠ ʚ 

ʦʧʝʨʘʮʠʷʭ ʧʦ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʩ ʩʫʱʝʩʪʚʫʶʱʝʡ ʣʦʢʘʣʴʥʦʡ ʙʘʟʦʡ ʜʘʥʥʳʭ. 

downloader/metrics.go ʅʘʙʦʨ ʨʘʟʣʠʯʥʳʭ ʤʝʪʨʠʢ, ʩʦʙʠʨʘʝʤʳʭ ʧʦʜʩʠʩʪʝʤʦʡ Downloader. 

downloader/modes.go ʅʘʙʦʨ ʢʦʥʩʪʘʥʪ ʨʝʞʠʤʦʚ ʩʠʥʭʨʦʥʠʟʘʮʠʠ. 

downloader/peer.go Peer - ʠʥʪʝʨʬʝʡʩ, ʠʥʢʘʧʩʫʣʠʨʫʶʱʠʡ ʬʫʥʢʮʠʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʩ ʫʜʘʣʸʥʥʳʤ ʧʠʨʦʤ. 

peer - ʩʪʨʫʢʪʫʨʘ, ʧʨʝʜʩʪʘʚʣʷʶʱʘʷ ʢʦʥʢʨʝʪʥʳʡ ʘʢʪʠʚʥʳʡ ʧʠʨ, ʩ ʢʦʪʦʨʦʛʦ 

ʧʨʦʠʩʭʦʜʠʪ ʧʦʣʫʯʝʥʠʝ ʭʝʰʝʡ ʠ ʙʣʦʢʦʚ. 

peerSet - ʩʪʨʫʢʪʫʨʘ, ʭʨʘʥʷʱʘʷ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʢʪʠʚʥʳʭ ʧʠʨʘʭ, ʫʯʘʩʪʚʫʶʱʠʭ 

ʚ ʧʨʦʮʝʜʫʨʝ ʟʘʛʨʫʟʢʝ ʙʣʦʢʦʚ. 

downloader/queue.go Queue - ʩʪʨʫʢʪʫʨʘ, ʭʨʘʥʷʱʘʷ ʦʯʝʨʝʜʠ ʟʘʜʘʥʠʡ ʧʦ ʧʦʣʫʯʝʥʠʶ ʜʘʥʥʳʭ ʧʦ 

ʢʦʥʢʨʝʪʥʳʤ ʭʝʰʘʤ. 
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ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

downloader/statesync.go ʅʘʙʦʨ ʩʪʨʫʢʪʫʨ ʜʘʥʥʳʭ, ʜʣʷ ʧʝʨʝʜʘʯʠ ʟʘʧʨʦʩʦʚ ʧʦ ʟʘʛʨʫʟʢʝ ʙʣʦʢʦʚ, 

ʦʙʲʝʜʠʥʷʶʱʠʭ ʥʝʩʢʦʣʴʢʦ ʟʘʧʨʦʩʦʚ ʚ ʦʜʠʥ ʧʘʢʝʪ. 

downloader/types.go ʅʘʙʦʨ ʩʪʨʫʢʪʫʨ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʟʘʛʨʫʟʢʠ ʙʣʦʢʦʚ. 

fetcher 

fetcher/fetcher.go Fetcher - ʩʪʨʫʢʪʫʨʘ, ʩʦʜʝʨʞʘʱʘʷ ʠʩʧʦʣʥʠʪʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ, ʦʪʚʝʯʘʶʱʠʝ ʟʘ 

ʥʘʢʦʧʣʝʥʠʝ ʦʙʲʷʚʣʝʥʠʡ ʦ ʙʣʦʢʘʭ (block announcements) ʦʪ ʜʨʫʛʠʭ ʧʠʨʦʚ ʠ 

ʧʣʘʥʠʨʦʚʘʥʠʝ ʠʭ ʟʘʛʨʫʟʢʠ. 

fetcher/metrics.go ʅʘʙʦʨ ʨʘʟʣʠʯʥʳʭ ʤʝʪʨʠʢ, ʩʦʙʠʨʘʝʤʳʭ ʧʦʜʩʠʩʪʝʤʦʡ Fetcher. 

filters  

filters/api.go ʆʧʠʩʘʥʠʝ ʚʩʪʨʦʝʥʥʳʭ ʬʠʣʴʪʨʦʚ ʜʣʷ ʟʘʜʘʥʥʳʭ ʪʠʧʦʚ ʩʦʙʳʪʠʡ ʠ ʠʥʪʝʨʬʝʡʩʦʚ 

ʜʣʷ ʚʟʳʠʤʦʜʝʡʩʪʚʠʷ ʩ ʵʪʠʤʠ ʬʠʣʴʪʨʘʤʠ. 

filters/filter.go ʇʘʢʝʪ filters ʨʝʘʣʠʟʫʝʪ ʩʠʩʪʝʤʫ ʧʦʠʩʢʘ ʜʣʷ ʙʣʦʢʦʚ, ʪʨʘʥʟʘʢʮʠʡ ʠ ʩʦʙʳʪʠʡ. 

Filter - ʩʪʨʫʢʪʫʨʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠ ʬʠʣʴʪʨʘʮʠʠ ʣʦʛʦʚ. 

Backend - ʠʥʪʝʨʬʝʡʩ, ʠʥʢʘʧʩʫʣʠʨʫʶʱʠʡ ʬʫʥʢʮʠʠ ʥʘʜ Filter. 

filters/filter_system.go EventSystem - ʩʪʨʫʢʪʫʨʘ, ʨʝʘʣʠʟʫʶʱʘʷ ʧʦʜʧʠʩʢʠ ʥʘ ʩʦʙʳʪʠʷ, 

ʦʙʨʘʙʘʪʳʚʘʶʱʘʷ ʩʦʙʳʪʠʷ ʠ ʧʝʨʝʜʘʶʱʘʷ ʠʭ ʚ ʧʦʜʧʠʩʢʫ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʟʘʜʘʥʥʳʤʠ ʢʨʠʪʝʨʠʷʤʠ. 

Subscription - ʦʙʲʝʢʪ ʜʘʥʥʦʡ ʩʪʨʫʢʪʫʨʳ ʩʦʟʜʘʸʪʩʷ, ʢʦʛʜʘ ʢʣʠʝʥʪ ʨʝʛʠʩʪʨʠʨʫʝʪ 

ʩʝʙʷ ʥʘ ʦʞʠʜʘʥʠʝ ʢʦʥʢʨʝʪʥʦʛʦ ʩʦʙʳʪʠʷ (ʧʦʜʧʠʩʢʘ ʥʘ ʩʦʙʳʪʠʷ). 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

gasprice 

gasprice/gasprice.go Oracle - ʩʪʨʫʢʪʫʨʘ, ʭʨʘʥʷʱʘʷ ʮʝʥʫ ʛʘʟʘ. ʊʝʢʫʱʘʷ ʮʝʥʘ ʛʘʟʘ ʚʳʯʠʩʣʷʝʪʩʷ ʠʩʭʦʜʷ 

ʠʟ ʮʝʥʳ ʛʘʟʘ ʥʝʢʦʪʦʨʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʦʩʣʝʜʥʠʭ ʙʣʦʢʦʚ. Oracle ʨʝʢʦʤʝʥʜʫʝʪ 

(suggest) ʮʝʥʫ ʛʘʟʘ, ʥʦ ʥʝ ʚʳʩʪʘʚʣʷʝʪ ʞʸʩʪʢʦʝ ʫʩʣʦʚʠʝ. 

event event.go ʂʦʜ ʨʝʘʣʠʟʫʶʱʠʡ ʦʩʥʦʚʥʦʡ ʬʫʥʢʮʠʦʥʘʣ ʜʣʷ ʨʘʙʦʪʳ ʩ ʩʦʙʳʪʠʷʤʠ. 

feed.go ʂʦʜ ʨʝʘʣʠʟʫʶʱʠʡ çʧʦʜʧʠʩʢʫ ʥʘ ʬʠʜʳè ʩʦʙʳʪʠʡ: ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʙʳʪʠʠ 

ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝ ʧʦ ʟʘʧʨʦʩʫ, ʘ ʦʪʧʨʘʚʣʷʝʪʩʷ ʧʦ ʬʘʢʪʫ ʦʙʥʘʨʫʞʝʥʠʷ ʚ 

ʠʥʪʝʨʬʝʡʩ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʫʩʪʘʥʦʚʣʝʥʘ ʧʦʜʧʠʩʢʘ. 

subscription.go ʂʦʜ ʨʝʘʣʠʟʫʶʱʠʡ çʧʦʜʧʠʩʢʫè ʥʘ ʢʦʥʢʨʝʪʥʳʝ ʩʦʙʳʪʠʷ: ʠʥʬʦʨʤʘʮʠʷ ʦ 

ʩʦʙʳʪʠʠ ʭʝʰʠʨʫʝʪʩʷ ʧʦ ʬʘʢʪʫ ʦʙʥʘʨʫʞʝʥʠʷ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʥʝ 

ʠʩʢʘʪʴ ʩʦʙʳʪʠʷ ʢʘʞʜʳʡ ʨʘʟ ʧʦ ʚʩʝʡ ʮʝʧʦʯʢʝ. 

internal  /ethapi ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ 

ʢʦʤʧʘʥʝʥʪʘʤʠ ʩʠʩʪʝʤʳ. 

/ethapi/addrlock.go ɹʣʦʢʠʨʦʚʢʘ mutex ʧʨʠ ʧʨʦʮʝʜʫʨʝ ʩʦʟʜʘʥʠʷ ʪʨʘʥʟʘʢʮʠʠ. 

/ethapi/api.go ʌʫʥʢʮʠʠ ʜʣʷ ʦʧʝʨʘʮʠʡ ʜʦʩʪʫʧʥʳʭ ʯʝʨʝʟ RPC. 

/ethapi/backend.go ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʘʙʦʪʳ RPC ʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʫʟʣʦʚ ʤʝʞʜʫ ʩʦʙʦʡ. 

/ethapi/tracer.go ɹʠʙʣʠʦʪʝʢʘ ʜʣʷ ʢʦʥʪʨʦʣʷ ʠʩʧʦʣʥʝʥʠʷ Javascript ʧʨʠ ʨʘʙʦʪʝ ʢʦʥʩʦʣʠ 

ʄʘʩʪʝʨʯʝʡʥ. 
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ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

/jsre ʉʠʩʪʝʤʘ ʠʥʪʝʨʧʨʝʪʘʮʠʠ Javascript, ʠʩʧʦʣʴʟʫʝʤʘʷ ʧʨʠ ʨʘʙʦʪʝ ʚ ʢʦʥʩʦʣʠ 

ʄʘʩʪʝʨʯʝʡʥ. 

/jsre/deps ɼʠʨʝʢʪʦʨʠʷ ʩ JS ʟʘʚʠʩʠʤʦʩʪʷʤʠ ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ ʨʘʙʦʪʳ ʢʦʥʩʦʣʠ. 

/jsre/completion.go ʃʦʛʠʢʘ ʘʚʪʦʜʦʧʦʣʥʝʥʠʡ ʚ ʢʦʥʩʦʣʠ. 

/jsre/jsre.go RunTime Environment ʜʣʷ Java Script. 

/jsre/pretty.go ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʬʦʨʤʘʪʠʨʦʚʘʥʠʷ ʚʳʚʦʜʘ. 

/web3ext/web3ext.go ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ ʩʪʨʫʢʪʫʨʳ ʤʝʞʜʫ Java Script 

RunTime Environment ʢʦʥʩʦʣʠ ʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ.  

4. 4 ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʢʨʠʧʪʦʩʨʝʜʩʪʚʘʤʠ 

crypto sha3/ 

sha3/doc.go ʂʦʤʤʝʥʪʘʨʠʡ. 

sha3/hashes.go ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ. 

sha3/keccakf.go ɸʣʛʦʨʠʪʤ KECCAK (ʦʩʥʦʚʘ sha3). 

sha3/keccakf_amd64.go ʀʥʪʝʨʬʝʡʩ ʢ ʦʧʪʠʤʠʟʠʨʦʚʘʥʥʦʤʫ ʤʦʜʫʣʶ. 

sha3/register.go ʂʦʜ ʜʣʷ ʧʦʜʛʦʪʦʚʢʠ ʠʥʪʝʨʬʝʡʩʦʚ. 

sha3/sha3.go ʌʫʥʢʮʠʠ ʧʦʜʛʦʪʦʚʢʠ ʜʘʥʥʳʭ. 

sha3/shake.go ʆʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʩʪʨʠʤʦʚ (ʘʙʩʪʨʘʢʮʠʷ go-lang) ʜʣʷ ʚʚʦʜʘ\ʚʳʚʦʜʘ ʜʘʥʥʳʭ. 
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sha3/xor.go ʈʝʞʠʤ ʜʣʷ xor-ʦʧʝʨʘʮʠʡ. 

sha3/xor_generic.go ʆʧʠʩʘʥʠʝ ʨʝʞʠʤʘ ʨʘʙʦʪʳ xor. 

sha3/xor_unaligned.go ʆʧʠʩʘʥʠʝ ʨʝʞʠʤʘ ʨʘʙʦʪʳ xor. 

sha3/LICENSE ʃʠʮʝʥʟʠʷ ʥʘ sha3. 

sha3/PATENTS ʇʘʪʝʥʪʳ sha3. 

crypto-csp common.go ɹʘʟʦʚʳʝ ʦʧʝʨʘʮʠʠ. 

crypto.go ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʢʨʠʧʪʦ-ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʚ ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. 

cspc.go ʌʫʥʢʮʠʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʫʨʦʚʝʥʴ ʘʙʩʪʨʘʢʮʠʠ ʤʝʞʜʫ CSP ʠ ʢʦʜʦʤ ʉʂɿʀ 

ʄʘʩʪʝʨʯʝʡʥ. 

curve.go ʌʫʥʢʮʠʠ ʜʣʷ ʨʘʙʦʪʳ ʩ ʢʨʠʚʦʡ, ʩʦʟʜʘʶʱʝʡ ʧʦʜʧʠʩʴ. ʀʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʧʦʜʛʦʪʦʚʢʠ ʜʘʥʥʳʭ ʜʣʷ CSP. 

hash.go ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʭʝʰʠʨʦʚʘʥʠʷ ʚ CSP. 

params.go ʇʘʨʘʤʝʪʨʳ ʢʨʠʚʦʡ. 

public.go ʅʘʙʦʨ ʬʫʥʢʮʠʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ʧʫʙʣʠʯʥʳʤ ʢʣʶʯʦʤ. 

testing_utils.go ʅʘʙʦʨ ʪʝʩʪʦʚ ʜʣʷ ʨʘʙʦʪʳ ʩ CSP. 
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5. 5 ʂʦʤʧʦʥʝʥʪ 

ʘʜʨʝʩʘʮʠʠ 

ʫʯʘʩʪʥʠʢʦʚ 

ʩʝʪʝʚʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

accounts accounts.go ʉʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ:  

Account - ʧʨʝʜʩʪʘʚʣʷʝʪ ʘʢʢʘʫʥʪ ʄʘʩʪʝʨʯʝʡʥ, ʨʘʩʧʦʣʦʞʝʥʥʳʡ ʧʦ ʟʘʜʘʥʥʦʤʫ 

ʘʜʨʝʩʫ [address, URL]. 

Wallet - ʧʨʝʜʩʪʘʚʣʷʝʪ ʧʨʦʛʨʘʤʤʥʦʝ ʠʣʠ ʘʧʧʘʨʘʪʥʦʝ ʭʨʘʥʠʣʠʱʝ (ʢʦʰʝʣʸʢ), 

ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʘʢʢʘʫʥʪʦʚ. 

Backend ï çʧʦʩʪʘʚʱʠʢ ʢʦʰʝʣʴʢʘè, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʥʘʙʦʨ ʘʢʢʘʫʥʪʦʚ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʜʧʠʩʳʚʘʪʴ ʪʨʘʥʟʘʢʮʠʠ ʧʦ ʟʘʧʨʦʩʫ ʠ ʬʫʥʢʮʠʡ, ʚʳʧʦʣʥʷʶʱʠʭ 

ʵʪʫ ʨʘʙʦʪʫ. 

WalletEvent - ʩʦʙʳʪʠʝ, ʩʦʟʜʘʚʘʝʤʦʝ backend ʘʢʢʘʫʥʪʘ, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

- WalletArrived - ʧʦʜʢʣʶʯʝʥʠʝ ʥʦʚʦʛʦ ʢʦʰʝʣʴʢʘ ʯʝʨʝʟ USB ʠʣʠ ʬʘʡʣʦʚʫʶ 

ʩʠʩʪʝʤʫ; 

- WalletOpened - ʫʩʧʝʰʥʦʝ ʦʪʢʨʳʪʠʝ ʢʦʰʝʣʴʢʘ; 

- WalletDropped - ʟʘʢʨʳʪʠʝ (ʫʜʘʣʝʥʠʝ) ʢʦʰʝʣʴʢʘ. 

errors.go ʅʘʙʦʨ ʧʝʨʝʤʝʥʥʳʭ, ʩʦʜʝʨʞʘʱʠʡ ʢʦʜʳ ʦʰʠʙʦʢ, ʚʦʟʥʠʢʘʶʱʠʭ ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʘʢʢʘʫʥʪʘʤʠ ʠ ʠʭ ʦʧʠʩʘʥʠʝ. 

manager.go ʉʦʜʝʨʞʠʪ ʩʪʨʫʢʪʫʨʫ ʜʘʥʥʳʭ Manager ʠ ʬʫʥʢʮʠʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʘʢʢʘʫʥʪʘʤʠ. 

Manager - ʫʧʨʘʚʣʷʶʱʘʷ ʩʪʨʫʢʪʫʨʘ ʜʣʷ ʦʙʱʝʥʠʷ ʩ ʨʘʟʣʠʯʥʳʤʠ backends ʜʣʷ 

ʧʦʜʧʠʩʘʥʠʷ ʪʨʘʥʟʘʢʮʠʡ. 

url.go URL - ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʧʨʝʜʩʪʘʚʣʷʶʱʘʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʤʝʩʪʘ ʭʨʘʥʝʥʠʷ 

ʢʣʶʯʘ: 
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- Scheme - ʥʘʠʤʝʥʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʘ ʩʚʷʟʠ; 

- Path - ʘʜʨʝʩ, ʩʦʛʣʘʩʥʦ ʧʨʦʪʦʢʦʣʘ. 

keystore 

keystore/account_cache.go accountCache - ʨʝʝʩʪʨ ʚʩʝʭ ʘʢʢʘʫʥʪʦʚ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʭʨʘʥʠʣʠʱʝ. ʌʘʡʣ ʪʘʢ ʞʝ 

ʩʦʜʝʨʞʠʪ ʬʫʥʢʮʠʠ ʨʘʙʦʪʳ ʩ ʨʝʝʩʪʨʦʤ ʘʢʢʘʫʥʪʦʚ. 

keystore/file_cache.go fileCache - ʢʵʰ ʬʘʡʣʦʚ, ʦʙʨʘʙʦʪʘʥʥʳʭ ʧʨʠ ʧʦʩʣʝʜʥʝʤ ʦʙʨʘʱʝʥʠʠ ʢ 

ʭʨʘʥʠʣʠʱʫ. 

keystore/key.go Key - ʩʪʨʫʢʪʫʨʘ, ʭʨʘʥʷʱʘʷ ʜʘʥʥʳʝ ʦʙ ʘʢʢʘʫʥʪʝ: 

- Id - ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʘʢʢʘʫʥʪʘ; 

- Address - ʘʜʨʝʩ ʘʢʢʘʫʥʪʘ; 

- KeyContainer - ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʂʨʠʧʪʦʇʨʦ, ʭʨʘʥʷʱʝʛʦ ʧʨʠʚʘʪʥʳʡ ʢʣʶʯ; 

- Passphrase - ʧʘʨʦʣʴ ʜʣʷ ʢʦʥʪʝʡʥʝʨʘ. 

keyStore - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʬʫʥʢʮʠʠ ʯʪʝʥʠʷ ʠ ʟʘʧʠʩʠ ʢʣʶʯʘ ʩ/ʥʘ 

ʜʠʩʢ. 

keystore/keystore.go KeyStore - ʩʪʨʫʢʪʫʨʘ, ʦʪʦʙʨʘʞʘʶʱʘʷ ʭʨʘʥʠʣʠʱʝ ʘʢʢʘʫʪʦʚ ʥʘ ʞʸʩʪʢʦʤ ʜʠʩʢʝ. 

ʉʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʢʦʰʝʣʴʢʦʚ, ʠʥʪʝʨʬʝʡʩ ʢ ʭʨʘʥʠʣʠʱʫ, ʨʝʝʩʪʨ ʘʢʢʘʫʥʪʦʚ 

(accountCache), ʩʧʠʩʦʢ ʨʘʟʙʣʦʢʠʨʦʚʘʥʥʳʭ ʚ ʜʘʥʥʦʝ ʚʨʝʤʷ ʘʜʨʝʩʦʚ. 

keystore/keystore_plain.go keyStorePlain - ʩʪʨʫʢʪʫʨʘ, ʭʨʘʥʷʱʘʷ ʘʜʨʝʩ ʭʨʘʥʠʣʠʱʘ ʢʣʶʯʝʡ (keystore) ʚ 

ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ. 
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keystore/keystore_wallet.go keystoreWallet ʨʝʘʣʠʟʫʝʪ ʠʥʪʝʨʬʝʡʩ accounts.Wallet ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʘʢʢʘʫʥʪʘ 

ʚ ʭʨʘʥʠʣʠʱʝ ʢʣʶʯʝʡ. 

keystore/watch.go watcher - ʥʘʙʣʶʜʘʪʝʣʴ ʟʘ ʜʠʨʝʢʪʦʨʠʝʡ ʭʨʘʥʠʣʠʱʘ ʢʣʶʯʝʡ. ʈʝʘʛʠʨʫʝʪ ʥʘ 

ʩʦʙʳʪʠʷ, ʚʦʟʥʠʢʘʶʱʠʝ ʥʘ ʫʨʦʚʥʝ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 

keystore/watch_fallback.go ʈʝʘʣʠʟʘʮʠʷ watcher ʜʣʷ ʥʝʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʧʣʘʪʬʦʨʤ. 

keystore/testdata ɼʠʨʝʢʪʦʨʠʷ ʜʘʥʥʳʭ ʜʣʷ ʪʝʩʪʦʚ accounts. 

6. 6 ʂʦʤʧʦʥʝʥʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ethclient ethclient.go ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʬʫʥʢʮʠʡ ʢʣʠʝʥʪʘ RPC. 

signer.go ʌʫʥʢʮʠʠ ʜʣʷ ʧʦʜʧʠʩʠ ʜʘʥʥʳʭ ʯʝʨʝʟ RPC ʠʥʪʝʨʬʝʡʩ. 

console bridge.go Bridge - ʢʦʣʣʝʢʮʠʷ Javascript-ʤʝʪʦʜʦʚ, ʩʚʷʟʳʚʘʶʱʠʭ js runtime ʠ Go RPC. 

OpenWallet - ʦʙʸʨʪʢʘ ʜʣʷ personal.openWallet, ʧʦʟʚʦʣʷʶʱʘʷ ʦʙʨʘʙʘʪʳʚʘʪʴ 

ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʠʣʠ ʟʘʧʨʦʩʳ PIN-ʢʦʜʘ ʜʣʷ ʘʧʧʘʨʘʪʥʳʭ ʢʣʶʯʝʡ; 

UnlockAccount - ʦʙʸʨʪʢʘ ʜʣʷ personal.unlockAccout. ʀʩʧʦʣʴʟʫʝʪ ʩʪʨʦʢʫ ʚʚʦʜʘ 

ʧʘʨʦʣʷ, ʥʝ ʦʪʦʙʨʘʞʘʶʱʫʶ ʩʠʤʚʦʣʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʢʣʶʯʝʚʦʡ ʬʨʘʟʳ ʠ ʚʳʟʦʚʘ 

ʦʨʠʛʠʥʘʣʴʥʦʛʦ RPC-ʤʝʪʦʜʘ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʘʢʢʘʫʥʪʘ; 

Sign - ʦʙʸʨʪʢʘ ʜʣʷ personal.sign. ʀʩʧʦʣʴʟʫʝʪ ʩʪʨʦʢʫ ʚʚʦʜʘ ʧʘʨʦʣʷ, ʥʝ 

ʦʪʦʙʨʘʞʘʶʱʫʶ ʩʠʤʚʦʣʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʢʣʶʯʝʚʦʡ ʬʨʘʟʳ ʠ ʚʳʟʦʚʘ 

ʦʨʠʛʠʥʘʣʴʥʦʛʦ RPC-ʤʝʪʦʜʘ ʧʦʜʧʠʩʠ ʪʨʘʥʟʘʢʮʠʠ; 

Sleep - ʙʣʦʢʠʨʫʝʪ ʢʦʥʩʦʣʴ ʥʘ ʟʘʜʘʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʝʢʫʥʜ; 

SleepBlocks - ʙʣʦʢʠʨʫʝʪ ʢʦʥʩʦʣʴ ʥʘ ʟʘʜʘʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʣʦʢʦʚ. ʆʧʮʠʦʥʘʣʴʥʦ 

ʤʦʞʥʦ ʟʘʜʘʪʴ ʪʘʡʤʘʫʪ ʜʣʷ ʨʘʟʙʣʦʢʠʨʦʚʢʠ; 
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Send - ʨʝʘʣʠʟʫʝʪ web3-ʤʝʪʦʜ send. 

console.go Config - ʢʦʣʣʝʢʮʠʷ ʢʦʥʬʠʛʫʨʘʮʠʡ ʜʣʷ ʥʘʩʪʨʦʡʢʠ Javascript-ʢʦʥʩʦʣʠ; 

Console - ʠʥʪʝʨʘʢʪʠʚʥʦʝ ʦʢʨʫʞʝʥʠʝ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ Javascript-ʢʦʜʘ. 

prompter.go UserPrompter - ʠʥʪʝʨʬʝʡʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʤʝʪʦʜʳ ʥʝʦʙʭʦʜʠʤʳʝ ʢʦʥʩʦʣʠ 

ʜʣʷ ʟʘʧʨʦʩʘ ʚʚʦʜʘ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ: 

- PromptInput - ʦʪʦʙʨʘʞʘʝʪ ʧʝʨʝʜʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʶ ʟʘʧʨʦʩ ʠ ʟʘʧʨʘʰʠʚʘʝʪ 

ʚʚʦʜ ʢʘʢʦʛʦ-ʣʠʙʦ ʪʝʢʩʪʘ, ʚʦʟʚʨʘʱʘʷ ʚʚʦʜ ʧʦʣʴʟʦʚʘʪʝʣʶ; 

- PromptPassword - ʦʪʦʙʨʘʞʘʝʪ ʧʝʨʝʜʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʶ ʟʘʧʨʦʩ ʠ 

ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʢʘʢʦʛʦ-ʣʠʙʦ ʪʝʢʩʪʘ, ʚʦʟʚʨʘʱʘʷ ʚʚʦʜ ʧʦʣʴʟʦʚʘʪʝʣʶ. ʇʨʠ 

ʵʪʦʤ, ʚʚʦʜʠʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʪʝʢʩʪ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘ ʵʢʨʘʥʝ; 

- PromptConfirm - ʦʪʦʙʨʘʞʘʝʪ ʧʝʨʝʜʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʶ ʟʘʧʨʦʩ ʠ 

ʟʘʧʨʘʰʠʚʘʝʪ ʙʫʣʝʚʳʡ ʚʳʙʦʨ, ʚʦʟʚʨʘʱʘʷ ʵʪʦʪ ʚʳʙʦʨ; 

- SetHistory - ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʛʣʫʙʠʥʫ ʠʩʪʦʨʠʠ ʚʚʦʜʠʤʳʭ ʢʦʤʘʥʜ; 

- AppendHistory - ʜʦʙʘʚʣʷʝʪ ʦʙʲʝʢʪ ʚ ʠʩʪʦʨʠʶ ʚʚʦʜʘ. ɼʦʣʞʝʥ ʙʳʪʴ ʚʳʟʚʘʥ, 

ʪʦʛʜʘ ʠ ʪʦʣʴʢʦ ʪʦʛʜʘ, ʢʦʛʜʘ ʚʳʧʦʣʥʠʣʘʩʴ ʚʘʣʠʜʥʘʷ ʢʦʤʘʥʜʘ; 

- SetWordCompleter - ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʬʫʥʢʮʠʶ ʜʦʧʦʣʥʝʥʠʷ ʚʚʦʜʘ, ʢʦʪʦʨʫʶ 

prompter ʙʫʜʝʪ ʚʳʟʳʚʘʪʴ ʜʣʷ ʚʳʙʦʨʢʠ ʚʦʟʤʦʞʥʳʭ ʟʥʘʯʝʥʠʡ ʜʣʷ 

ʘʚʪʦʜʦʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʘʞʤʸʪ Tab. 

testdata ʊʝʩʪʦʚʳʝ ʜʘʥʥʳʝ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʧʘʢʝʪʘ console. 

rpc client.go ʂʦʜ ʢʣʠʝʥʪʘ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢʦʥʩʦʣʠ ʢ RPC (HTTP/IPC) ʫʟʣʘ. ʋʟʝʣ ʤʦʞʥʦ 

ʟʘʧʫʩʢʘʪʴ ʚ ʨʝʞʠʤʝ RPC-ʢʣʠʝʥʪʘ. 
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ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

doc.go ʂʦʤʤʝʥʪʘʨʠʡ. 

errors.go ʆʧʠʩʘʥʠʝ ʦʰʠʙʦʢ. 

http.go HTTP-ʩʝʨʚʝʨ ʜʣʷ HTTP RPC. 

inproc.go ʂʦʜ ʧʦʜʢʣʶʯʝʥʠʷ ʢʣʠʝʥʪʘ. 

ipc.go IPC-ʩʝʨʚʝʨ ʜʣʷ IPC RPC. 

ipc_unix.go ʈʝʞʠʤ IPC ʜʣʷ unix-ʩʠʩʪʝʤ. 

ipc_windows.go ʈʝʞʠʤ IPC ʜʣʷ win-ʩʠʩʪʝʤ. 

json.go JSON-ʢʦʜʝʢ ʜʣʷ ʦʙʨʘʙʦʪʢʠ RPC-ʩʦʦʙʱʝʥʠʡ. 

server.go ʂʦʜ RPC-ʩʝʨʚʝʨʘ. 

subscription.go ʉʠʩʪʝʤʘ çʧʦʜʧʠʩʢʠè ʥʘ ʩʦʙʳʪʠʷ (ʯʝʨʝʟ RPC). 

types.go ʆʧʠʩʘʥʠʝ ʪʠʧʦʚ ʠ ʠʥʪʝʨʬʝʡʩʦʚ. 

utils.go ʂʦʜ ʜʣʷ ʥʦʨʤʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ ʠ ʫʧʨʘʚʣʝʥʠʷ RPC-ʩʝʩʩʠʷʤʠ. 

websocket.go ʂʦʜ ʜʣʷ ʨʘʙʦʪʳ RPC ʯʝʨʝʟ ʚʝʙ-ʩʦʢʝʪʳ. 

7. 7 ʂʦʤʧʦʥʝʥʪ 

ʤʦʥʠʪʦʨʠʥʛʘ 

ethstats ethstats.go ʇʘʢʝʪ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

log term/ 
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ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

doc.go ʂʦʤʤʝʥʪʘʨʠʡ. 

format.go ʆʧʠʩʘʥʠʝ ʬʦʨʤʘʪʘ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ. 

handler.go ʂʦʜ, ʦʧʠʩʳʚʘʶʱʠʡ ʨʘʟʥʳʝ ʨʝʞʠʤʳ ʨʘʙʦʪʳ ʧʨʦʚʘʡʜʝʨʘ ʣʦʛʦʚ. 

handler_glog.go ʂʦʜ ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʚʘʡʜʝʨʦʚ ʩ ʠʥʜʠʚʠʜʫʘʣʴʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ. 

handler_go13.go ʅʘʩʪʨʦʡʢʠ ʣʦʛʛʝʨʘ ʧʦʜ ʢʦʥʢʨʝʪʥʫʶ ʚʝʨʩʠʶ Go. 

handler_go14.go ʅʘʩʪʨʦʡʢʠ ʣʦʛʛʝʨʘ ʧʦʜ ʢʦʥʢʨʝʪʥʫʶ ʚʝʨʩʠʶ Go. 

logger.go ʂʦʜ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʦʛʛʝʨʘ ʚ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 

root.go ʆʧʠʩʘʥʠʝ ʜʝʨʝʚʘ ʧʨʦʚʘʡʜʝʨʦʚ ʣʦʛʦʚ. 

syslog.go ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʧʝʨʝʜʘʯʠ ʣʦʛʦʚ ʚ ʬʦʨʤʘʪʝ syslog. 

8. 8  -  

 

mastertests  -  ʊʝʩʪʳ ʬʫʥʢʮʠʡ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʥʘʧʨʠʤʝʨ, ʨʘʟʚʸʨʪʳʚʘʥʠʝ ʢʦʥʪʨʘʢʪʦʚ, 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠʟ ʧʦʜʧʠʩʠ. 

img  -  ʇʘʢʝʪ ʜʣʷ ʩʪʘʪʠʯʝʩʢʠʭ ʠʟʦʙʨʘʞʝʥʠʡ ʜʣʷ wiki ʚ GitHub-ʨʝʧʦʟʠʪʦʨʠʠ, ʥʝ 

ʩʦʜʝʨʞʠʪ ʬʫʥʢʮʠʡ. 

params bootnodes.go ʇʫʩʪʦʡ ʦʙʲʝʢʪ, ʚ ʢʦʪʦʨʦʤ ʤʦʛʫʪ ʙʳʪʴ ʟʘʜʘʥʳ ʩʪʘʨʪʦʚʳʝ ʫʟʣʳ (bootnodes). 

ʉʝʡʯʘʩ ʦʥʠ ʧʝʨʝʜʘʶʪʩʷ ʧʨʠ ʩʪʘʨʪʝ ʫʟʣʘ. 

config.go ʈʘʟʥʦʦʙʨʘʟʥʳʝ ʢʦʥʩʪʘʥʪʳ ʜʣʷ ʨʘʟʥʳʭ ʨʝʞʠʤʦʚ ʨʘʙʦʪʳ. 
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ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

denomination.go - Wei = 1; 

- Ada = 1e3; 

- Babbage = 1e6; 

- Shannon = 1e9; 

- Szabo = 1e12; 

- Finney = 1e15; 

- Ether = 1e18; 

- Einstein = 1e21; 

- Douglas = 1e42. 

gas_table.go ʊʘʙʣʠʮʘ ʩ ʟʘʜʘʥʥʳʤʠ ʮʝʥʘʤʠ ʟʘ ʛʘʟ ʜʣʷ ʦʧʝʨʘʮʠʡ EVM ʜʣʷ ʨʘʟʥʳʭ ʨʝʞʠʤʦʚ 

ʨʘʙʦʪʳ. 

network_params.go ʇʘʨʘʤʝʪʨ ʜʣʷ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ. 

protocol_params.go ʇʘʨʘʤʝʪʨʳ ʧʨʦʪʦʢʦʣʘ ʈʈ. 

version.go ʆʧʠʩʘʥʠʝ ʦʙʲʝʢʪʘ, ʚ ʢʦʪʦʨʦʤ ʩʦʭʨʘʥʷʝʪʩʷ ʚʝʨʩʠʷ ʩʙʦʨʢʠ ʫʟʣʘ. 

tests  -  ʅʘʙʦʨ ʪʝʩʪʦʚ, ʧʨʠ ʢʦʤʧʠʣʷʮʠʠ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. 

vendor  - ʅʘʙʦʨ ʙʠʙʣʠʦʪʝʢ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʣʘʪʬʦʨʤʦʡ ʄʘʩʪʝʨʯʝʡʥ. 

build  -  ʉʦʜʝʨʞʠʪ ʩʢʨʠʧʪʳ ʜʣʷ ʩʙʦʨʢʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʨʘʙʦʪʝ 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. 
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ˉ 

ʧ/ʧ 
ʂʦʤʧʦʥʝʥʪ ʇʘʢʝʪ ʌʘʡʣ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ 

containers  -  ʇʘʢʝʪ ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ ʢʦʥʪʝʡʥʝʨʦʚ Docker ʠ Vagrant, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ 

ʟʘʧʫʩʢʘ ʄʘʩʪʝʨʯʝʡʥ ʚ ʠʟʦʣʠʨʦʚʘʥʥʳʭ ʢʦʥʪʝʡʥʝʨʘʭ. 
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ʇʈʀʃʆɾɽʅʀɽ ʆ. ʆʇʀʉɸʅʀɽ ʌʋʅʂʎʀʁ ʂʈʀʇʊʆɸɼɸʇʊɽʈɸ 

ˉ 

ʧ/ʧ 

ʌʫʥʢʮʠʷ 

ʢʨʠʧʪʦʘʜʘʧʪʝʨʘ 
ʅʘʟʥʘʯʝʥʠʝ ɺʭʦʜʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ɺʳʭʦʜʥʳʝ ʧʘʨʘʤʝʪʨʳ ʌʫʥʢʮʠʠ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ 

ʂʨʠʧʪʦʇʨʦ CSP 

1.  Gost34112012_25

6(data) 

ɺʳʯʠʩʣʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ 

ʩʦʛʣʘʩʥʦ ʩʪʘʥʜʘʨʪʫ ɻʆʉʊ 

34.11-2012 256 ʙʠʪ. 

Byte[] data ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ, ʦʪ 

ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ 

ʧʦʩʯʠʪʘʪʴ ʭʝʰ-ʬʫʥʢʮʠʶ. 

Byte[] ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ ï 

ʚʳʯʠʩʣʝʥʥʳʡ ʭʝʰ. ɼʣʠʥʘ 32 

ʙʘʡʪʘ. 

1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptCreateHash() ï ʩʦʟʜʘʥʠʝ 

ʦʙʲʝʢʪʘ ʭʝʰʠʨʦʚʘʥʠʷ; 

3. CryptHashData() ï 

ʚʳʯʠʩʣʝʥʠʝ ʭʝʰʘ; 

4. CryptGetHashParam() ï 

ʧʦʣʫʯʝʥʠʝ ʭʝʰʘ ʚ ʚʠʜʝ 

ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ ʠʟ ʦʙʲʝʢʪʘ 

ʭʝʰʠʨʦʚʘʥʠʷ. 

2.  Gost34112012_25

6Hash(data) 

ɺʳʯʠʩʣʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ 

ʩʦʛʣʘʩʥʦ ʩʪʘʥʜʘʨʪʫ ɻʆʉʊ 

34.11-2012 256 ʙʠʪ. 

Byte[] data ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ, ʦʪ 

ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ 

ʧʦʩʯʠʪʘʪʴ ʭʝʰ-ʬʫʥʢʮʠʶ. 

Hash ï ʪʠʧ ʦʙʝʨʪʢʘ ʥʘʜ byte[].  1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptCreateHash() ï ʩʦʟʜʘʥʠʝ 

ʦʙʲʝʢʪʘ ʭʝʰʠʨʦʚʘʥʠʷ; 

3. CryptHashData() ï 

ʚʳʯʠʩʣʝʥʠʝ ʭʝʰʘ; 

4. CryptGetHashParam() ï 

ʧʦʣʫʯʝʥʠʝ ʭʝʰʘ ʚ ʚʠʜʝ 

ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ ʠʟ ʦʙʲʝʢʪʘ 

ʭʝʰʠʨʦʚʘʥʠʷ. 

3.  LoadContainerInf

o(filename) 

ʇʦʣʫʯʝʥʠʝ ʠʤʝʥʠ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ ʠʟ ʬʘʡʣʘ, 

ʭʨʘʥʷʱʝʛʦʩʷ ʚ ʬʘʡʣʦʚʦʡ 

ʩʠʩʪʝʤʝ. 

String filename ï ʠʤʷ ʬʘʡʣʘ, ʚ 

ʢʦʪʦʨʦʤ ʥʘʭʦʜʠʪʩʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʠʤʝʥʠ 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʨʘʙʦʪʳ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

1. String ï ʠʤʷ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ; 

2. Error ï ʪʠʧ ʦʰʠʙʢʠ, ʚ 

ʩʣʫʯʘʝ ʫʩʧʝʭʘ nil. 

ʌʫʥʢʮʠʠ ʂʨʠʧʪʦʇʨʦ CSP ʥʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ. 
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ˉ 

ʧ/ʧ 

ʌʫʥʢʮʠʷ 

ʢʨʠʧʪʦʘʜʘʧʪʝʨʘ 
ʅʘʟʥʘʯʝʥʠʝ ɺʭʦʜʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ɺʳʭʦʜʥʳʝ ʧʘʨʘʤʝʪʨʳ ʌʫʥʢʮʠʠ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ 

ʂʨʠʧʪʦʇʨʦ CSP 

4.  SaveContainerInf

o(filename) 

ʉʦʭʨʘʥʝʥʠʝ ʠʤʝʥʠ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ ʚ 

ʬʘʡʣ, ʭʨʘʥʷʱʠʡʩʷ ʚ 

ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ. 

String filename ï ʠʤʷ ʬʘʡʣʘ, ʚ 

ʢʦʪʦʨʦʤ ʥʘʭʦʜʠʪʩʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʠʤʝʥʠ 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʨʘʙʦʪʳ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ 

Error ï ʪʠʧ ʦʰʠʙʢʠ, ʚ ʩʣʫʯʘʝ 

ʫʩʧʝʭʘ nil. 

ʌʫʥʢʮʠʠ ʂʨʠʧʪʦʇʨʦ CSP ʥʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ. 

5.  CreateNewKeysC

ontainer(passphra

se) 

ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ. ʀʤʷ ʢʦʥʪʝʡʥʝʨʘ 

ʟʘʜʘʝʪʩʷ ʩʠʩʪʝʤʦʡ. ɺ 

ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

hex ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦʪʢʨʳʪʦʛʦ 

ʢʣʶʯʘ, ʭʨʘʥʷʱʝʛʦʩʷ ʚ 

ʢʣʶʯʝʚʦʤ ʢʦʥʪʝʡʥʝʨʝ. 

String passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

String ï ʠʤʷ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ. 

1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptSetProvParam() ï 

ʫʩʪʘʥʦʚʢʘ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

3. CryptGenKey() ï ʛʝʥʝʨʘʮʠʷ 

ʢʣʶʯʘ. 

6.  DeleteKeysContai

ner(container, 

passphras) 

ʋʜʘʣʝʥʠʝ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ. 

1. String container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. String passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

void 1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptSetProvParam() ï 

ʫʩʪʘʥʦʚʢʘ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

3. CryptSetProvParam() ï 

ʫʜʘʣʝʥʠʝ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ. 

7.  UpdateKeysConta

inerPin(container, 

passphrase, 

newPassphrase) 

ʆʙʥʦʚʣʝʥʠʷ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

1. String container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. String passphrase ï ʪʝʢʫʱʠʡ 

ʧʠʥ ʢʦʜ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ; 

void 1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptSetProvParam() ï 

ʫʩʪʘʥʦʚʢʘ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 
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3. String newPassphrase ï 

ʥʦʚʳʡ ʧʠʥ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ. 

3. CryptSetProvParam() ï 

ʦʙʥʦʚʣʝʥʠʝ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

8.  GetPublicKey(co

ntainer, 

passphrase) 

ʇʦʣʫʯʝʥʠʝ ʧʫʙʣʠʯʥʦʛʦ 

ʢʣʶʯʘ ʧʦ ʢʣʶʯʝʚʦʤʫ 

ʢʦʥʪʝʡʥʝʨʫ. 

1. String container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. String passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

Byte[] ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ ï 

ʟʥʘʯʝʥʠʝ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ. 

ɼʣʠʥʘ 64 ʙʘʡʪʘ. 

1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptSetProvParam() ï 

ʫʩʪʘʥʦʚʢʘ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

3. CryptGetUserKey() ï 

ʧʦʣʫʯʝʥʠʝ ʦʙʲʝʢʪʘ ʢʣʶʯʘ; 

4. CryptExportKey() ï ʵʢʩʧʦʨʪ 

ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ. 

9.  Sign(container, 

passphrase, hash) 

ʇʦʣʫʯʝʥʠʝ ʧʦʜʧʠʩʠ ʭʝʰʘ ʥʘ 

ʢʣʶʯʝ ʧʦ ʢʣʶʯʝʚʦʤʫ 

ʢʦʥʪʝʡʥʝʨʫ. ɺ ʢʘʯʝʩʪʚʝ 

ʘʣʛʦʨʠʪʤʘ ʧʦʜʧʠʩʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ɻʆʉʊ 34.10-

2012 256 ʙʠʪ. 

1. String container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. String passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

3. Byte[] hash ï ʭʝʰ ʚ ʚʠʜʝ 

ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ, ʢʦʪʦʨʳʡ 

ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʧʠʩʘʪʴ. 

Byte[] ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ ï 

ʟʥʘʯʝʥʠʝ ʚʳʯʠʩʣʝʥʥʦʡ 

ʧʦʜʧʠʩʠ. ɼʣʠʥʘ 65 ʙʘʡʪʦʚ: 64 

ʙʘʡʪʘ ʧʦʜʧʠʩʠ ʧʦ ɻʆʉʊ 

34.10.2012 256 ʙʠʪ + 1 ʙʘʡʪ 

ʯʝʪʥʦʩʪʠ ʜʣʷ ʬʫʥʢʮʠʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʦʪʢʨʳʪʦʛʦ 

ʢʣʶʯʘ. 

1. CryptAcquireContext() ï 

ʧʦʣʫʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ; 

2. CryptSetProvParam() ï 

ʫʩʪʘʥʦʚʢʘ ʧʠʥ-ʢʦʜʘ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

3. CryptCreateHash() ï ʩʦʟʜʘʥʠʝ 

ʦʙʲʝʢʪʘ ʭʝʰʠʨʦʚʘʥʠʷ; 

4. CryptSetHashParam() ï 

ʫʩʪʘʥʦʚʢʘ ʬʘʢʪʠʯʝʩʢʦʛʦ 

ʟʥʘʯʝʥʠʷ ʭʝʰʘ ʜʣʷ 

ʜʘʣʴʥʝʡʰʝʡ ʧʦʜʧʠʩʠ; 

5. CryptSignHash() ï ʚʳʯʠʩʣʝʥʠʝ 

ʧʦʜʧʠʩʠ. 
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10.  Ecrecover(hash, 

signature) 

ʇʦʣʫʯʝʥʠʝ ʧʫʙʣʠʯʥʦʛʦ 

ʢʣʶʯʘ ʚ ʚʠʜʝ ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ 

ʧʦ ʦʨʠʛʠʥʘʣʴʥʦʤʫ 

ʩʦʦʙʱʝʥʠʶ ʠ ʝʛʦ ʧʦʜʧʠʩʠ. 

1. Byte[] hash ï 

ʦʨʠʛʠʥʘʣʴʥʳʡ ʭʝʰ ʚ ʚʠʜʝ 

ʙʘʡʪ ʤʘʩʩʠʚʘ; 

2. Byte[] signature ï ʧʦʜʧʠʩʴ 

ʦʪ hash ʚ ʚʠʜʝ ʙʘʡʪ 

ʤʘʩʩʠʚʘ. 

Byte[] ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ ï 

ʟʥʘʯʝʥʠʝ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʚ 

ʩʝʨʠʘʣʠʟʦʚʘʥʥʦʤ ʚʠʜʝ. 

ɼʣʠʥʘ 65 ʙʘʡʪ: 1 ʙʘʡʪ ʩʦ 

ʟʥʘʯʝʥʠʝʤ ç4è (ʩʣʫʞʝʙʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʝʨʠʘʣʠʟʘʮʠʠ) 

+ 64 ʙʘʡʪʘ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ. 

CryptVerifySignature()ï ʧʨʦʚʝʨʢʘ 

ʧʦʜʧʠʩʠ. 

11.  SigToPub(hash, 

signature) 

ʇʦʣʫʯʝʥʠʝ ʧʫʙʣʠʯʥʦʛʦ 

ʢʣʶʯʘ ʚ ʚʠʜʝ ʩʧʝʮʠʘʣʴʥʦʛʦ 

ʪʠʧʘ ʧʦ ʦʨʠʛʠʥʘʣʴʥʦʤʫ 

ʩʦʦʙʱʝʥʠʶ ʠ ʝʛʦ ʧʦʜʧʠʩʠ. 

1. Byte[] hash ï 

ʦʨʠʛʠʥʘʣʴʥʳʡ ʭʝʰ ʚ ʚʠʜʝ 

ʙʘʡʪ ʤʘʩʩʠʚʘ; 

2. Byte[] signature ï ʧʦʜʧʠʩʴ 

ʦʪ hash ʚ ʚʠʜʝ ʙʘʡʪ 

ʤʘʩʩʠʚʘ. 

1. *PublicKey ï ʪʠʧ ʦʙʝʨʪʢʘ 

ʥʘʜ ʦʪʢʨʳʪʳʤ ʢʣʶʯʦʤ; 

2. Error ï ʪʠʧ ʦʰʠʙʢʠ, ʚ 

ʩʣʫʯʘʝ ʫʩʧʝʭʘ nil. 

ʌʫʥʢʮʠʠ ʂʨʠʧʪʦʇʨʦ CSP ʥʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ. 

12.  PubkeyBytesToA

ddress(Byte[] 

key) 

 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʧʫʙʣʠʯʥʦʛʦ 

ʢʣʶʯʘ ʚ ʪʠʧ ʘʜʨʝʩʘ. 

Byte[] key ï ʦʪʢʨʳʪʳʡ ʢʣʶʯ ʚ 

ʚʠʜʝ ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ. 

common.Address ï ʪʠʧ 

ʘʜʨʝʩʘ. 

ʌʫʥʢʮʠʠ ʂʨʠʧʪʦʇʨʦ CSP ʥʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ. 

13.  PublicKeyBytes(p

ubKey) 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʧʫʙʣʠʯʥʦʛʦ 

ʢʣʶʯʘ ʠʟ ʩʧʝʮʠʘʣʴʥʦʛʦ ʪʠʧʘ 

ʚ ʤʘʩʩʠʚ ʙʘʡʪʦʚ. 

*PublicKey pubKey ï ʪʠʧ 

ʦʙʝʨʪʢʘ ʥʘʜ ʦʪʢʨʳʪʳʤ 

ʢʣʶʯʦʤ. 

Byte[] ï ʦʪʢʨʳʪʳʡ ʢʣʶʯ ʚ 

ʚʠʜʝ ʤʘʩʩʠʚʘ ʙʘʡʪʦʚ. 

ʌʫʥʢʮʠʠ ʂʨʠʧʪʦʇʨʦ CSP ʥʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ.  

14.  InitTLS(container

, passphrase) 

ʉʦʟʜʘʥʠʝ SSP ʤʘʥʜʘʪʦʚ ʦʪ 

ʣʠʮʘ ʢʣʠʝʥʪʘ (ʜʣʷ 

ʠʩʭʦʜʷʱʝʛʦ ʩʦʝʜʠʥʝʥʠʷ) ʠ ʦʪ 

ʣʠʮʘ ʩʝʨʚʝʨʘ (ʜʣʷ ʚʭʦʜʷʱʝʛʦ 

ʩʦʝʜʠʥʝʥʠʷ). 

1. String container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ, 

ʢʣʶʯ ʢʦʪʦʨʦʛʦ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ 

ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ 

ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʩʦʟʜʘʥʠʷ 

ʙʝʟʦʧʘʩʥʦʛʦ ʢʘʥʘʣʘ; 

Error ï ʪʠʧ ʦʰʠʙʢʠ, ʚ ʩʣʫʯʘʝ 

ʫʩʧʝʭʘ nil. 

1. InitSecurityInterfaceA() ï 

ʠʥʠʮʠʘʣʠʟʘʮʠʷ ʪʘʙʣʠʮʳ 

ʬʫʥʢʮʠʡ SSP; 

2. AcquireCredentialsHandle() ï 

ʩʦʟʜʘʥʠʝ ʫʜʦʩʪʦʚʝʨʝʥʠʷ 

ʧʘʢʝʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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2. String passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 
ɼʣʷ ʩʦʟʜʘʥʠʷ ʫʜʦʩʪʦʚʝʨʝʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʠʩʪʝʤʝ ʥʘ ʦʩʥʦʚʝ 

ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ, ʣʝʞʘʱʝʛʦ ʚ 

ʢʣʶʯʝʚʦʤ ʢʦʥʪʝʡʥʝʨʝ ʥʦʜʳ, 

ʩʦʟʜʘʝʪʩʷ ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʡ 

ʩʝʨʪʠʬʠʢʘʪ. ɼʣʷ ʝʛʦ ʩʦʟʜʘʥʠʷ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʬʫʥʢʮʠʠ: 

1. CryptEncodeObject() ï 

ʢʦʜʠʨʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ, 

ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʩʦʟʜʘʥʠʷ 

ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ 

ASN.1; 

2. CryptGenRandom() ï 

ʧʦʣʫʯʝʥʠʝ ʧʩʝʚʜʦʩʣʫʯʘʡʥʦʛʦ 

ʯʠʩʣʘ ʜʣʷ ʛʝʥʝʨʘʮʠʠ 

ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ 

ʩʝʨʪʠʬʠʢʘʪʘ; 

3. CryptExportPublicKeyInfo() ï 

ʵʢʩʧʦʨʪ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʚ 

ʚʠʜʝ BLOB ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ 

ʧʦʤʝʱʝʥʠʷ ʚ ʩʝʨʪʠʬʠʢʘʪ; 

4. CryptSignAndEncodeCertificat

e() ï ʩʦʟʜʘʥʠʝ ʦʙʲʝʢʪʘ 

ʩʝʨʪʠʬʠʢʘʪʘ, ʝʛʦ ʧʦʜʧʠʩʴ ʠ 

ʢʦʜʠʨʦʚʘʥʠʝ ʚ ʬʦʨʤʘʪʝ 

ASN.1; 

5. CertCreateCertificateContext() 

ï ʩʦʟʜʘʥʠʝ ʢʦʥʪʝʢʩʪʘ 

ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ 
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ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʨʘʤʢʘʭ 

ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ 

ʧʨʦʪʦʢʦʣʫ tls; 

6. CertSetCertificateContextPrope

rty() ï ʫʩʪʘʥʦʚʢʘ ʢʣʶʯʝʚʦʛʦ 

ʢʦʥʪʝʡʥʝʨʘ ʜʣʷ ʢʦʥʪʝʢʩʪʘ 

ʩʝʨʪʠʬʠʢʘʪʘ. 

15.  TlsClientHello(no

de) 

ʌʦʨʤʠʨʦʚʘʥʠʝ Hello 

ʩʦʦʙʱʝʥʠʷ ʢʣʠʝʥʪʘ ʜʣʷ 

ʦʪʧʨʘʚʢʠ ʥʘ ʩʝʨʚʝʨ. 

Byte[] node ï ʦʪʢʨʳʪʳʡ ʢʣʶʯ 

ʫʜʘʣʝʥʥʦʛʦ ʫʟʣʘ, ʩ ʢʦʪʦʨʦʡ 

ʧʨʦʠʩʭʦʜʠʪ ʫʩʪʘʥʦʚʣʝʥʠʝ 

ʩʦʝʜʠʥʝʥʠʷ. 

ConnectionContext ï ʢʦʥʪʝʢʩʪ 

ʩʦʝʜʠʥʝʥʠʷ. ʀʥʢʘʧʩʫʣʠʨʫʝʪ 

ʚ ʩʝʙʝ ʤʘʥʜʘʪ ʩʦʝʜʠʥʝʥʠʷ, 

ʩʝʩʩʠʶ ʠ ʧʘʢʝʪ ʦʪʚʝʪʘ ʜʣʷ 

ʩʝʨʚʝʨʘ. 

InitializeSecurityContext() ï 

ʩʦʟʜʘʥʠʝ ʢʣʠʝʥʪʩʢʦʛʦ ʢʦʥʪʝʢʩʪʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʟʚʨʘʱʘʝʪ 

handshake-ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ 

ʢʣʠʝʥʪ ʜʦʣʞʝʥ ʧʝʨʝʜʘʪʴ ʩʝʨʚʝʨʫ, 

ʠ ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʪʚʝʪʥʳʝ 

handshake-ʩʦʦʙʱʝʥʠʷ. 

16.  TlsServerHello(pa

cketIn) 

ʆʙʨʘʙʦʪʢʘ Hello ʩʦʦʙʱʝʥʠʷ 

ʢʣʠʝʥʪʘ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ 

ʦʪʚʝʪʥʦʛʦ Hello ʩʦʦʙʱʝʥʠʷ 

ʩʝʨʚʝʨʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʥʘ 

ʢʣʠʝʥʪ. 

Byte[] packetIn ï Hello 

ʩʦʦʙʱʝʥʠʝ ʦʪ ʢʣʠʝʥʪʘ. 

ConnectionContext ï ʢʦʥʪʝʢʩʪ 

ʩʦʝʜʠʥʝʥʠʷ. ʀʥʢʘʧʩʫʣʠʨʫʝʪ 

ʚ ʩʝʙʝ ʤʘʥʜʘʪ ʩʦʝʜʠʥʝʥʠʷ, 

ʩʝʩʩʠʶ ʠ ʧʘʢʝʪ ʦʪʚʝʪʘ ʜʣʷ 

ʢʣʠʝʥʪʘ. 

AcceptSecurityContext() ï 

ʩʦʟʜʘʥʠʝ ʩʝʨʚʝʨʥʦʛʦ ʢʦʥʪʝʢʩʪʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʟʚʨʘʱʘʝʪ 

handshake-ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ 

ʩʝʨʚʝʨ ʜʦʣʞʝʥ ʧʝʨʝʜʘʪʴ ʢʣʠʝʥʪʫ, 

ʠ ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʪʚʝʪʥʳʝ 

handshake-ʩʦʦʙʱʝʥʠʷ. 
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ɺʳʭʦʜʥʳʝ ʧʘʨʘʤʝʪʨʳ ʌʫʥʢʮʠʠ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ 

ʂʨʠʧʪʦʇʨʦ CSP 

17.  TlsClientStep(pac

ketIn) 

ʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʷ ʚ 

ʨʘʤʢʘʭ ʧʨʦʮʝʜʫʨʳ handshake 

ʦʪ ʩʝʨʚʝʨʘ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ 

ʦʪʚʝʪʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʦʪ 

ʢʣʠʝʥʪʘ. ʌʫʥʢʮʠʷ 

ʚʳʟʳʚʘʝʪʩʷ ʜʦ ʧʦʣʫʯʝʥʠʷ 

ʦʪʚʝʪʘ SEC_E_OK. 

Byte[] packet ï ʧʘʢʝʪ ʚ ʨʘʤʢʘʭ 

ʦʙʤʝʥʘ handshake 

ʩʦʦʙʱʝʥʠʷʤʠ ʦʪ ʩʝʨʚʝʨʘ.  

void 

ʇʘʢʝʪ ʨʝʟʫʣʴʪʘʪʘ ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʢʦʥʪʝʢʩʪʝ ʩʦʝʜʠʥʝʥʠʷ. 

 

InitializeSecurityContext() ï 

ʩʦʟʜʘʝʪ ʢʣʠʝʥʪʩʢʠʡ ʢʦʥʪʝʢʩʪ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʟʚʨʘʱʘʝʪ 

handshake-ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ 

ʢʣʠʝʥʪ ʜʦʣʞʝʥ ʧʝʨʝʜʘʪʴ ʩʝʨʚʝʨʫ, 

ʠ ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʪʚʝʪʥʳʝ 

handshake-ʩʦʦʙʱʝʥʠʷ. 

18.  TlsServerStep(pac

ketIn) 

ʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʷ ʚ 

ʨʘʤʢʘʭ ʧʨʦʮʝʜʫʨʳ handshake 

ʦʪ ʢʣʠʝʥʪʘ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ 

ʦʪʚʝʪʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʦʪ 

ʩʝʨʚʝʨʘ. ʌʫʥʢʮʠʷ 

ʚʳʟʳʚʘʝʪʩʷ ʜʦ ʧʦʣʫʯʝʥʠʷ 

ʦʪʚʝʪʘ SEC_E_OK. 

Byte[] packet ï ʧʘʢʝʪ ʚ ʨʘʤʢʘʭ 

ʦʙʤʝʥʘ handshake 

ʩʦʦʙʱʝʥʠʷʤʠ ʦʪ ʢʣʠʝʥʪʘ. 

void 

ʇʘʢʝʪ ʨʝʟʫʣʴʪʘʪʘ ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʢʦʥʪʝʢʩʪʝ ʩʦʝʜʠʥʝʥʠʷ. 

AcceptSecurityContext() ï ʩʦʟʜʘʝʪ 

ʩʝʨʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʟʚʨʘʱʘʝʪ 

handshake-ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ 

ʩʝʨʚʝʨ ʜʦʣʞʝʥ ʧʝʨʝʜʘʪʴ ʢʣʠʝʥʪʫ, 

ʠ ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʪʚʝʪʥʳʝ 

handshake-ʩʦʦʙʱʝʥʠʷ. 

19.  TlsEncrypt(packet

In) 

ɿʘʰʠʬʨʦʚʳʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ 

ʦʪ ʦʜʥʦʡ ʫʜʘʣʝʥʥʦʡ ʩʪʦʨʦʥʳ 

ʢ ʜʨʫʛʦʡ ʚ ʨʘʤʢʘʭ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ ʧʦ ʧʨʦʪʦʢʦʣʫ 

tls. 

Byte[] packet ï ʧʘʢʝʪ ʜʣʷ 

ʟʘʰʠʬʨʦʚʳʚʘʥʠʷ. 

void 

ʇʘʢʝʪ ʨʝʟʫʣʴʪʘʪʘ ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʢʦʥʪʝʢʩʪʝ ʩʦʝʜʠʥʝʥʠʷ. 

EncryptMessage() ï 

ʟʘʰʠʬʨʦʚʳʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʩʩʠʦʥʥʦʛʦ 

ʢʣʶʯʘ, ʚʳʨʘʙʦʪʘʥʥʦʛʦ ʩʦʚʤʝʩʪʥʦ 

ʩ ʫʜʘʣʝʥʥʦʡ ʩʪʦʨʦʥʦʡ, ʠ 

ʚʳʯʠʩʣʷʝʪ ʠʤʠʪʦʚʩʪʘʚʢʫ. 
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20.  TlsDecrypt(packe

tIn) 

ʈʘʩʰʠʬʨʦʚʳʚʘʥʠʝ 

ʩʦʦʙʱʝʥʠʷ ʦʪ ʦʜʥʦʡ 

ʫʜʘʣʝʥʥʦʡ ʩʪʦʨʦʥʳ ʢ ʜʨʫʛʦʡ 

ʚ ʨʘʤʢʘʭ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ ʧʦ ʧʨʦʪʦʢʦʣʫ 

tls. 

Byte[] packet ï ʧʘʢʝʪ ʜʣʷ 

ʨʘʩʰʠʬʨʦʚʳʚʘʥʠʷ. 

void 

ʇʘʢʝʪ ʨʝʟʫʣʴʪʘʪʘ ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʢʦʥʪʝʢʩʪʝ ʩʦʝʜʠʥʝʥʠʷ 

 

DecryptMessage() ï 

ʨʘʩʰʠʬʨʦʚʳʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ, 

ʧʨʦʚʝʨʢʘ ʝʛʦ ʮʝʣʦʩʪʥʦʩʪʴ ʠ 

ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʧʦʣʫʯʝʥʠʠ ʟʘʧʨʦʩʘ 

ʥʘ ʧʝʨʝʫʩʪʘʥʦʚʢʫ ʩʚʷʟʠ ʠʣʠ 

ʨʘʟʨʳʚ ʩʦʝʜʠʥʝʥʠʷ. 

21.  GetCertificate(stri

ng container, 

string passphrase) 

ʇʦʣʫʯʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ 

ʜʚʦʠʯʥʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʧʦ 

ʠʤʝʥʠ ʢʦʥʪʝʡʥʝʨʘ ʜʣʷ 

ʧʝʨʝʜʘʯʠ ʩʪʦʨʦʥʥʝʤʫ 

ʧʦʣʴʟʦʚʘʪʝʣʶ, ʜʣʷ 

ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʬʫʥʢʮʠʠ 

ʰʠʬʨʦʚʘʥʠʷ ʥʘ ʩʝʨʪʠʬʠʢʘʪʝ. 

1. string container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. string passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

CertDescriptor: 

[]byte ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ, 

ʜʚʦʠʯʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ 

ʩʝʨʪʠʬʠʢʘʪʘ; 

int ï ʨʘʟʤʝʨ ʤʘʩʩʠʚʘ; 

int ï ʢʦʜ ʦʰʠʙʢʠ; 

string ï ʪʝʢʩʪ ʦʰʠʙʢʠ. 

1. CertOpenSystemStore() ï 

ʦʪʢʨʳʪʠʝ ʭʨʘʥʠʣʠʱʘ 

ʩʝʨʪʠʬʠʢʘʪʦʚ; 

2. CertFindCertificateInStore() ï 

ʧʦʠʩʢ ʥʝʦʙʭʦʜʠʤʦʛʦ 

ʩʝʨʪʠʬʠʢʘʪʘ; 

3. GetCertificateContext() ï 

ʧʦʣʫʯʝʥʠʝ ʢʦʥʪʝʢʩʪʘ 

ʩʝʨʪʠʬʠʢʘʪʘ; 

4. CertFreeCertificateContext() ï 

ʦʩʚʦʙʦʞʜʝʥʠʝ ʧʘʤʷʪʠ 

ʢʦʥʪʝʢʩʪʘ ʩʝʨʪʠʬʠʢʘʪʘ. 

22.  EncryptWithCerti

ficate(container, 

passphrase, msg, 

certificate ) 

ʐʠʬʨʦʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ 

ʦʪʧʨʘʚʠʪʝʣʝʤ ʥʘ 

ʩʝʨʪʠʬʠʢʘʪʝ ʧʨʠʚʘʪʥʦʛʦ 

ʢʣʶʯʘ ʧʦʣʫʯʘʪʝʣʷ. 

1. string container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. string passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ, 

3. byte[] msg ï ʩʦʦʙʱʝʥʠʝ, 

4. byte[] certificate ï ʜʚʦʠʯʥʦʝ 

ʧʨʝʜʩʪʘʚʣʝʥʠʝ 

ʩʝʨʪʠʬʠʢʘʪʘ.  

BlobDescriptor: 

[]byte ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ, 

ʜʚʦʠʯʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ 

ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ; 

int ï ʨʘʟʤʝʨ ʤʘʩʩʠʚʘ; 

int ï ʢʦʜ ʦʰʠʙʢʠ; 

string ï ʪʝʢʩʪ ʦʰʠʙʢʠ. 

1. CertOpenSystemStore() ï 

ʦʪʢʨʳʪʠʝ ʭʨʘʥʠʣʠʱʘ 

ʩʝʨʪʠʬʠʢʘʪʦʚ; 

2. CertCreateCertificateContext() 

ï ʩʦʟʜʘʥʠʝ ʢʦʥʪʝʢʩʪʘ 

ʩʝʨʪʠʬʠʢʘʪʘ ʧʦ ʜʚʦʠʯʥʦʤʫ 

ʧʨʝʜʩʪʘʚʣʝʥʠʶ; 

3. CryptEncryptMessage() ï 

ʟʘʰʠʬʨʦʚʳʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ 

ʥʘ ʢʦʥʪʝʢʩʪʝ ʩʝʨʪʠʬʠʢʘʪʘ; 
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4. CertFreeCertificateContext() ï 

ʦʩʚʦʙʦʞʜʝʥʠʝ ʧʘʤʷʪʠ 

ʢʦʥʪʝʢʩʪʘ ʩʝʨʪʠʬʠʢʘʪʘ.  

23.  DecryptWithCerti

ficate(container, 

passphrase, msg) 

ʈʘʩʰʠʬʨʦʚʳʚʘʥʠʝ 

ʩʦʦʙʱʝʥʠʷ ʧʦʣʫʯʘʪʝʣʝʤ, 

ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 

ʦʪʧʨʘʚʠʪʝʣʝʤ ʥʘ 

ʩʝʨʪʠʬʠʢʘʪʝ ʧʨʠʚʘʪʥʦʛʦ 

ʢʣʶʯʘ ʧʦʣʫʯʘʪʝʣʷ. 

1. string container ï ʠʤʷ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

2. string passphrase ï ʧʠʥ ʢʦʜ 

ʢʣʶʯʝʚʦʛʦ ʢʦʥʪʝʡʥʝʨʘ; 

3. byte[] msg ï 

ʟʘʰʠʬʨʦʚʘʥʥʦʝ 

ʩʦʦʙʱʝʥʠʝ. 

BlobDescriptor: 

[]byte ï ʤʘʩʩʠʚ ʙʘʡʪʦʚ, 

ʜʚʦʠʯʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ 

ʨʘʩʰʠʬʨʦʚʘʥʥʦʛʦ 

ʩʦʦʙʱʝʥʠʷ; 

int ï ʨʘʟʤʝʨ ʤʘʩʩʠʚʘ; 

int ï ʢʦʜ ʦʰʠʙʢʠ; 

string ï ʪʝʢʩʪ ʦʰʠʙʢʠ. 

1. CertOpenSystemStore() ï 

ʦʪʢʨʳʪʠʝ ʭʨʘʥʠʣʠʱʘ 

ʩʝʨʪʠʬʠʢʘʪʦʚ; 

2. CryptDecryptMessage() ï 

ʨʘʩʰʠʬʨʦʚʳʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ 

ʥʘ ʢʦʥʪʝʢʩʪʝ ʩʝʨʪʠʬʠʢʘʪʘ, 

ʧʦʠʩʢ ʥʫʞʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʩʩʳʣʢʝ ʥʘ 

ʭʨʘʥʠʣʠʱʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ; 

3. CertFreeCertificateContext() ï 

ʦʩʚʦʙʦʞʜʝʥʠʝ ʧʘʤʷʪʠ 

ʢʦʥʪʝʢʩʪʘ ʩʝʨʪʠʬʠʢʘʪʘ. 
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ʇʈʀʃʆɾɽʅʀɽ ʇ. ʆʇʀʉɸʅʀɽ RLP ʂʆɼʀʈʆɺɸʅʀʗ 

RLP ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʦʜʠʨʦʚʘʥʠʷ (ʩʝʨʠʘʣʠʟʘʮʠʠ) ʧʨʦʠʟʚʦʣʴʥʦ ʚʣʦʞʝʥʥʳʭ ʤʘʩʩʠʚʦʚ 

ʜʚʦʠʯʥʳʭ ʜʘʥʥʳʭ (ʙʠʥʘʨʥʳʭ ʤʘʩʩʠʚʦʚ). ʅʘʟʥʘʯʝʥʠʝ RLP ï ʢʦʜʠʨʦʚʘʥʠʝ ʩʪʨʫʢʪʫʨʳ. 

RLP ʧʨʠʥʠʤʘʝʪ ʥʘ ʚʭʦʜ ʜʚʘ ʪʠʧʘ ʜʘʥʥʳʭ: 

- ʉʪʨʦʢʘ (ʙʘʡʪʦʚʳʡ ʤʘʩʩʠʚ); 

- ʉʧʠʩʦʢ ʩʪʨʦʢ. 

ʇʨʠ RLP ʢʦʜʠʨʦʚʘʥʠʠ ʥʠʢʘʢʠʝ ʩʧʝʮʠʘʣʴʥʳʝ ʢʦʜʠʨʦʚʢʠ ʥʝ ʠʩʧʦʣʴʟʫʶʪʩʷ, ʠ ʥʝ 

ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ ʥʠʢʘʢʠʭ ʟʥʘʥʠʡ ʦ ʩʦʜʝʨʞʘʥʠʠ ʩʪʨʦʢ. 

RLP ʢʦʜʠʨʦʚʘʥʠʝ (ʠʣʠ ʩʝʨʠʘʣʠʟʘʮʠʷ) ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1. ɽʩʣʠ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ ï ɻ ʪʦ ʦʜʠʥ ʙʘʡʪ, ʟʥʘʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0x00, 0x7f], 

ʪʦʛʜʘ ʵʪʦʪ ʙʘʡʪ (ʧʨʝʬʠʢʩ) ʷʚʣʷʝʪʩʷ ʝʛʦ ʩʦʙʩʪʚʝʥʥʳʤ RLP ʢʦʜʠʨʦʚʘʥʠʝʤ. 

2. ɽʩʣʠ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ ï ɻ ʪʦ ʩʪʨʦʢʘ 0-55 ʙʘʡʪ, RLP ʢʦʜʠʨʦʚʢʘ ʪʘʢʠʭ ʜʘʥʥʳʭ: ʧʝʨʚʳʡ ʙʘʡʪ 0x80 

+ ʜʣʠʥʘ ʩʪʨʦʢʠ, ʟʘ ʢʦʪʦʨʳʤ ʩʣʝʜʫʝʪ ʩʪʨʦʢʘ. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ (ʧʨʝʬʠʢʩʘ) ʢʦʜʠʨʦʚʢʠ 

ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0x80, 0xb7]. 

3. ɽʩʣʠ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ ï ʵʪʦ ʩʪʨʦʢʘ ʜʣʠʥʦʡ ʙʦʣʝʝ 55 ʙʘʡʪ, RLP ʢʦʜʠʨʦʚʢʘ ʪʘʢʠʭ ʜʘʥʥʳʭ: 

ʧʝʨʚʳʡ ʙʘʡʪ (ʧʨʝʬʠʢʩ) 0x80 + ʜʣʠʥʘ ʩʪʨʦʢʠ ʚ ʜʚʦʠʯʥʦʤ ʬʦʨʤʘʪʝ, ʟʘʪʝʤ ʜʣʠʥʘ ʩʪʨʦʢʠ, ʟʘ 

ʢʦʪʦʨʳʤ ʩʣʝʜʫʝʪ ʩʪʨʦʢʘ. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ ʢʦʜʠʨʦʚʢʠ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0xb8, 

0xbf].  

4. ɽʩʣʠ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ ï ʵʪʦ ʩʧʠʩʦʢ, ʩʫʤʤʘʨʥʦʡ ʜʣʠʥʦʡ 0-55 ʙʘʡʪ, RLP ʢʦʜʠʨʦʚʢʘ ʪʘʢʠʭ 

ʜʘʥʥʳʭ: ʧʝʨʚʳʡ ʙʘʡʪ (ʧʨʝʬʠʢʩ) 0xc0 ʧʣʶʩ ʜʣʠʥʘ ʜʘʥʥʳʭ, ʟʘʪʝʤ RLP ʢʦʜʠʨʦʚʢʠ ʵʣʝʤʝʥʪʦʚ 

ʩʧʠʩʢʘ. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ ʢʦʜʠʨʦʚʢʠ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0xc0, 0xf7]. 

5. ɽʩʣʠ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ ï ʵʪʦ ʩʧʠʩʦʢ, ʩʫʤʤʘʨʥʦʡ ʜʣʠʥʦʡ ʙʦʣʝʝ 55 ʙʘʡʪ, RLP ʢʦʜʠʨʦʚʢʘ ʪʘʢʠʭ 

ʜʘʥʥʳʭ: ʧʝʨʚʳʡ ʙʘʡʪ (ʧʨʝʬʠʢʩ) 0xf7 ʧʣʶʩ ʨʘʟʤʝʨ ʚ ʙʘʡʪʘʭ ʜʣʠʥʳ ʜʘʥʥʳʭ ʚ ʜʚʦʠʯʥʦʤ 

ʬʦʨʤʘʪʝ, ʟʘʪʝʤ ʜʣʠʥʘ ʜʘʥʥʳʭ, ʟʘʪʝʤ RLP ʢʦʜʠʨʦʚʢʠ ʵʣʝʤʝʥʪʦʚ ʩʧʠʩʢʘ. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ 

ʙʘʡʪʘ ʢʦʜʠʨʦʚʢʠ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0xf8, 0xff]. 

RLP ʢʦʜʠʨʦʚʘʥʠʝ: 

def rlp_encode(input):  

    if isinstance(input,str):  

        if len(input) == 1 and ord(input) < 0x80: return input  

        else: return encode_length(len(input), 0x80) + input  

    elif isinstance(input,list):  

        output = ''  

        for item in input: o utput += rlp_encode(item)  

        return  encode_length(len(output), 0xc0) + output  

  

def encode_length(L,offset):  

    if L < 56:  

         return chr(L + offset)  

    elif L < 256**8:  

        BL = to_binary(L)  

         Return chr(len(BL) + offset + 55) + BL  

    else:  

         raise Exception("input too long")  

  

def to_binary(x):  
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    if x == 0:  

        return ''  

    else:  

        return to_binary(int(x / 256)) + chr(x % 256)  

ɼʝʢʦʜʠʨʦʚʘʥʠʝ ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1. ʇʦ ʧʝʨʚʦʤʫ ʙʘʡʪʫ (ʧʨʝʬʠʢʩ) ʦʧʨʝʜʝʣʷʝʪʩʷ ʪʠʧ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʜʝʢʦʜʠʨʫʶʪʩʷ, ʨʘʟʤʝʨ ʠ 

ʩʤʝʱʝʥʠʝ. 

2. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ ʜʘʥʥʳʭ ʠ ʩʤʝʱʝʥʠʷ ʜʝʢʦʜʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʦʙʨʘʟʦʤ. 

3. ɼʝʢʦʜʠʨʦʚʘʪʴ ʦʩʪʘʚʰʫʶʩʷ ʯʘʩʪʴ ʚʚʦʜʘ. 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʜʣʷ RLP ʜʝʢʦʜʠʨʦʚʘʥʠʷ ï ʵʪʦ ʤʘʩʩʠʚ ʜʚʦʠʯʥʳʭ ʜʘʥʥʳʭ.  

ʇʨʘʚʠʣʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ ʪʠʧʦʚ ʜʘʥʥʳʭ ʠ ʩʤʝʱʝʥʠʝ: 

1. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ (ʧʨʝʬʠʢʩʘ) ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0x00, 0x7f]. ʊʠʧ ʜʘʥʥʳʭ: ʩʪʨʦʢʘ, 

ʜʣʠʥʦʡ ʦʜʠʥ ʙʘʡʪ. ɿʥʘʯʝʥʠʝ ʧʨʝʬʠʢʩ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʟʥʘʯʝʥʠʶ ʵʪʦʛʦ ʙʘʡʪʘ. 

2. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ (ʧʨʝʬʠʢʩʘ) ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0x80, 0xb7]. ʊʠʧ ʜʘʥʥʳʭ: ʩʪʨʦʢʘ, 

ʜʣʠʥʘ ʩʪʨʦʢʠ: ʧʝʨʚʳʡ ʙʘʡʪ ʤʠʥʫʩ 0x80, ʩʪʨʦʢʘ ʩʣʝʜʫʝʪ ʟʘ ʧʝʨʚʳʤ ʙʘʡʪʦʤ. 

3. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ (ʧʨʝʬʠʢʩʘ) ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0xb8, 0xbf]. ʊʠʧ ʜʘʥʥʳʭ: ʩʪʨʦʢʘ. 

ʈʘʟʤʝʨ ʜʣʠʥʳ ʩʪʨʦʢʠ ʚ ʙʘʡʪʘʭ: ʧʝʨʚʳʡ ʙʘʡʪ ʤʠʥʫʩ 0xb7, ʜʣʠʥʘ ʩʪʨʦʢʠ ʩʣʝʜʫʝʪ ʟʘ ʧʨʝʬʠʢʩʦʤ, 

ʩʘʤʘ ʩʪʨʦʢʘ ʩʣʝʜʫʝʪ ʟʘ ʜʣʠʥʦʡ ʩʪʨʦʢʠ. 

4. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ (ʧʨʝʬʠʢʩʘ) ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0xc0, 0xf7]. ʊʠʧ ʜʘʥʥʳʭ: ʩʧʠʩʦʢ, 

ʜʣʠʥʘ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʩʧʠʩʢʘ: ʧʝʨʚʳʡ ʙʘʡʪ ʤʠʥʫʩ 0xc0, ʟʘ ʧʨʝʬʠʢʩʦʤ ʠʜʫʪ 

ʢʦʥʢʘʪʝʥʠʨʦʚʘʥʥʳʝ ʵʣʝʤʝʥʪʳ ʩʧʠʩʢʘ ʚ RLP ʢʦʜʠʨʦʚʢʝ.  

5. ɿʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʙʘʡʪʘ (ʧʨʝʬʠʢʩʘ) ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ [0xf8, 0xff]. ʊʠʧ ʜʘʥʥʳʭ: ʩʧʠʩʦʢ. 

ʈʘʟʤʝʨ ʜʣʠʥʳ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʩʧʠʩʢʘ: ʧʝʨʚʳʡ ʙʘʡʪ ʤʠʥʫʩ 0xf7, ʜʣʠʥʘ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʩʧʠʩʢʘ 

ʩʣʝʜʫʝʪ ʟʘ ʧʨʝʬʠʢʩʦʤ, ʟʘʪʝʤ ʠʜʫʪ ʢʦʥʢʘʪʝʥʠʨʦʚʘʥʥʳʝ ʵʣʝʤʝʥʪʳ ʩʧʠʩʢʘ ʚ RLP ʢʦʜʠʨʦʚʢʝ. 

RLP ʜʝʢʦʜʠʨʦʚʘʥʠʝ: 

def  rlp _decode ( input ):  

    if len(input) == 0:  

        return  

    output = ''  

    (offset, dataLen, type) = decode_length(input)  

    If type is str:  

        output = instantiate_str(substr(input, offset, dataLen))  

    elif type is list:  

        output = instantiate_list(substr(input, offset, dataLen))  

    output + rlp_decode(substr( input, offset + dataLen))  

    return output  

  

def decode_length(input):  

    length = len(input)  

    if length == 0:  

        raise Exception("input is null")  

    prefix = ord(input[0])  

    if prefix <= 0x7f:  

        return (0, 1, str)  

    elif prefix <= 0xb7 and length > prefix -  0x80:  

        strLen = prefix -  0x80  

        return (1, strLen, str)  

    elif prefix <= 0xbf and length > prefix -  0xb7 and length > prefix -  0xb7 + 

to_integer(substr(input, 1, prefix -  0xb7)):  
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        lenOfStr Len = prefix -  0xb7  

        strLen = to_integer(substr(input, 1, lenOfStrLen))  

        return (1 + lenOfStrLen, strLen, str)  

    elif prefix <= 0xf7 and length > prefix -  0xc0:  

            listLen = prefix -  0xc0;  

        return (1, listLen, list)  

    elif  prefix <= 0xff and length > prefix -  0xf7 and length > prefix -  0xf7 + 

to_integer(substr(input, 1, prefix -  0xf7)):  

        lenOfListLen = prefix -  0xf7  

        listLen = to_integer(substr(input, 1, lenOfListLen))  

        return (1 + lenOfListLen, listLen , list)  

    else:  

        raise Exception("input don't conform RLP encoding form")  

  

def to_integer(b):  

    length = len(b)  

    if length == 0:  

        raise Exception("input is null")  

    elif length == 1:  

        return ord(b[0])  

    else:  

        return ord(substr(b, - 1)) + to_integer(substr(b, 0, - 1)) * 256  
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ʇʈʀʃʆɾɽʅʀɽ ʈ. ʇʈʆʊʆʂʆʃ TLS 

ʇʨʦʪʦʢʦʣ TLS ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤʠ ʩʨʝʜʩʪʚʘʤʠ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʦʪʧʨʘʚʠʪʝʣʷ (ʢʣʠʝʥʪʘ) ʠ ʘʜʨʝʩʘʪʘ (ʩʝʨʚʝʨʘ), ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʠ ʰʠʬʨʦʚʘʥʠʷ 

ʜʘʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ. ɹʝʟʦʧʘʩʥʦʩʪʴ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʷ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ 

ʪʦʛʦ, ʯʪʦ ʧʦʚʝʨʭ ʧʨʦʪʦʢʦʣʘ TCP/IP ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʢʘʥʘʣ, ʚʥʫʪʨʠ ʢʦʪʦʨʦʛʦ 

ʧʝʨʝʜʘʶʪʩʷ ʜʘʥʥʳʝ ʧʦ ʧʨʠʢʣʘʜʥʦʤʫ ʧʨʦʪʦʢʦʣʫ. ʌʘʢʪʠʯʝʩʢʠ ʜʘʥʥʳʝ ʧʦ ʧʨʠʢʣʘʜʥʦʤʫ ʧʨʦʪʦʢʦʣʫ 

ʧʝʨʝʜʘʶʪʩʷ ʧʦ TCP/IP, ʥʦ ʦʥʠ ʟʘʰʠʬʨʦʚʘʥʳ. ʈʘʩʰʠʬʨʦʚʘʪʴ ʧʝʨʝʜʘʚʘʝʤʳʝ ʜʘʥʥʳʝ ʤʦʞʝʪ ʪʦʣʴʢʦ 

ʫʯʘʩʪʥʠʢʠ, ʤʝʞʜʫ ʢʦʪʦʨʳʤʠ ʫʩʪʘʥʦʚʣʝʥʦ ʩʦʝʜʠʥʝʥʠʝ. ɼʣʷ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ, ʢʪʦ ʧʦʣʫʯʠʪ 

ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʘʢʝʪʳ, ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʙʫʜʝʪ ʙʝʩʩʤʳʩʣʝʥʥʦʡ, ʪ.ʢ. ʦʥʠ ʥʝ ʩʤʦʛʫʪ ʝʝ ʨʘʩʰʠʬʨʦʚʘʪʴ. 

ʀʝʨʘʨʭʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʝʩʩʠʠ, ʩʦʝʜʠʥʝʥʠʷ ʠ ʧʦʪʦʢ ʩʦʦʙʱʝʥʠʡ 

ʚ ʩʦʝʜʠʥʝʥʠʠ. ʇʦʪʦʢ ʩʦʦʙʱʝʥʠʡ ʧʨʠ ʙʦʣʴʰʦʡ ʜʣʠʥʝ ʨʘʟʙʠʚʘʝʪʩʷ ʥʘ ʬʨʘʛʤʝʥʪʳ ʩ ʧʘʢʝʪʥʦʡ 

ʧʝʨʝʜʘʯʝʡ ʬʨʘʛʤʝʥʪʦʚ. ɺ ʦʜʥʦʡ ʩʝʩʩʠʠ ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʦ ʥʝʩʢʦʣʴʢʦ ʩʦʝʜʠʥʝʥʠʡ, 

ʧʨʦʠʟʚʦʣʴʥʦ ʨʘʟʥʝʩʝʥʥʳʭ ʧʦ ʚʨʝʤʝʥʠ. ɺ ʢʘʞʜʦʤ ʩʦʝʜʠʥʝʥʠʠ ʤʦʞʝʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥ ʥʝʦʙʭʦʜʠʤʳʡ 

ʧʦʪʦʢ ʩʦʦʙʱʝʥʠʡ. 

ʉʝʩʩʠʷ ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʩʣʝʜʫʶʱʠʤʠ ʘʪʨʠʙʫʪʘʤʠ: 

- ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʩʩʠʠ (ʩʣʫʯʘʡʥʦʝ ʯʠʩʣʦ, 32 ʙʘʡʪʘ, ʟʘʜʘʝʪʩʷ ʩʝʨʚʝʨʦʤ ʧʨʠ ʦʪʢʨʳʪʠʠ 

ʩʝʩʩʠʠ); 

- ʤʝʪʦʜ ʢʦʤʧʨʝʩʩʠʠ; 

- ʩʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ (ʦʧʮʠʦʥʘʣʴʥʦ); 

- ʩʝʨʪʠʬʠʢʘʪ ʢʣʠʝʥʪʘ (ʦʧʮʠʦʥʘʣʴʥʦ); 

- ʩʧʝʮʠʬʠʢʘʮʠʷ ʘʣʛʦʨʠʪʤʦʚ ʠ ʧʘʨʘʤʝʪʨʦʚ ʟʘʱʠʪʳ (ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʠ MAC, 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʧʘʨʘʤʝʪʨʳ); 

- master secret (ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʰʠʬʨʦʚʘʥʠʷ, ʢʣʶʯʝʡ MAC, 

ʚʝʢʪʦʨʦʚ ʠʥʠʮʠʘʣʠʟʘʮʠʠ); 

- ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ/ʟʘʧʨʝʱʘʶʱʠʡ ʥʦʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʚ ʩʝʘʥʩʝ. 

ʉʝʨʪʠʬʠʢʘʪʳ ʧʨʝʜʩʪʘʚʣʷʶʪʩʷ ʚ ʩʪʘʥʜʘʨʪʝ X509. v3. ʉʧʝʮʠʬʠʢʘʮʠʷ ʘʣʛʦʨʠʪʤʦʚ ʠ ʧʘʨʘʤʝʪʨʦʚ 

ʟʘʱʠʪʳ ʤʦʞʝʪ ʤʝʥʷʪʴʩʷ ʚ ʪʝʯʝʥʠʝ ʩʝʩʩʠʠ. 

ʉʦʝʜʠʥʝʥʠʝ ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʩʣʝʜʫʶʱʠʤʠ ʘʪʨʠʙʫʪʘʤʠ: 

- client_random ï ʩʣʫʯʘʡʥʳʝ 32 ʙʘʡʪʘ, ʟʘʜʘʚʘʝʤʳʝ ʢʣʠʝʥʪʦʤ; 

- server_randomï ʩʣʫʯʘʡʥʳʝ 32 ʙʘʡʪʘ, ʟʘʜʘʚʘʝʤʳʝ ʩʝʨʚʝʨʦʤ; 

- client write MAC secret (ʢʣʶʯ ʢʣʠʝʥʪʘ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʢʣʶʯʝʚʦʡ ʭʵʰ-

ʬʫʥʢʮʠʠ); 

- server write MAC secret (ʢʣʶʯ ʩʝʨʚʝʨʘ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʢʣʶʯʝʚʦʡ ʭʵʰ-

ʬʫʥʢʮʠʠ); 

- client write key (ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʤ ʠ 

ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʠʭ ʩʝʨʚʝʨʦʤ); 
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- server write key (ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʩʝʨʚʝʨʦʤ ʠ 

ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʠʭ ʢʣʠʝʥʪʦʤ); 

- client write IV, server write IV (ʚʝʢʪʦʨʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʢʣʠʝʥʪʦʤ ʠ 

ʩʝʨʚʝʨʦʤ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ); 

- ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʩʦʝʜʠʥʝʥʠʷ (ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʜʣʷ ʧʝʨʝʜʘʚʘʝʤʳʭ ʠ 

ʧʨʠʥʠʤʘʝʤʳʭ ʩʦʦʙʱʝʥʠʡ). 

ɺʝʢʪʦʨ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʟʘʜʘʝʪʩʷ ʜʣʷ ʧʝʨʚʦʛʦ ʬʨʘʛʤʝʥʪʘ ʩʦʦʙʱʝʥʠʷ ʚ ʩʦʝʜʠʥʝʥʠʠ; ʜʣʷ 

ʧʦʩʣʝʜʫʶʱʠʭ ʬʨʘʛʤʝʥʪʦʚ ʚʝʢʪʦʨ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʬʦʨʤʠʨʫʝʪʩʷ ʠʟ ʢʦʥʝʯʥʦʛʦ ʙʣʦʢʘ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 

ʪʝʢʩʪʘ ʧʨʝʜʳʜʫʱʝʛʦ ʬʨʘʛʤʝʥʪʘ. 

ʇʦʨʷʜʢʦʚʳʝ ʥʦʤʝʨʘ ʩʦʝʜʠʥʝʥʠʡ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʜʣʷ ʧʝʨʝʜʘʚʘʝʤʳʭ ʠ 

ʧʨʠʥʠʤʘʝʤʳʭ ʩʦʦʙʱʝʥʠʡ. ʇʨʠ ʩʤʝʥʝ ʩʝʩʩʠʠ, ʠʟʤʝʥʝʥʠʠ ʩʧʝʮʠʬʠʢʘʮʠʠ ʘʣʛʦʨʠʪʤʦʚ ʠ ʧʘʨʘʤʝʪʨʦʚ 

ʟʘʱʠʪʳ ʥʫʤʝʨʘʮʠʷ ʩʦʝʜʠʥʝʥʠʡ ʥʘʯʠʥʘʝʪʩʷ ʩ 0; ɼʠʘʧʘʟʦʥ ʥʫʤʝʨʘʮʠʠ: 0 õ 264-1. 

ʉʦʝʜʠʥʝʥʠʝ ʘʩʩʦʮʠʠʨʫʝʪʩʷ ʩ ʦʜʥʦʡ ʩʝʩʩʠʝʡ. 

ɸʣʛʦʨʠʪʤ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʦʙʤʝʥʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦʣʘ TLS 

ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʦʧʝʨʘʮʠʠ: 

1) ʧʨʠʝʤ ʦʪ ʧʨʦʪʦʢʦʣʘ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ ʧʦʪʦʢʘ ʥʝ ʠʥʪʝʨʧʨʝʪʠʨʫʝʤʳʭ ʜʘʥʥʳʭ ʚ ʙʣʦʢʘʭ 

ʧʨʦʠʟʚʦʣʴʥʦʛʦ ʨʘʟʤʝʨʘ; 

2) ʬʨʘʛʤʝʥʪʘʮʠʷ ʧʨʠʥʷʪʳʭ ʩ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ ʜʘʥʥʳʭ ʚ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʝ ʙʣʦʢʠ 

(ʬʨʘʛʤʝʥʪʳ) ʧʨʦʪʦʢʦʣʘ TLS. ʈʘʟʤʝʨ ʬʨʘʛʤʝʥʪʘ ï ʥʝ ʙʦʣʝʝ 214 ʙʘʡʪ; 

3) ʢʦʤʧʨʝʩʩʠʷ ʬʨʘʛʤʝʥʪʦʚ (ʦʧʮʠʦʥʘʣʴʥʦ); 

4) ʚʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʝʚʦʡ ʭʵʰ-ʬʫʥʢʮʠʠ (MAC) ʦʪ ʢʦʥʢʘʪʝʥʘʮʠʠ ʢʣʶʯʘ ʭʵʰ-

ʬʫʥʢʮʠʠ, ʪʠʧʘ ʢʦʤʧʨʝʩʩʠʠ, ʜʣʠʥʳ ʢʦʤʧʨʝʩʩʠʨʦʚʘʥʥʦʛʦ ʬʨʘʛʤʝʥʪʘ, 

ʢʦʤʧʨʝʩʩʠʨʦʚʘʥʥʦʛʦ ʬʨʘʛʤʝʥʪʘ ʠ ʟʘʜʘʥʥʦʡ ʢʦʥʩʪʘʥʪʳ; 

5) ʢʦʥʢʘʪʝʥʘʮʠʷ ʬʨʘʛʤʝʥʪʘ ʠ ʨʝʟʫʣʴʪʘʪʘ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʭʵʰ-ʬʫʥʢʮʠʠ ʦʪ ʥʝʛʦ 

(ʨʘʩʰʠʨʝʥʥʳʡ ʬʨʘʛʤʝʥʪ); 

6) ʟʘʰʠʬʨʦʚʘʥʠʝ ʨʘʩʰʠʨʝʥʥʦʛʦ ʬʨʘʛʤʝʥʪʘ (ʦʧʮʠʦʥʘʣʴʥʦ); 

7) ʜʦʙʘʚʣʝʥʠʝ ʦʪʢʨʳʪʦʛʦ ʟʘʛʦʣʦʚʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʪʠʧ ʩʦʦʙʱʝʥʠʷ (ʦʜʠʥ ʙʘʡʪ), ʚʝʨʩʠʶ 

ʧʨʦʪʦʢʦʣʘ TLS (ʜʚʘ ʙʘʡʪʘ) ʠ ʜʣʠʥʫ ʢʦʤʧʨʝʩʩʠʨʦʚʘʥʥʦʛʦ ʬʨʘʛʤʝʥʪʘ. 

ʇʨʠ ʧʨʠʝʤʝ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠʤʝʥʷʝʪʩʷ ʦʙʨʘʪʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʦʧʝʨʘʮʠʡ. 

ɺ ʧʨʦʪʦʢʦʣʝ TLS ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʩʦʦʙʱʝʥʠʡ: 

- Hello message (ClientHello, ServerHello); 

- Change cipher specs message (ʠʟʤʝʥʝʥʠʝ ʩʧʝʮʠʬʠʢʘʮʠʠ ʘʣʛʦʨʠʪʤʦʚ ʠ ʧʘʨʘʤʝʪʨʦʚ 

ʟʘʱʠʪʳ); 

- Key exchange message (ʧʝʨʝʜʘʯʘ ʢʣʶʯʘ ʦʙʤʝʥʘ ʢʣʶʯʘʤʠ ʰʠʬʨʦʚʘʥʠʷ ʠ ʄɸʉ ʢʣʠʝʥʪʘ, 

ʩʝʨʚʝʨʘ); 

- Alert message (ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʦʧʦʚʝʱʝʥʠʝ ʦ ʬʘʪʘʣʴʥʦʡ ʦʰʠʙʢʝ); 
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- Application_data message (ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ); 

- Finished message (ʩʦʦʙʱʝʥʠʝ ʦ ʚʦʟʤʦʞʥʦʩʪʠ ʨʘʙʦʪʳ ʚ ʩʦʟʜʘʥʥʦʡ ʩʝʩʩʠʠ). 

ʇʨʦʪʦʢʦʣ TLS ʷʚʣʷʝʪʩʷ ʜʚʫʭʫʨʦʚʥʝʚʳʤ ʠ ʜʝʡʩʪʚʫʝʪ ʥʘʜ ʪʨʘʥʩʧʦʨʪʥʳʤ ʧʨʦʪʦʢʦʣʦʤ. ʂ 

ʧʝʨʚʦʤʫ ʫʨʦʚʥʶ ʦʪʥʦʩʷʪʩʷ TLS Handshake Protocol, TLS Change Cipher Spec ʠ TLS Alert Protocol. 

ʂʦ ʚʪʦʨʦʤʫ ʫʨʦʚʥʶ ʦʪʥʦʩʠʪʩʷ TLS Record Protocol. 

TLS Handshake Protocol ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʥʠʮʠʘʣʠʟʘʮʠʶ ʩʝʩʩʠʠ (ʩʦʝʜʠʥʝʥʠʷ) ʚʳʧʦʣʥʝʥʠʝʤ 

ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʡ: 

1) ʢʣʠʝʥʪ ʠ ʩʝʨʚʝʨ ʜʦʛʦʚʘʨʠʚʘʶʪʩʷ ʦʙ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʩʝʩʩʠʠ ʘʣʛʦʨʠʪʤʘʭ ʠ ʧʘʨʘʤʝʪʨʘʭ 

ʟʘʱʠʪʳ, ʦʙʤʝʥʠʚʘʶʪʩʷ ʩʣʫʯʘʡʥʳʤʠ ʚʝʣʠʯʠʥʘʤʠ client_random, server_random, 

ʜʦʛʦʚʘʨʠʚʘʶʪʩʷ, ʙʫʜʫʪ ʠʣʠ ʥʝʪ ʥʦʚʳʝ ʩʦʝʜʠʥʝʥʠʷ; 

2) ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʙʤʝʥ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʢʣʠʝʥʪʘ ʠ ʩʝʨʚʝʨʘ (ʧʦ 

ʟʘʜʘʥʥʳʤ ʦʧʮʠʷʤ); 

3) ʢʣʠʝʥʪ ʛʝʥʝʨʠʨʫʝʪ ʩʣʫʯʘʡʥʫʶ ʚʝʣʠʯʠʥʫ pre_master secret, ʰʠʬʨʫʝʪ ʝʝ ʠ ʧʝʨʝʜʘʝʪ 

ʩʝʨʚʝʨʫ. 

4) ʢʣʠʝʥʪ ʠ ʩʝʨʚʝʨ ʧʦ pre_master secret, client_random ʠ server_random ʬʦʨʤʠʨʫʶʪ master 

secret (ʥʘʙʦʨ ʥʝʦʙʭʦʜʠʤʦʡ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ) ʩʝʩʩʠʠ. 

ʆʙʤʝʥ ʜʘʥʥʳʤʠ ʤʝʞʜʫ ʫʩʣʦʚʥʳʤʠ ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʰʘʛʦʚ: 

1) ʂʣʠʝʥʪ ʦʪʧʨʘʚʣʷʝʪ hello-ʩʦʦʙʱʝʥʠʝ, ʚ ʢʦʪʦʨʦʤ ʧʝʨʝʯʠʩʣʝʥʳ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʜʘʥʥʳʝ; 

2) ʉʝʨʚʝʨ ʦʪʚʝʯʘʝʪ hello-ʩʦʦʙʱʝʥʠʝʤ, ʫʢʘʟʳʚʘʷ: ʨʝʞʠʤ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ, 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʩʩʠʠ -  ʩʣʫʯʘʡʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪʦʚ cʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ, ʟʘʧʨʦʩ 

ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʢʣʠʝʥʪʘ; 

3) ʂʣʠʝʥʪ ʧʨʦʚʝʨʷʝʪ ʩʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ ʠ ʦʪʧʨʘʚʣʷʝʪ ʩʣʫʯʘʡʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʘʥʥʳʭ 

ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʩʝʨʪʠʬʠʢʘʪ ʢʣʠʝʥʪʘ; 

4) ʉʝʨʚʝʨ ʧʨʦʚʝʨʷʝʪ ʩʝʨʪʠʬʠʢʘʪ ʢʣʠʝʥʪʘ, ʧʦʩʣʝ ʯʝʛʦ ʦʧʨʝʜʝʣʷʝʪ ʩʦʩʪʦʷʥʠʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ 

ʨʝʝʩʪʨʘ, ʦʥ ʜʦʣʞʝʥ ʙʳʪʴ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥ; 

5) ɺ ʩʣʫʯʘʝ ʫʩʧʝʭʘ, ʚʳʧʦʣʥʷʝʪʩʷ ʦʙʤʝʥ ʩʦʦʙʱʝʥʠʷʤʠ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʤʠ ʫʩʪʘʥʦʚʢʫ TLS 

ʩʦʝʜʠʥʝʥʠʷ; 

6) ɺʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʢʣʶʯʘ ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ ʚ Whitelist ʫʟʣʦʚ; 

7) ɺ ʩʣʫʯʘʝ ʫʩʧʝʭʘ ʧʨʝʜʳʜʫʱʠʭ ʧʫʥʢʪʦʚ, ʥʘʯʠʥʘʝʪʩʷ ʦʙʤʝʥ ʜʘʥʥʳʤʠ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ; 

8) ʇʦ ʟʘʚʝʨʰʝʥʠʶ ʦʙʤʝʥʘ, ʩʦʝʜʠʥʝʥʠʝ ʨʘʟʨʳʚʘʝʪʩʷ. 

ɺ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʜʣʷ ʫʩʪʘʥʦʚʢʠ TLS ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʫʟʣʦʤ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʠ 

ʩʤʝʞʥʳʤʠ ʧʣʘʪʬʦʨʤʝʥʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʚ ʨʦʣʷʭ ʢʣʠʝʥʪʘ ʠ ʩʝʨʚʝʨʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʧʨʠʢʣʘʜʥʳʝ ʦʙʲʝʢʪʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ (OID): 

- 1.2.643.6.57.1.1.1.2: [TLS Client] ʋʟʝʣ ʄʘʩʪʝʨʯʝʡʥ; 

- 1.2.643.6.57.1.1.1.1: [TLS Server] ʋʟʝʣ ʄʘʩʪʝʨʯʝʡʥ; 

- 1.2.643.6.57.1.1.1.3: [TLS Server] API ʫʟʣʘ ʄʘʩʪʝʨʯʝʡʥ. 
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ɹʣʦʢ ʅʘʙʦʨ ʪʨʘʥʟʘʢʮʠʡ ʠ ʤʝʪʘʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ ʫʩʧʝʰʥʦ ʧʨʦʰʸʣ ʧʨʦʮʝʜʫʨʳ 

ʚʘʣʠʜʘʮʠʠ ʠ ʢʦʥʩʝʥʩʫʩʘ. 

ʂʣʶʯʝʚʦʡ ʢʦʥʪʝʡʥʝʨ ʉʧʦʩʦʙ ʭʨʘʥʝʥʠʷ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ, ʨʝʘʣʠʟʦʚʘʥʥʳʡ ʚ ʂʨʠʧʪʦʇʨʦ. 

ʂʦʠʥ ɺʠʨʪʫʘʣʴʥʘʷ ʤʦʥʝʪʘ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʮʠʬʨʦʚʳʭ ʜʝʥʝʛ ʩ 

ʚʦʟʤʦʞʥʦʩʪʴʶ ʧʨʠʦʙʨʝʪʝʥʠʷ ʪʦʚʘʨʦʚ ʠ ʫʩʣʫʛ, ʘ ʪʘʢʞʝ ʠʥʳʭ ʨʘʩʯʝʪʦʚ ʤʝʞʜʫ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

ʂʦʤʧʦʥʝʥʪ ʂʨʠʧʪʦʇʨʦ ʉʨʝʜʩʪʚʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ çʂʨʠʧʪʦʇʨʦ CSPè ʚʝʨʩʠʷ 

5.0, ʣʠʙʦ ʇɸʂʄ çʂʨʠʧʪʦʇʨʦ HSMè v. 2.0, ʧʨʠ ʫʩʣʦʚʠʠ ʥʘʣʠʯʠʷ 

ʜʝʡʩʪʚʫʶʱʝʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʌʉɹ ʈʦʩʩʠʠ. 

ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʦʥʝʥʪ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʢʘʯʝʩʪʚʝ 

ʩʨʝʜʩʪʚʘ, ʨʝʘʣʠʟʫʶʱʝʛʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ. 

ʂʦʥʩʝʥʩʫʩ ʇʨʦʮʝʩʩ ʩʦʛʣʘʩʦʚʘʥʠʷ ʩʦʩʪʦʷʥʠʷ ʈʈ ʤʝʞʜʫ ʫʟʣʘʤʠ, ʩ ʧʨʠʤʝʥʝʥʠʝʤ 

ʧʨʦʮʝʜʫʨʳ ʚʘʣʠʜʘʮʠʠ. 

ʄʘʡʥʠʥʛ ɼʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʩʦʟʜʘʥʠʶ ʥʦʚʦʛʦ ʠʣʠ ʥʘʭʦʞʜʝʥʠʶ ʪʝʢʫʱʝʛʦ ʙʣʦʢʘ. 

ʅʦʥʩ ʉʣʫʯʘʡʥʳʡ ʥʘʙʦʨ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʢʘʯʝʩʪʚʝ ʚʚʦʜʥʳʭ ʜʘʥʥʳʭ ʧʨʠ 

ʭʝʰʠʨʦʚʘʥʠʠ ʙʣʦʢʘ ʪʨʘʥʟʘʢʮʠʡ. 

ʆʜʥʦʨʘʥʛʦʚʘʷ ʩʝʪʴ ʆʜʥʦʨʘʥʛʦʚʘʷ, ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʠʣʠ ʧʠʨʠʥʛʦʚʘʷ (ʘʥʛʣ.  Peer-to-peer, P2P 

ð ʨʘʚʥʳʡ ʢ ʨʘʚʥʦʤʫ) ʩʝʪʴ ð ʵʪʦ ʦʚʝʨʣʝʡʥʘʷ ʢʦʤʧʴʶʪʝʨʥʘʷ ʩʝʪʴ, 

ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʨʘʚʥʦʧʨʘʚʠʠ ʫʯʘʩʪʥʠʢʦʚ. ʏʘʩʪʦ ʚ ʪʘʢʦʡ ʩʝʪʠ ʦʪʩʫʪʩʪʚʫʶʪ 

ʚʳʜʝʣʝʥʥʳʝ ʩʝʨʚʝʨʳ, ʘ ʢʘʞʜʳʡ ʫʟʝʣ (ʧʠʨ) ʷʚʣʷʝʪʩʷ ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʘʢ ʠ 

ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʩʝʨʚʝʨʘ. 

ʇʠʨ ʋʟʝʣ ʚ P2P ʩʝʪʠ, ʩ ʢʦʪʦʨʳʤ ʫʩʪʘʥʦʚʣʝʥʦ ʩʦʝʜʠʥʝʥʠʝ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ 

ʜʘʥʥʳʭ. 

ʇʦʣʟɹʦʚʘʪʝʣʴ ʉʫʙʲʝʢʪ, ʧʦʜʢʣʶʯʘʶʱʠʝʩʷ ʢ ʫʟʣʫ ʣʦʢʘʣʴʥʦ ʠʣʠ ʯʝʨʝʟ API ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 

ʩʚʦʠʭ ʬʫʥʢʮʠʡ. 

ʇʨʦʮʝʜʫʨʘ ʚʘʣʠʜʘʮʠʠ ʇʝʨʝʯʝʥʴ ʧʨʦʚʝʨʦʢ ʧʨʠ ʜʦʙʘʚʣʝʥʠʠ ʪʨʘʥʟʘʢʮʠʠ ʚ ʙʣʦʢ, ʚʢʣʶʯʘʶʱʠʡ: 

1. ɸʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʯʘʩʪʥʠʢʘ-ʦʪʧʨʘʚʠʪʝʣʷ (ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ); 

2. ʇʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ; 

3. ʇʨʦʚʝʨʢʫ ʢʦʨʨʝʢʪʥʦʩʪʠ ʪʨʘʥʟʘʢʮʠʠ (ʩʦʦʪʚʝʪʩʪʚʠʝ ʣʦʛʠʢʝ ʨʘʙʦʪʳ 
ʄʘʩʪʝʨʯʝʡʥ ʠ ʩʦʦʪʚʝʪʩʪʚʠʝ ʣʦʛʠʢʠ ʨʘʙʦʪʳ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ, ʝʩʣʠ 

ʪʨʘʥʟʘʢʮʠʷ ʦʙʨʘʱʝʥʘ ʢ ʥʝʤʫ); 

4. ʇʨʦʚʝʨʢʫ ʥʘ ʧʨʦʪʠʚʦʨʝʯʠʚʳʝ ʩʦʩʪʦʷʥʠʷ. 
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ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʉʢʦʤʧʠʣʠʨʦʚʘʥʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʟʘʧʫʩʢʘʝʤʳʡ ʚ ʧʨʦʛʨʘʤʤʥʦʤ 

ʦʢʨʫʞʝʥʠʠ. ɺʩʝ ʢʦʤʧʦʥʝʥʪʳ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʨʝʘʣʠʟʫʶʪʩʷ ʠʩʭʦʜʥʳʤ 

ʢʦʜʦʤ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ. ʇʦʩʣʝ ʢʦʤʧʠʣʷʮʠʠ, ʚʩʝ ʦʥʠ ʨʝʘʣʠʟʦʚʘʥʳ ʚ ʦʜʥʦʤ 

ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ. 

ʈʘʩʧʨʝʜʝʣʝʥʥʳʡ ʈʝʝʩʪʨ 

(ʈʈ) 

ʈʘʩʧʨʝʜʝʣʝʥʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ ʩ ʫʧʨʘʚʣʝʥʠʝʤ ʢʦʥʢʫʨʝʥʪʥʳʤ ʜʦʩʪʫʧʦʤ ʥʘ 

ʦʩʥʦʚʝ ʤʥʦʛʦʚʝʨʩʠʦʥʥʦʩʪʠ ʩ ʥʝʦʙʨʘʪʠʤʳʤ ʭʦʜʦʤ ʩʦʙʳʪʠʡ (ʚʨʝʤʝʥʠ), 

ʧʦʩʪʨʦʝʥʥʘʷ ʥʘ ʦʩʥʦʚʝ ʞʫʨʥʘʣʘ ʪʨʘʥʟʘʢʮʠʡ ʩ ʤʘʩʩʦʚʦʡ ʨʝʧʣʠʢʘʮʠʝʡ ʚ 

ʦʜʥʦʨʘʥʛʦʚʦʡ ʩʝʪʠ ʫʯʘʩʪʥʠʢʦʚ. 

ʈʘʩʯʝʪʥʳʝ ʝʜʠʥʠʮʳ 

(ʊʦʢʝʥʳ) 

ʈʘʩʯʝʪʥʳʝ ʝʜʠʥʠʮʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʙʤʝʥʘ ʘʢʪʠʚʘʤʠ ʤʝʞʜʫ 

ʫʯʘʩʪʥʠʢʘʤʠ. 

ʉʘʡʟʠʥʛ ʇʦʜʙʦʨ ʦʧʪʠʤʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ.  

ʉʝʨʪʠʬʠʢʘʪ ʫʯʘʩʪʥʠʢʘ ʉʝʨʪʠʬʠʢʘʪ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʧʦʜʧʠʩʠ ʫʯʘʩʪʥʠʢʘ. 

ʉʝʪʴ ʄʘʩʪʝʨʯʝʡʥ (ʉʝʪʴ) ʆʜʥʦʨʘʥʛʦʚʘʷ ʩʝʪʴ, ʦʙʨʘʟʫʝʤʘʷ ʵʢʟʝʤʧʣʷʨʘʤʠ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ 

ʟʘʧʫʱʝʥʥʳʤʠ ʚ ʟʘʜʘʥʥʦʤ ʧʨʦʛʨʘʤʤʥʦʤ ʦʢʨʫʞʝʥʠʠ. 

ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ ʉʢʦʤʧʠʣʠʨʦʚʘʥʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʟʘʧʫʩʢʘʝʤʳʡ ʚ ʧʨʦʛʨʘʤʤʥʦʤ 

ʦʢʨʫʞʝʥʠʠ. ɺʩʝ ʢʦʤʧʦʥʝʥʪʳ ʉʂɿʀ ʨʝʘʣʠʟʫʶʪʩʷ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʉʂɿʀ. 

ʇʦʩʣʝ ʢʦʤʧʠʣʷʮʠʠ, ʚʩʝ ʦʥʠ ʨʝʘʣʠʟʦʚʘʥʳ ʚ ʦʜʥʦʤ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ. 

ʉʤʘʨʪ-ʢʦʥʪʨʘʢʪ ʆʙʲʝʢʪ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʡ ʩʦʙʦʡ ʵʢʟʝʤʧʣʷʨ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʣʘʩʩʘ, ʩ 

ʟʘʜʘʥʥʳʤ ʥʘʙʦʨʦʤ ʩʚʦʡʩʪʚ (ʘʪʨʠʙʫʪʦʚ) ʠ ʦʧʝʨʘʮʠʡ (ʤʝʪʦʜʦʚ) ʥʘʜ ʥʠʤʠ, 

ʩʦʩʪʦʷʥʠʝ ʢʦʪʦʨʦʛʦ ʭʨʘʥʠʪʩʷ ʚ ʈʈ. ʄʝʪʦʜʳ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʘ ʤʦʛʫʪ 

ʚʳʧʦʣʥʷʪʴ ʪʨʘʥʟʘʢʮʠʠ ʚ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ, ʧʨʠ ʵʪʦʤ ʉʦʩʪʘʚʠʪʝʣʝʤ 

ʪʨʘʥʟʘʢʮʠʠ ʷʚʣʷʝʪʩʷ ʋʯʘʩʪʥʠʢ, ʚʳʟʚʘʚʰʠʡ ʜʘʥʥʳʡ ʤʝʪʦʜ. 

ʉʦʢʝʪ ʇʨʦʛʨʘʤʤʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʤʝʞʜʫ 

ʧʨʦʮʝʩʩʘʤʠ. 

ʉʦʩʪʘʚʠʪʝʣʴ ʪʨʘʥʟʘʢʮʠʠ ʋʯʘʩʪʥʠʢ, ʩʦʟʜʘʚʰʠʡ ʪʨʘʥʟʘʢʮʠʶ. 

ʉʯʸʪ ʫʯʘʩʪʥʠʢʘ ʉʫʱʥʦʩʪʴ ʚ ɹɼ ʄʘʩʪʝʨʯʝʡʥ, ʦʙʣʘʜʘʶʱʘʷ ʩʣʝʜʫʶʱʠʤʠ ʘʪʨʠʙʫʪʘʤʠ: 

- ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʯʸʪʘ ʫʯʘʩʪʥʠʢʘ; 

- ʧʨʠʟʥʘʢ ʩʯʸʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ; 

- ʢʦʜ ʘʢʪʠʚʘ; 

- ʚʣʘʜʝʣʝʮ ʩʯʸʪʘ ʫʯʘʩʪʥʠʢʘ (ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʯʘʩʪʥʠʢʘ); 

- ʙʘʣʘʥʩ. 

https://ru.wiktionary.org/wiki/%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D0%B8
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ʊʨʘʥʟʘʢʮʠʷ ɿʘʧʨʦʩ ʥʘ ʠʟʤʝʥʝʥʠʝ ʣʦʛʠʯʝʩʢʦʛʦ ʩʦʩʪʦʷʥʠʷ ʈʈ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ 

ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ, ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʠ ʘʚʪʦʨʠʟʘʮʠʠ ʫʯʘʩʪʥʠʢʦʚ ï ʉʦʩʪʘʚʠʪʝʣʷ, ʆʪʧʨʘʚʠʪʝʣʷ ʠ ʇʦʣʫʯʘʪʝʣʷ 

ʟʘʧʨʦʩʘ. ɼʘʥʥʳʡ ʟʘʧʨʦʩ ʚʳʧʦʣʥʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʝʭʥʦʣʦʛʠʠ 

ʜʚʫʭʬʘʟʥʦʛʦ ʠʩʧʦʣʥʝʥʠʷ. 

ʋʟʝʣ ʕʢʟʝʤʧʣʷʨ ʉʂɿʀ ʄʘʩʪʝʨʯʝʡʥ, ʧʦʜʢʣʶʯʸʥʥʳʡ ʢ ʩʝʪʠ ʄʘʩʪʝʨʯʝʡʥ. 

ʋʯʘʩʪʥʠʢ ʉʫʙʲʝʢʪ ʠʤʝʶʱʠʡ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʡ ʫʥʠʢʘʣʴʥʳʡ ʠʥʜʝʥʪʠʬʠʢʘʪʦʨ ʚ ʩʝʪʠ 

ʄʘʩʪʝʨʯʝʡʥ 
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ʇɽʈɽʏɽʅʔ ʉʆʂʈɸʑɽʅʀʁ 

ʉʦʢʨʘʱʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ɸɹʉ ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʙʘʥʢʦʚʩʢʘʷ ʩʠʩʪʝʤʘ 

ɸʌʊ ɸʢʘʜʝʤʠʷ ʬʠʥʘʥʩʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ɹɼ ɹʘʟʘ ʜʘʥʥʳʭ 

ɹʇ ɹʠʟʥʝʩ ʧʨʦʮʝʩʩʳ 

ɼɼʉ ɼʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʜʝʧʦʟʠʪʘʨʥʘʷ ʩʠʩʪʝʤʘ 

ɼʄɿ ɼʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʘʷ ʟʦʥʘ 

ʆɿʋ ʆʧʝʨʘʪʠʚʥʦʝ ʟʘʧʦʤʠʥʘʶʱʝʝ ʫʩʪʨʦʡʩʪʚʦ (ʦʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ) 

ʆʉ ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ 

ʉʂɿʀ ʉʨʝʜʩʪʚʘ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ 

ʉʈɽ ʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʨʘʩʯʝʪʥʳʝ ʝʜʠʥʠʮʳ 

ʉʋɹɼ  ʉʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʘʤʠ ʜʘʥʥʳʭ 

ʊʈɽ ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʨʘʩʯʝʪʥʳʝ ʝʜʠʥʠʮʳ 

ʎʇʋ ʎʝʥʪʨʘʣʴʥʳʡ ʧʨʦʮʝʩʩʦʨ 

API Application Programming Interface 

CPU Central Processing Unit 

CSP Cryptography Service Provider 

DHT Distributed Hash Table 

EVM Ethereum Virtual Machine 

IPC Inter Process Communications 

JS Java Script 

JSON Java Script Object Notation 

NAT Network Address Translation 

PIN Personal Identification Number 
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ʉʦʢʨʘʱʝʥʠʝ ʆʧʠʩʘʥʠʝ 

POA Proof of Authority 

RAM Random Access Memory 

RLP Recursive Length Prefix 

RPC Remote Procedure Call 

TCP Transmission Control Protocol 

TLS Transport Layer Security 

UDP User DatagramProtocol 
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ʃʠʩʪ ʨʝʛʠʩʪʨʘʮʠʠ ʠʟʤʝʥʝʥʠʡ 

 

ʀʟʤ. 

ʅʦʤʝʨʘ ʣʠʩʪʦʚ (ʩʪʨʘʥʠʮ) ɺʩʝʛʦ 

ʣʠʩʪʦʚ 

(ʩʪʨʘ-

ʥʠʮ) ʚ 

ʜʦʢʫʤ. 

 

ˉ ʜʦʢʫʤʝʥʪʘ 

ɺʭʦʜʷʱʠʡ  

ˉ ʩʦʧʨʦ-

ʚʦʜʠʪʝʣʴʥʦʛʦ 

ʜʦʢʫʤ. ʠ  

ʜʘʪʘ 

 

ʇʦʜʧ. 

 

ɼʘʪʘ  

ʠʟʤʝ-

ʥʝʥʥʳʭ 

 

ʟʘʤʝ-

ʥʝʥʥʳʭ 

 

ʥʦʚʳʭ 

ʘʥʥʫ-

ʣʠʨʦ-

ʚʘʥʥʳʭ 

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

          

 


